Active Directory

B faHHOM CcTaTbe ONMCaHO, Kak HAaCTPOUTb UCTOYHUK ayTeHTUdmnKaumm C uCnosib3oBaHneM Katasnora Active Directory (AD). 3710
MO3BOJSISIET ayTEHTUMULNPOBATbL NOJIb30BaTEsNIEN Yepes LLeHTPan30BaHHbIN KaTanor, npeaoctasasembin cny>xbonm Microsoft Active
Directory, obecne4yunBas rmubkocTb 1 6€30NacHOCTb NpU ynpaBieHUn AOCTYNOM K CETU.

Co3paHue HOBOro UCTOYHUKaA ayTeHTUdukauum Active Directory

[nsa Toro 4Tobbl CO34aTh HOBBIN UCTOYHUK ayTeHTudukaumm Active Directory, HaxxmmTe HOBbIN BHYTPEHHUWA UCTOYHMUK B JIEBOM
BepxHeM yray Tabnuubl. MNocse 3Toro 0TKPoeTCH MEHIO KOHMUIypaLMm HOBOro MCTOYHMKA.

OcHOBHOe

Ha naHHOW BKNaAke yKa3blBaloTCA OCHOBHbIE HAaCTPOMKN NCTOYHMKa ayTeHTUduKaumm.

B npaBoM BepxHeM yrny Ha3BaHWs BKJIaAki OCHOBHOe 0ToOparkaeTCs KOJIMYeCTBO OCTaBLUMXCA 06a3aTeNbHbIX 415 3aMN0JIHEHMSA
nonem.

B naHHOM MeHI0 0CTYMHbI cnegyoouime HaCTp0I7IKI/I:
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UMa — nma nctovyHnka ayteHTndmnkaumm, kotopoe bynet otobparkatbca B Tabnvue Co CMMCKOM BCEX MCTOYHMKOB
ayTeHTudrKauuun,. 3agaeTcs Npym co3gaHnN NCTOYHNKA U HE MOXKET ObiTb U3MEHEHO B AaJibHelLeMm;
OnucaHue — onvcaHne UCTOYHUKa ayTeHTudurKauumn, kotopoe bynet oTtobpaxaTbcsa B TabnunLe Co CNMCKOM BCEX NCTOYHUKOB
ayTeHTUdrKauuu;
XocT — nomeHHoe ums unm IP-agpec koHTponnepa aomeHa Active Directory, ucnosnbsyemoro gns ayteHTudmnkauum.
Mopopep>XnBaeT yKasaHe HECKOJIbKUX CEPBEPOB A1 0TKa30yCTOMYMBOCTU. B Nonsx cnpaBa MOXKHO yKa3aTb MOPT, MO KOTOPOMY
nponcxoaunT B3ammopencTeme AxelNAC n Active Directory, KOTOpbIA MOXXHO MOCMOTPETb B IaHHOM pa3aesie. TakXXe MOXXHO
yKa3aTb MeToA WundpoBaHua coefnHeHmns, ecnm oH Tpebyetcs. Mpu Bbibope meToda WndposaHns HeobxoAMMo HaCTpPoOUTb
COOTBETCTBYIOLIME M0JIA Ha BKIagke CepTudukaThl;
Pe>xum Bepudukauum SSL — pexunm nposepku SSL npu nogknoydeHnn 4yepes LDAP. MNpumeHseTcs TOSIbKO Npu
ncrnonb3oBaHum Start TLS nnn LDAPS. BO3MOXXHbIE BapuaHThbl:

o HeT — Bepudukaums He TpebyeTtcs;

o optional — B cnyvae, ecnu Bepudurkaumnsa He NponaeHa, coefnHeHne ycTaHaBINBaETCS, a B JIorax BbIBOAUTCSA

cooTBeTCTBYylOLee coobLueHne;

o require — B C/ly4yae, ecqin Bepudukaunsa He NponaeHa, coeguHeHne He ycTaHaBAMBaeTCS.
Tanmep HepJOCTYNHOCTN — [aHHbIN NapaMeTp OMNpefesnseT, CKOJIbKO CEKYHA, cepBep A0/KeH BbiTb OTMEYeH Kak
HEeLOCTYMHbIN Nepen NOBTOPHbLIM obpalleHneM K HeMy. Mpn ykazaHum Heckonbkux LDAP-cepBepoB unv DNS-nmeHwM,
yKa3blBaloLLLero Ha HeCKobKo IP-afpecos, 3TOT NapamMeTp MoXXeT ObITb UCMONb30BaH AN obecneveHusa bonee
rnocnenoBaTesibHOro 06xof4a oTkasa. 3HavyeHue 0 OTKJYaeT 3Ty PYHKLUNIO;
TanMayT NOAKNIOYEHUA — MaKCMMalsibHOe BpeMs 0XXnpaHus yctaHosneHns LDAP-coeanHeHns nepen ero paspbisoMm.
Ncnonb3yeTcs Ana npenoTBpaLLeHns 3aBucaHns npoLLeccoB Npu HeOOCTYNMHOCTU cepBepa;
TauMayT 3anpoca — MakCuMasibHOe BpeMs 0XuAaHus BeinonHeHnsa LDAP-3anpoca nepeg ero npepbiBaHnem. MNossonseT
OrpaHNyMTb BpeMs 06paboTKu CAOXKHBLIX NN He3(MEKTUBHbBIX 3aMpocos;
TaWMayT OTKJIMKa — MNepnoj, B Te4eHne KoToporo cucteMa oxuaaet LDAP-oTKnMKa nocsie oTrnpasBku 3anpoca. MpumeHseTca
AN NpefoTBpaLLeHNs 3aBMCaHNA COeQNHEHNIN B Clydae 3afepXXeK CO CTOPOHbI CepBepa;
BbasoBoe DN — HavanbHas To4yka (Distinguished Name) B nepese Active Directory, ¢ KOTOpPOI Ha4YMHaeTCa MONCK yYeTHbIX
3anucen. OnpepenseTt o6nacTb BUAMMOCTY NMOUCKA NOJSIb30BaTeNEN;
Ob6nacTb NpUMEHEeHUA — onpejenseT, Kakue rpynnsl nan nogpasaenenHns AD 6ynyT ncnonb3oBaTb 3TOT NCTOYHUK
ayTeHTUdrKaunn. MoXXeT NPUMEHATLCA K OTAE/bHbLIM NOoAPa3AeNeHnsaM NN KO BCEMY KaTaslory. Bo3MoXXHble BapnaHThbl:

o Base object — 6a30Bbili 06beKT, 6e3 yyeTa fOYEPHUX OO BHEKTOB;

o One-level — 6nnxanwne govyepHre 06bEKTbI yKa3aHHOro 06bekTa;

o Subtree — Bce poyepHune 06bekTbl BasoBoro DN, BKlo4Yas BJIOXKEHHbIE;

o Children — gomMeH, KOTOpPbIN HAaXOANTCA B AepeBe NPOCTPAHCTBA MMEH No4 APYrUM LOMEHOM (POAUTENLCKMM), U B CBOEM

Ha3BaHUM COAEPXUT NMSA poauTens.

ATpuOYT MMeHM nonb3oBaTeNsa — OCHOBHOM SAML-aTpumbyT, coaep xaluunin uma nonb3osaTens. icnonb3yercs ans
nAeHTUUKaLNM y4eTHOW 3annucu Npu BXoae;
Mpouyue aTpubyTbl — Npoyne aTpnbyThl, KOTOPble MOTYT ObITb NCMOJIb30BaHbI Kak MMS MONb30BaTeNs (A8 NPUMeHeHNs
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M3MeHeHun HeobxoanMo nepesanycTuTb cyx6by radiusd-auth.service);
HNobGaBneHue NnouckoBbix aTpubyToB LDAP-cbunbTpa — faHHble aTpubyThl 6yayT fobaBneHsbl kK creHepupoBaHHoMy LDAP-
¢pnnbTPy, co3paHHOMyY A5 aTpubyTOB NONCKa;
Umsa aTpubyTa 3/1IeKTPOHHOM NouTbl — NMA aTpmubyTa LDAP, coneprkallero agpec 3/1IeKTPOHHOW NOoYThl, M0 KOTopoMy byneTt
Npon3BOANTLCA PUNbTPaLMS;
Mpuesasatb DN — yyeTHas 3anuck (Distinguished Name), ncnonesyemas ans ayteHtudumnkaymm B cny>kbe AD npu novcke
nonb3oBaTeniein. OCTaBbTE 3TO NOJIE NYCTbIM, €CJIN Bbl XOTUTE BbIMOJHUTb aHOHUMHYO NPUBS3KY;
Maposnb — Naposb y4eTHON 3anucK, ykasaHHol B none Mpueasate DN, 015 BbiNo/IHEHUS 3anpocoB K AD;
KswmpoBaTb COOTBETCTBMA NpaBUJly — MNpy akTMBaLUM AAaHHOI0 NapaMeTpa nporpaMMa KawupyeT pe3ysbTaThl, FAe eCTb
COOTBETCTBME NpaBuy. ITO CHUIXKAET Harpy3Ky Ha cepBep 1 yCKOPSET NOBTOPHbIE MPOBEPKM;
OTcneXxuBaTb — BKJIIOYAET JIOrMpOBaHMe CObbITU ayTEHTUDUKALUN U ANArHOCTUKY paboTbl UICTOYHMKA;
Cny4yanHoe noaknioyYyeHne — BblbupaeT LDAP-cepBep ans 3anpoca cay4variHbiM 06pa3oM Npu HasIMyMmM HECKOJIbKUX CEPBEPOB,
4YTO MNO3BONAET pacnpenenaTb HarpysKy;
Ucnonb3oBaTb KOHHEKTOP — HY>XXHO /I UCM0J/Ib30BaTb AOCTYMHble KOHHeKTOPbl AXeINAC ans NogKAoYeHUs K JaHHOMY
WCTOYHUKY ayTeHTuUdmKaumnm. Mo yMonyaHuio Ha JaHHOM cepBepe pa3MeLLaeTCs JIoKaJbHbI KOHHEKTOop. icnonb3oBaHne
yAaJleHHbIX KOHHEKTOPOB B HacTosLlee BpeMs NoALEPKNBAETCA TOJIbKO HAa @aBTOHOMHOM WNCMOJIHEHNN;
CBA3aHHble obnacTn — o6nacTu, KoTopble 6yayT CBSi3aHbl C AAaHHBLIM NCTOYHUKOM;
MpaBuna ayTteHTudmnkauum — Habop ycnoBuii, onpenensiomnx, Kakum obpasom KJNEHT NN YCTPOUCTBO AOJIKHO ObITb
npoBepeHo nepea npefocTaBaeHneM AocTyna K ceTu. Haxxmute lo6aBuTb npaBuno, 4Tobbl 406aBUTb NpaBuIo
ayTeHTudpukKaunm. 3anoaHnTe cnegyrowme nons:
o CTaTyCc — aKTUBHO /N NPaBuIo;
o UMa — nmA npasuna;
o OnucaHue — onucaHve NpaBnna;
o OnepaTop — MNPUHLWN NPOBEPKN YC0BUIA. 3HavyeHne ALL yKa3biBaeT, 4TO A0/KHbl ObiTb BbIMO/IHEHbI BCE
nepeyuncneHHsole ycnosus. 3HavyeHne ANY yKasbiBaeT, 4TO AOJIKHO ObITb BbINOIHEHO XOTS 6bl O4HO NPaBWIO;
o YcnoBusa — Habop KpuTepues, UCMOJIb3yeMbIX A8 NPOBEPKU KJIeHTa. KonnmyecTBOo yCN0BUN HEOrPaHUYEHHO 1 MOXET
N3MEHSATBLCA C MOMOLLbIO HaXKaTua Ha MKOHKN © ©. Ka)kaoe ycsioBue CoOCTOUT 13 CrieAyoLWnX 3/1eMEHTOB:
s ATpMOYT — napameTp, KOTOpbIN ByaeT NpoBepATLCS;
= OnepaTop — TVMN CPaBHEHWUSA WX NPOBEPKMU;
s 3HauyeHue — oxunpaemoe 3HayeHue aTpnbyTa AN15 BbINOJIHEHUSA YCIOBUS.
o JleWcTBUA — OMpenensoT, YTO NPON30oNAET NocCse YCrNeLwHOro BbiNoJIHEHUSA YCN0BUS Npasuaa. KonmyecTso
[EeNnCcTBUA HEOrPaHMYEHHO M MOXXET U3MEHATLCS C MOMOLLBIO HaXXaTus Ha UKOHKKN © ©. Kaxxaoe AelicTBME COCTOUT U3
clefyowWmnx 31eMeHTOB:
s Tun — BupA pe3synbTaTa. Bo3MOXXHbIE 3HaYeHns:
s Ponb;
Mepwon pnoctyna 6e3 peaBTopusauum;
JaTa CHATUSA C perucTpauum;
BanaHc BpeMeHu;
BanaHc Tpaduka;
Posib U3 UCTOYHMUKA;
WHuuumnposatb RADIUS MFA;
WHuuumposaTth noptanbHyio MFA;
3apaTtb ponb No *He HaWpeHo* .
s 3HayeHue — 3HayeHue, COOTBETCTBYIOLLEE YKa3aHHOMY TuMy.

Mpun ayTeHTUdMKaLWM NoAb30BaTENA B CETW ero nmsa ByaeT NnpoBepATbCA Ha Hann4ume B KaTasore Active Directory Ha ocHose
ATpuOyTa MMeHu nosnb3oBaTtensa unv Mpouux aTpubyTos.

MpaBuna apMUHNUCTPUpPOBaAHUA — Habop yCnoBuIA, NCNOJIb3YylOLLNEC AN YyNpaBaeHUsa AOCTYNOM aAMUHNCTPaTopa K cucteme
Ha OCHOBE pa3/INYHbIX KpuTepues. MN03BOSIAIOT HACTPOUTL YPOBHM AOCTYMNa Nosib30BaTesIeN B 3aBUCUMOCTN OT POJIEN,
WUCTOYHUKOB ayTeHTUdhNKaumm n apyrmux napametpos. Haxxmute lo6baBuTb NnpaBuao, 4Tobbl 06aBNTbL NPaBuIo
aAMUHUCTPUPOBaHUA. 3anojiHUuTe cinefytolme nons:

CTaTyc — aKTUBHO /I MPaBuIo;

UmMa — nma npasuna;

OnucaHue — onuncaHue nNpasuna;

OnepaTop — NPUHLMN NPOBEPKMN YCI0BUN. 3HavyeHne ALL yka3biBaeT, 4TO AOJKHbI ObITb BbIMONHEHbI BCE

nepevuncneHHsle ycaosus. 3HadeHne ANY yKasbiBaeT, 4TO AO/KHO OblTb BbINOJIHEHO XOTHA Bbl 0AHO NPaBUIIO;

o YcnoBusa — Habop KpuTepres, NCNOJIb3yeMbIX A5 MPOBEPKU KneHTa. KoNn4ecTBo yC/I0BUA HEOr PAHUYEHHO N MOXKET
N3MEHATBLCA C NOMOLLLIO HaXkaTusa Ha UKOHKN © ©. Ka)koe ycsioBue cCoCTOUT 13 CriedyoWwmnx 3/1eMeHTOoB:

= ATpMOYT — napameTp, KOTOPbI ByaeT NPoBepPSATHCS;
s OnepaTop — TVM CPaBHEHWUSA WM NMPOBEPKM;
s 3HauyeHue — oXxugaemoe 3HayeHue aTpmubyTa A9 BbINOJHEHNS YCI0BUSA.

o J[leWcTBMA — onpenensioT, 4TO NPOU3ONAET MOC/e YCNEeLHOro BbIMOJHEHUS yCnoBumAa npasnna. KonmyecTso fencTeui
HeorpaHM4YeHHO 1 MOXKET N3MEHATLCA C MOMOLLbIO HaXKaTuA Ha MKOHKM © ©. Kaxxaoe fencTBMe COCTOUT 13 cenyowmnx
3/1eMEHTOB:

s Tun — BuA pesynbTaTa. BO3MOXHbIE 3HaYeHUs:
s YpoBeHb A0CTYNa;
s CpoOK npepnocTaBJ/IEeHUs CNIOHCOPCKOro aocTtyna;
s Ha3sHauuTb poJib COHCOpa.
= 3HayeHue — 3HayeHue, COOTBETCTBYIOLLEE YKa3aHHOMY TUny.

o o o o

Mpy ayTeHTUdMKaLMM NMONb30BaTeNs B CETU ero UMsi ByleT NpoBepATLCS Ha Hanyue B KaTanore Active Directory Ha ocHoBe
ATpubyTa MMeHu nonb3osaTens wiv NMpounx atpubyTos.

CepTtudukarbl



Ha paHHOW BKNagke YKa3bIBalOTCA HeobxoaunMble Ans pa6OTbI OAHHOI0 UCTOYHUKaA CepTUPUKaTbI.

B 0aHHOM MeHI0 [OCTYMHbI C/liefyoLne HaCcTPONKN:

1. ®an cepTudukaTa KameHTa — alis, cogep>xawmini NyTb K cCepTUDUKATY KIneHTa (ecnn TpebyeTca cepTUDMKAT KINEHTa).
2. ®ann KaoYa KavmeHTa — dali, cogepXXallmi NyTh K K0Yy KaveHTa (ecnu TpebyeTca cepTudmrkaT KIneHTa).
3. ®@aunn CA — dann, cogepxalwmnm NyTb K hanay C 4ONOJHUTENbHbIMY LIeHTPpaMu cepTudukaumnn.

Ons Toro 4Tobbl CO34aTb HOBbIN NCTOYHMK, 3aMOJIHUTE MapaMeTpbl KOHGUrypaunum n HaxxmmteCosaaTtb. YTobbl COpOCUTL BBEAEHHbIE
rnapaMeTpbl Ha CTaHAAPTHbLIE 3HAYEHNS, HAXXMUTe COpOCUTL. [1/151 BO3BPALLEHMS Ha NpeablayLlyto CTpaHuuy 6e3 coxpaHeHus
BbIMOJIHEHHbIX Ha CTpaHuULe AeNCTBUNA, HaXXKMUTe OTMEHUTD.
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