AyTeHTudnKauma no npotokony SAML

HacTtpoWka ucrouHmka SAML-ayteHTu(pmkauum

AxelNAC nopnep>xmBaeT COBMeCTHYto paboTy SAML-ayTeHTudmkauum B Captive-nopTane ¢ ApyrMMn BHyTPEHHUMU NCTOYHUKaMMN
0215 ornpefesieHns ypoBHS aBTopu3aLum NoJsib3oBaTens.

Ona Toro 4T1obbl HACTPOUTHL NCTOYHUK SAML-ayTeHTUdMKaLK, BbINOJHUTE Crieayoume oeiCTBUSA:

LWar 1. Co3panTte HOBbIN NCTOYHUK ayTeHTUdukKaumum SAML B AxelNAC. [1ns 3Toro B pasgene Kondpurypauusa - NMonmtuku n
KOHTpoOJib aoctyna - UcTouHuku ayteHTUduKaumm Ha>xmmte HoBbi BHYTPEHHUIW UCTOYHUK 1 BbibepnTe SAML B
BblNajatollem crnmcke.

LWar 2. Ha OTKprBUJeVIC;I CTpaHuue 3anonHunTe obs3aTenbHble NoNs:

e NMA — VMA UCTOYHMKaA ayTeHTUdmnKaumu;

e OnucaHue — OnNuncaHne NCTOYHUKA ayTeHTUdrKaummn, kotopoe ByneT oTobparkaTbCsA B CNNCKE CYLLECTBYIOLWMX NCTOYHUKOB
ayTeHTudmnkaumu;

o NpeHTudpukaTop npoBampepa ycnyr — naeHtudukaTop nposamaepa ycnyr (AxelNAC). Ybenoumtech, 4TO OH COOTBETCTBYET
KOH(Urypauum nposangepa naeHTUEOUKALNOHHbIX AaHHbIX;

o Kniou npoBanpepa ycnyr (x509) — nosie osia 3arpyskun 3akKpbITOro Kjo4a, Kotopbin 6yaeT ncnonssosatbca AxelNAC ons
noanuncy cBoux coobLieHn Nnpoeanaepy NAEHTUMOUKALNOHHBLIX AaHHbIX;

e Ceptudmkart nposanpepa ycnyr (x509) — none gna 3arpysku ceptudmkaTa, CBA3aHHOMO C YKa3aHHbIM BblILLE KJTOHOM;

¢ UpeHTudukaTop npoBangepa aeHTUPUKALMOHHbIX AAHHBIX — UAEHTU(HUKATOP NpoBanaepa NAEHTUPUKALNOHHbIX
OaHHbIX;
MeTapaHHble NnpoBanaepa MAEHTU(UKALUMOHHBIX AaHHbIX — MOJE A1 3arpy3kun aiia MeTafaHHbIX;

o CepTndukaTt npoBangepa naeHTUOUKALMOHHBIX AaHHbIX (XxX509) — none gns 3arpy3kn cepTudunkaTa npoBangepa
naeHTupUKaunm;

o Ceptncukar CA npoBaaepa uaeHTU(PUKALMOHHBIX AaHHbIX — MoJie An4 3arpy3kn ceptudurkaTta CA nposangepa
naeHTupnKaumnm;

e ATpuOYT MMeHM nonb3oBaTens — aTpubyT, KOTOPLIN COAEPXXUT UMSA NONb30BaTENA B BbipaxeHun SAML, KoTopbli
BO3BpallaeT NpoBanaep NaeHTUMPUKaLMOHHbIX AaHHbIX. 10 yMOYaHWIO AO/KHO NoAXoAUTb 3HaveHne SimpleSAMLphp;

e MNCTOYHMK aBTOpM3aLUU — UCTOYHUK, KOTOPLIN ByaeT Ncnonb3oBaTbCA A5 CONOCTaB/EHUA UMEHM NoJib30BaTeNs C
onpeneneHHbIMU B HEM NpaBuiaMu. 3TO NO3BOJISIET 3aiaTb POJib Y MPOAOJIKUTENIBHOCTL AOCTYMNa Nojib30BaTeNs.

Ddannbl cepTUPUKATOB, KJII0YEN U MeTagaHHbIX MOryT ObiTb 3arpy>XeHbl HanpsAMyio 13 Beb-uHTepdenca. a8 3Toro HaXXmMmTe Ha
3Ha4yoK 3arpy3ku carnna cnesa oT nons.

Lar 3. CoxpaHunTe MeTagaHHble NpoBaaepa ycayr (3Tn faHHble NoHanobsTcsa B ware 4), Haxxas MpocMoTpeTs MeTagaHHble
npoBaugepa ycayr nocse Co3faHnua NCTOYHNKA ayTeHTUUKaLNK.

LWar 4. HaCTpOI7ITe nposal?l,u.epa I/IE,EHTI/I(bVIKaLI,VIOHHbIX OaHHbIX B COOTBETCTBUN CO CreHepnpoBaHHbIMMN MeTagaHHbIMA, 4TOObI
3aBepLnNTb Npouecc yCTaHOBNEHNA AoBepuna Mexay AxelNAC un I'IpOBaIZ,D,epOM NAEHTUPUKALNOHHBIX OaHHbIX.

B kavecTBe npuMepa paccmMoTpuM KoHpurypaumio SimpleSAMLPHP, koTopas HaxoauTcs B dpanne metadata/saml20-
spremote.php:

$metadata ['ID_CYLHOCTU_ANAC'] = array (

'AssertionConsumerService' => 'http://MMA_XOCTA_INOPTAJIA/saml/assertion’,
'SingleLogoutService' => 'http://MMA_XOCTA_MOPTAJ1A/saml/logoff’,

);

AxelNAC He nogaep>XuBaeT BbIXO[ U3 CUCTEMbI MpoBaifgepa NAEHTUPNKALMOHHBLIX AaHHbIX SAML. MO>XXHO Mo Npe>XHeMy yKa3blBaTb
URL-afpec B MeTafiaHHbIX, HO OH UCMOJIb30BaTbCS He byneT.

Passthrough

YT06blI MONIb30BATENM MOMAN NOAY4YUTh AOCTYN K CTPaHuULLEe BXOAa B CUCTEMY NpoBanaepa NAeHTUPUKALNOHHBIX AaHHbIX,
Heobxoaumo akTmBupoBaTb Passthrough n nobasnTb fOMeH NpoBanaepa B CNNCOK pa3pelleHHbix Passthrough. Ong aToro:

LWar 1. NMepengute B pa3nen Kongurypauus -» CeteBoe B3aumoaenucTteue - Cetn -» M@EHCUHT .
LWar 2. AkTneBupynTte napameTtp Passthrough.
LWar 3. lobaBbTe UMA AoMeHa NpoBanepa NAEHTUPMKALMOHHbBIX AaHHbIX B CNUCOK JLomeHbl ana Passthrough.

LWar 4. Mepe3anyctute cnyx6bol iptables n pfdns, 41066l NPUMEHNTE N3MEHEHUS.
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