AyTeHTngunkauusa ¢ noMmoubo Eduroam

BBepeHue

Eduroam (o6pa3oBaTesibHbI POYMUHI) — 3TO 3alUULLEHHbIA CEPBMC MEXaHM3MOB ayTeHTUdMUKaLMM JOCTyrna No BCemy Mupy,
KOTOpbI pa3paboTaH AN MeXAyHapOo4HOro Hay4YHo-o6pa3soBaTelbHOro coobLecTBa.

AxeINAC nopfep>xuaeT ayTeHTUdUKaumio ¢ nomollbio Eduroam v nossonsieT y4yebHbIM 3aBeleHUsIM-y4acTHUKAM
ayTeHTUULMPOBATL NOJIb30BaTENEN, MPUE3KAOLUNX U3 APYTrUX YH4eOHbIX 3aBeeHN, KaK JIOKa lbHbIX.

Mpouecc nokasibHOU ayTeHTUPUKaLmn

Ha pucyHKe HM>Xe noKa3aH Npouecc JIoKaslbHOM ayTeHTudmKaumm ¢ noMmowbio Eduroam:
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. YcTponcTeo nogkntoyaeTcsa K SSID Eduroam.
Touka AOCTyNa Hanpas/iSeT 3anpoc Ha ayTEHTUMUNKALNIO HA KOHTpoJI1ep 6ecnpoBoAHON ceTu.
KoHTponnep otnpasnseT RADIUS-3anpoc ayTeHTudgunkaumm B AxelNAC Ha UDP-nopT 11812.
. AxeINAC npoBepseT, aBnseTcsa nm 06/1acTb JIOKaJIbHOWN.
. Ecnmn obnactb aBnsetcs nokanbHon, AxelNAC BbinonHseT NTLM-3anpoc kK KoHTponnepy aoMmeHa Active Directory ans
MPOBEPKN JINHYHOCTU.
1. Active Directory noaTeepaun y4eTHble AaHHbIE.
2. Active Directory He noaTBepaunn y4eTHble gaHHble. AxelNAC oTnpasBnseT coobuweHne RADIUS Reject.
3. Mocne ycnewHon NTLM-ayTeHTudukaumnm AxelNAC Bo3epallaeT coobuieHne Radius Access Accept
6ecnpoBoAHOMY KOHTpOJIIEPY AN NpMMeHeHns nponssoacTeeHHon VLAN ans atoro MAC-agpeca.
6. Ecnum obnacTtb He aBnsieTcs nokanbHoi, AxelNAC npokcmpyeT RADIUS-3anpoc Ha cepBepbl Eduroam.
7. CepBepbl Eduroam noaTBep>XAatlT IMHHOCTb.
8. AxelNAC Bo3BpaulaeT coobuieHne Radius Access Accept 6ecnpoBofHOMY KOHTPOJIJIEPY AJ1S NMPMMEHEHNS MPON3BOACTBEHHON
VLAN ansa storo MAC-agpeca.

UAWN R

HacTtpo#ka ucrtoyHmka ayteHtucdukauumm Eduroam
[na Toro 4To6bl CO34aTb HOBLIN UCTOYHUK ayTEHTUHMKALUK C nNoMoLbio Eduroam, BeiNoNHMTE cneaytouwmne AencTBUS:

LWar 1. B Beb-uHTepderice AxelNAC nepenaunte B pasgen Kondurypauusa - MoaMTUKKN U KOHTPOJIb AocTtyna - UCTOYHUKK
ayTeHTUdUKauum.

LWar 2. Co3panTte nctouyHuku RADIUS gns kaxgoro u3s cepeepoB Eduroam, koTopblie Heobxognmo onpenennTb. Onas 3Toro
Ha>xMuTe HoBbIW BHYTPEHHUN UCTOYHUK 1 BbibepuTe RADIUS B BbinagatoLem crivcke.

LWar 3. 3anonHute nona Uma, OnucaHue, XocT, MopT, CekpeTHas dpasa 1 oTKN04YNTE NapameTp OTcnexxusBaTb (MHPOPMaLMio
Mo HaCTPOMKe 3TOro NCTOYHMKA MOXKHO HalTK Ha nnaTgopme Eduroam) n HaxxmuTe Co3paThb.



Lar 4. BepHuTech B pasfen UCTOYHUKM ayTeHTUUKaLMU HaxxMuTe HOBbIN J0NONHUTENbHbIA UCTOUHUK 1 BbibepuTe
Eduroam B BbiNafaloLLeM CrncKe.

LWar 5. 3anonHnTe BCce obA3aTeNbHbIE NOMA, @ TakXe yKakuTe nctodHnkn RADIUS, co3gaHHble B ware 3 B nojsie Eduroam
RADIUS AUTH, yKaxxute nopT NpocnyLnBaHus ayTeHTudunKaumm n yctaHosmte B nose Tun 3HaveHre Keyed Balance.

War 6. Ons KODDEKTHOVI paﬁOTbI BHELWHNX N BHYTPEHHNUX CTYAEeHTOB C ICTOYHNUKOM Eduroam Heobxonumo:

e B noJie JIokanbHble o6nacTu onpenennTs 061acTu, KOTOPbIE UCMO/bL3YIOT JIOKaJIbHbIE MOJb30BaTeN;
e co3paTb obuee npaBuso, KoTopoe ByLeT HasHavyaTb posib (Hanpumep, Eduroam) BHeLIHMM NoJsib30BaTeNAM;
e CO34aTb [ABa Pa3fMyHbIX NPOMUINA NOAKOHEHNA A5 BHELWHNX W JIOKAJIbHbIX NOJb30BaTENeN (CM. HUXKe).

Cosp,al-me I'IpOCI.')MﬂFI nogkKinrw4v4YeHna gna ayTEHTVICIJVIKaU,VWI BHELUHUX noJjib30oBaTesnen
Onsa Toro, 4Tobbl CO3AaTb NMPOMUIIL NOAKIIOHEHUA ONA BHELWHUX CTYAEHTOB, BbINONHUTE Cleaytowmne OencTBus:

LWar 1. MNepenante B pasaen Kondurypauusa - MonauTukmu m KoHTponb pgoctyna - Mpodunu noakniovyeHusa - Hoebin
npodunb NOAKIIOYEHMUA.

Lar 2. Co3faiTe npocusib nogkaoyeHus ¢ umeHem External_eduroam, akTnBupyiiTe napameTp PerucTtpupoBaTb YCTPOUCTBA
aBTOMaTU4ecku 1 fobasbTe punbTp O6MacTb co 3HaveHrem Eduroam.

LWar 3. [lo6aBbTe paHee co3AaHHbIA NCTOYHUK Eduroam gns conocTaBNeHUs C BHELWHUMU NOJIb30BATENIAMM.

Co3paHue I'IpOCbMJ"I nogkKinoyeHua gnsa ayTeHTVI(IJVIKaLI,VIM JNIOKaJNbHbIX NOJZIb3OBaTeJsIen
Insa Toro, 4Tobbl co34aTb NPOdUIbL MOAKOHEHNA A5 JIOKaNbHbIX CTYEHTOB, BbIMOJHNTE Cneaytowme eicTBUs:

LWar 1. MNepenante B pa3aen Kondurypauusa - MNoaumtukmn m KoHTponb pgoctyna - Mpodunu noakniovyeHusa » Hoebin
npocdunb NOAKIOHYEHUS.

LWar 2. Co3pnanite npodunab noakaoyeHnsa ¢ umeHem Local_eduroam, akTneBmpynTe napameTp PeructpupoBaTb YCTPOUCTBaA
aBTOMaTU4ecKu 1 gobaebTe GuiabTp SSID co 3HavyeHnem Eduroam.

LWar 3. Job6aBbTe ncto4yHuK Active Directory ons ayTeHTUdMKaUNM TOKaIbHbIX NOJIb30BaTeNEN.

JaHHbIN Npothnb He06X0AMMO CO3A4aBaTh TOILKO MOC/e CO34aHUs NPOMUIS NOAKIIOYEHNS AN BHELHeR ayTeHTuduKaumm
Eduroam. B NnpoTVBHOM cJly4ae 3anpocC A5 JIOKaJibHbIX CTyAeHToB 6yeT coBnafaTh C 3anpocoM A5l BHELIHUX CTYAEHTOB.

Mpouecc Bxopsawen ayteHtucpukauum (TLRS — AxelNAC)

Ha pucyHKe HU>Xe nokKasaH NpoLecc BXoAslen ayTeHTUdrKaumm ¢ nomollbio Eduroam:
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1. Eduroam otnpasnsiet RADIUS-3anpoc ayTeHTUdnKaumm Ha nybnunynbiin IP-agpec (NAT/PAT), npuea3saHHbln K AxelNAC Ha
ynpasnswowem IP-agpece (Management VIP onsa knactepa) Ha UDP-nopT 1812.
2. AxelNAC nepecbinaet NTLM-3anpoc KoHTponnepy Active Directory.
3. OTtBeT NTLM:
1. Active Directory nogTBepann y4eTHble OaHHbIE.
2. Active Directory He noATBepAnNa y4eTHble AaHHbIE.
4. AxelNAC oTBeyaeT cepBepam Eduroam nnbo coobuieHnem RADIUS Access Accept npu ycnewHom ayTeHTudmrkauum, nmbo
coobuieHmnem RADIUS Access Reject npu HeycnewHon ayTeHTudunkaumm. AxelNAC yctaHaBnmBaeT obnactb Eduroam ons Bcex
yCNeLwHbIX ayTEHTUMUKaALWNA.

NCcTo4YHMK ayTeHTUdUKaLnMm HacTpanBaeTCs Tak e, Kak 1 A1 JIOKaJIbHOW ayTeHTUUKaLNK.




[na naHHOro BapMaHTa ayTeHTUPMKaLUM HET He0bXoAMMOCTK co3daBaTb Npoduab noaknoveHus B AxelNAC. FreeRADIUS 6yneTt
BbIMOJIHATL ToNbKO NTLM-ayTeHTndMKauuio n He bynet otnpasnaTb RADIUS-3anpoc B AxelNAC API.
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