AyTeHTngunkaumnsa c nomoubio Microsoft Active Directory

B naHHOW cTaTbe onmMcaHo, Kak HaAaCTPOUTb ayTeHTI/I(bI/IKaLI,VI}O rnoJsib3oBaTesiell C MOMOLLbIO YHETHbIX OaHHbIX, KOTOPblE BBEOEHbI B
noMmeH. lNMpn TakoM MeTofe ayTeHTUpukauun, AxelNAC MmoxeT B3auMoaencTBoBaTh C KOHTpOJ1I/1IepOM AOMEHa ANnAa:

® MpPOBEpKU Nosb3oBaTesien, MOAKIYEHHbIX N0 NpoTokony EAP-TLS Ha BxoxAeHue B rpynnbl JOMeHa, AN nocaeayoLen
BblAa4un poJsien 1 JOCTYNoB;
MPOBEPKN YHYETHbIX AaHHbIX MoJib30BaTenen no npotokony MS-CHAPv2, ansa nocnepyiollen ayTeHTUMMKaLUK UX B CETH;
OCYLLIeCTBJIEHMS BXO4a aAMVHUCTPATOPOB MO AOMEHHbIM Y3.

JomeHHasa NTLM-ayteHTucdukauus

JobaBnenue AxelNAC B pomeH

[aHHbIN War HeobxoAnM TONIbKO AN ayTeHTUdMKauum no npotokony MS-CHAPv2. Mpu ayTeHTUdMKaumm no npotokosy EAP-TLS
3TOT LWar MOXHO NPOMNyCTUTb.

Onsa Toro 4Tobbl BBeCTU AXelNAC B OMEH BLIMOJIHUTE Clegyolme 4eACTBUS:

LWar 1. B Beb-nuHTepderice nepenante B pasgen Kondurypauusa - MoaMTUKN U KOHTpOJb aoctyna — JloMeHbl - JLOMeHbl
Active Directory.
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LWar 2. HaxxmnuTe HoBbIW A OMEH 1 B OTKPbIBLUEMCSH OKHE 3anosHUTe MHPOPMaLLMIO O AOMEeHe:

e NpeHTudukaTop — oTobparkaeTcs YHUKabHbIA NOEHTUDUKATOP AOMEHA;

e PabGouas rpynna — paboyas rpynna 4oMeHa B CTapoM CUHTaKcuce (kak B NT4);

e DNS-umsa pomeHa — FQDN gomeHa (cyddunKc MMeH y4eTHbIX 3anucen);

e Nma AxelNAC B poMeHe — Mg, KOTopoe ByeT nmMeTb y4eTHasa 3anucb cepBepa B Active Directory;

e Sticky DC — npeano4yTuTesibHbI KOHTPO1IEP AOMEHA AN NOAK0YEHNS;

e CepBep(bl) Active Directory — IP nnn DNS-nmMsa KOHTpPOJIIEPOB AOMEH];

o DNS-cepBep(bl) — IP-agpec DNS-cepBepa AoMeHa. YbeaunTech, 4TO yKa3aHHbI cepBep nMeeT npaBuibHbele DNS-3anucn ans
OOMeHa;

o CTpyKTypHOe noapaspeneHme (OU) — o6bekT B Active Directory, B KOTOPOM HY>KHO CO34aTb Y4YeTHYIO 3anuncb
KoMnbloTEPa;

Ecnun B nyTu cogepxutcsa npoben, ero Heobxoammo akpaHmpoBaTb obpaTHOM Kocon YyepTon (npumep: Computers/Servers/ Unix
systems). B MHOM cniy4ae, cMcTemMa He CMOXKET HalTU yKa3aHHbIN 06beKT.

e Ucnonb3oBatb TONbKO NTLMv2 — Bk/lO4YeHMe 3TOM onunm 3acTaBnseT ayteHTudnkaumo NTLNM (802.1X B AD)
ncnosnb3osaTb NTLM Bepcum 2;

e Paspewutb Npu perucrpauum — BKJIIOYEHME 3TOWN ONUUM pa3peLlaeT yCTPONCTBaM B CETU perncrpauum
B3aMMOAENCTBOBaTb C KOHTPOJIJIEPOM AOMEHa.

Ecnn ncnonb3yeTtcs knactep Active/Active, Ka)kablh YneH KnacTepa A0JDKEH NMPUCOeANHATLCA oTAeNbHO. CleaynTe NHCTPYKLUNSAM,
npuBeneHHbIM B PYKOBOACTBE No kaacTtepmsaumm AxelNAC.

KoHdurypauumsa aomMeHa, UCNoJib3yeMoro no yMoJsiuaHuio


https://docs.axel.pro/index.php?CategoryID=11

B cnydae, Korga onda nogkn4eHna ncnosibdyeTcs €OVNHCTBEHHbI JOMeH, HeobxoaAnMMOo onpenennTb ero, Kak AoMeH no
YMOJTHaHUIO. Ona sToro:

LWar 1. Co3naiiTe noMeHHyto obnacTe B pasaene Kondurypauusa —» MoAUTUKU U KOHTPOJIb AocTyna - JloMeHbl —» O6nactum .
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LWar 2. B OTKpbIBLLEMCA OKHE 3anoJIHNTE BCe HeobxoAuMbIE MONSA Ha BKIa4Kax:

e OcCHOBHoeE:
o O6nactb — DNS-ums (FQDN) nomeHa nnu paboyeir rpynnbi;
o O6nacTb Regex — ecnu 3HayYeHne regex coBrnagaeT co 3HavyeHnem UserName, AxelNAC 6yaeT ucnosib3oBaTb MMEHHO
3Ty KOHGUrypauuto obnactu.
NTLM-ayTeHTUdUKaLNA:
o JlomeH — poMeH Active Directory, B koTopbin AxelNAC oTtnpasnseT NTLM-3anpoc;
o eDirectory — cepBep eDirectory, koTopblli 6yneT ncnosib3oBaThCsA ANA ayTeHTUdMKauum B 3To obnactu.
e HacTtpounku EAP:
o EAP — ncnonbsyemas KoHpurypaums EAP.
Mpokcn-cepsep FreeRADIUS:
o Onuumu obnactu — nobble onumm 061acTn, KOTOpbIE HY>KHO A06aBUTbL B KOHpUrypaumo FreeRADIUS;
o RADIUS AUTH — cepBep ayTeHTundurkauum RADIUS, Ha KOTOpbIN clefyeT HanpaBuTb 3amnpoc;
o Tun — TWN Nyfna AOMalLUHero cepsepa A1 ayTeHTudmnkaumu;
o ABTopu3oBaTbcs U3 AxelNAC — BkJIlOYEHME 3TOW OMuuK onpeaenseT, nepefasaTh m 3anpoc B AxelNAC ans
nony4yeHns ANHaMMWY4eCKoro oTBeTa UK UCMNob30BaTb aTpMbyThl OTBETa yAa/leHHOr0 NPOKCK-CcepBepa;
o RADIUS ACCT — cepBep akkayHTuHra RADIUS, Ha koTopbIn fo/mkeH 6biTb nepenaH 3anpoc;
o Tvn — TWUN Nyfna AOMaLLUHEro cepsepa A1 akKayHTUHra.
e [lpokcun-cepep FreeRADIUS Eduroam:

o Onuuu obnactu Eduroam — pgobasneHne onuuit Eduroam FreeRADIUS B onpeneneHune obnactu;

o Eduroam RADIUS AUTH — cepBep ayTeHTudumkaumm RADIUS Eduroam, Ha KOTOpbI fOJKeH ObITh NepefaH 3anpoc;

o Tvn — TWN Nyfna AOMalLUHero cepsepa AN ayTeHTudmnkaumu;

o ABTOopu3oBaTbcs U3 AxelNAC — BkJIlOYEHME 3TOW OMNMuUUK onpeaenseT, nepenasaTh m 3anpoc B AxelNAC ans
nosy4yeHns AMHaMMYeCKoro oTBeTa UK UCMNob30BaTb aTpMbyThl OTBETa YAa/IeHHOr0 NPOKCK-CepBepa;

o Eduroam RADIUS ACCT — cepBep akkayHTunHra RADIUS Eduroam, Ha KOTOpbI/ AoJKeH BbITh NepefaH 3anpoc;

o Tvn — TuN NyJa AOMaLUHEero cepsepa A1 akKayHTUHra.

e PackpbiTue:

o PackpbITb B nopTajsie — BKJIIOYEHUE 3TOM onunu onpeaenseT, AOJKHbI I UMEeHa MoJib3oBaTesiell, COOTBETCTBYoL e
3Ton o6nacTun, 3a4MLLaTLCA NPY NCMOb30BaHWUM Ha NopTane 3axBaTa;

o PackpbiTb B CMCTEME aAMUHUCTPUPOBAHUA — BKJIIOYEHME 3TOW ONuUUK onpeaenseT, LOJKHbI N UMeHa
rnosb3oBaTesiell, COOTBETCTBYOLME 3TON 061acTun, yAaNaTbCs MPU UCMOIb30BaHUN B MHTepdence
aldMUHUCTPUPOBaHNS;

o PackpbiTb B aBTOpu3auumu RADIUS — BkJIl0O4YeHME 3TOM ONuumM onpefenseT, AOJDKHbI I UMeHa Nojib3oBaTesnen,
COOTBETCTBYHLLNE 3TOM 061acTK, 3a4epKMBaTLCA MPU UCMOJIb30BaHMM Ha 3Tane aBTopu3auumn 802.1X;

o Monb3oBaTenbckue aTpudyTbl — BKJIOYEHME 3TOW ONUMK ONpeaenseT, pa3peLwlaTb M NCNoJib30BaHne
MoJib30BaTeIbCKMX aTpMbyTOoB A1 ayTeHTUhUKaumm nons3sosaTtesenn 802.1X (aTpmbyTbl onNpenensaoTcs B UICTOYHUKE);

o NcTtouHuk LDAP — cepsep LDAP ansa 3anpoca nonb3oBaTesIbCKUX aTpubyTOoB;

o WUcTtouHuk LDAP gnsa TTLS PAP — cepBep LDAP, ncnosb3yembii s aBTopmsauin n ayTeHTUdmMKaLnum no npoTokony
EAP/TTLS/PAP;

o WUcTo4HuK Azure AD pgnsa TTLS PAP — ncto4yHuk Azure AD ans ayTeHTudukaumm no npotokony EAP/TTLS/PAP.

LWar 3. Mepe3anyctute AxelNAC B pasgene CrtaTtyc - Cny>X6bl.

HaCTpOﬁKa BYTEHTMCI.')VIKBU,MM B HECKOJibKUX AOMeHaX

[nsa Toro 4Tobbl peann3oBaTb ayTEHTUMUKALINIO Pa3HbIX FPYNM MoJib30BaTe el B pa3HbiX JOMEHAX, BbINOJHUTE ciaeayolimne
nencTeuns:

LWar 1. HacTtponTe pnomeHbl B pa3gene KoHdurypauusa - NMoNMTUKM U KOHTPOJIb AocTyna - JlomeHbl = JloMeHbl Active



Directory.

LWar 2. MNepengnTe B pasnen KoHdpurypauus —» MOAMTUKM U KOHTPOJb AOCTyNa — JloMmeHbl » OGnacTu 1 cosgjainTe HoBble
obnacTun — cooTBeTCTBYOLYI0 DNS-MMEHM floMeHa, 1 COOTBETCTBYIOLLYIO UMeHU paboyelt rpynnebl.

Lar 3. Mpues>xxute ob6nacTv co3faHHble 0671acTV K LOMEHY.

JomeHHasa LDAP-ayTteHTUudUKauumsa

Koucburypau,vm UCTOYHUKa aYTEHTMCbVIKaLI,MH

Ons Toro 4Tobbl peannsoBaTb JOMEHHYI0 LDAP-ayTeHTUdmrKaumo, HeobxoamMmMo co3paTbh MCTOYHUK ayTeHTudnKaunm Active
Directory. [1ns 3Toro BbiNoAHMTE Caeayoline AencTBus:

LWar 1. JobaBbTe KoHTposlep AoMmeHa Microsoft Active Directory B ka4ecTBe UCTOYHUKa ayTeHTUdUKauum B AxelNAC. ns 3Toro B
pa3snene Kondurypauusa - MoaAUTUKKN U KOHTPOJIbL BocTyna —» UCTOYHMKM ayTeHTUUKaumum Haxxmmte KHornky Hoebin
BHYTPEHHMWA UCTOYHMK U BbibepuTe Active Directory 13 BeinagatoLiero cnmcka.

LWar 2. B OTKpPbIBLLEMCA OKHE 3anoJIHNTE BCe HeobxoAuMble nons.

[na nonyyeHns [ONOJAHUTENBHON NHOPMaLMM O NONSAX, OTHOCALMXCS K cpefe Active Directory, BOCnosib3ynTeCb MHCTPYMEHTaMun
Active Directory Explorer (AD Explorer) nnu AdsiEdit.mmc c cepsepa Active Directory.

LWar 3. B co3n4aHHOM HOBOM UCTOYHUKE ayTeHTUdrKaumum fobaBbTe NpaBuia ayTeHTUdUKauum c nmeHem catchall 6e3 kakux-
nmbo ycnosuit. HaxmuTte KHOMKY JLo6aBUTb AEeHCTBUE U yKaXKMTe cielylolwmne napameTpsbl:

e Ponb — N0 yMOJIHaHUIO;
e CpokK npepocTaBJsieHUMAa pgocTtyna — 5 gHen.

Lar 4. Y6enuTech, 4TO BCA BBeAEeHHas UHGopMaLus BepHa. [ 3Toro HaxxmumTe KHonky TecT cripaea oT nons Maponsb. Ecnn
nosBuTCa coobLieHre C TekCcToM "YcnewHo nposefeHa Baangaums ¢ IP-agpec_xocTa", ICTOYHUK ayTeHTudumnkaumm Microsoft Active
Directory HacTpoeH KOppPeKTHO.

LWar 5. CoxpaHnTe HOBbIA NCTOYHUK ayTeHTUdUKaL M1, Haxxas KHONKy Co3paTsb.

HacTtpo#ka npocgpunsa nogknioyeHmna

Mocne Toro Kak co3faH NCTOYHUK ayTeHTUdUKaummm, HeobxoaMMo HacTpouTh Npodhuab NoakaoveHns. aHHaa npoueaypa
Heobxoauma gns Toro, 4Tobbl AxelNAC 3Han, kak obpabaTbiBaTb MOAK/IOYEHNE, KOTOPOE NOCTYMaeT Mo NPOBOAHOWN NN
6ecnpoBopHomn (Wi-Fi) ceTu.

B paccmaTprBaemom npumepe byaneT co3naBaTbCA HOBbIM MPOGUIb NOAKIIOYEHNS ANA UCMOJIb30BaHNSA UCTOYHUKA
ayTeHTudunkauymm Active Directory, a Takxe ana Toro, 4Tobbl AxelNAC 3Han, 4TO HY>KHO aBTOMaTU4YeCKN PEerncTpupoBaTh BCe
yCTPOMCTBA, yCNewHo npoweline ayTeHTudrkauuio ¢ nomousio 802.1X B AaHHOM npoduse noakaodeHms. [ns sToro
HeobxoAMMO NPon3BeCTU CNeayoLyo HAaCTPONKY:

LWar 1. NMepenguTte B pa3gen Kondurypaumsa —» MNonuTukn u KOHTponbs paocrtyna - Mpodunm noaknioyeHus 1 HaxmmTe
KHOMNKY HoBbIA Npocunb NOAKIIIOYEHUS.

Lar 2. Ha OTKpbIBLLENCS CTpaHuLLe 3aNoJHUTe Nons cienyowmm obpasom:

e NUmsa npodpunna: 8021x;

e OnucaHue npodunsa: NposogHoe coeanHeHue 802.1X;

e AKTuBMpoOBaTb Npodunb: BkioyeHo;

e PerucrpupoBaTb YCTPOMCTBa aBTOMaTU4Ye€CKMU: BKJOYEHO;

e dunbTpbl: Bee;

e Tun nopknioveHun: Ethernet-EAP;

o UcTouHMKM: BbibepunTe co3aaHHbIN paHee UCTOYHMK ayTeHTudunkaumm Active Directory.

LWar 3. CoxpaHuTe naMeHeHns KoHpUrypauum, Ha>kas CospaTtb.

HaCTpOﬁKa CYNMJIMKAQHTa Ha KJIMEHTCKOM yCTpOﬁCTBe

Ons Toro 4Tobbl KNINEHTCKOE YCTPONCTBO MO0 ObITh MOAKIIOYEHO K CEpBEPY, HEOOXOAMMO HAaCTPOUTL COeAUHEHNE Ha
yCTpOWCTBeE.

LWar 1. 3anyctute B Windows cny>x6y NMpoBoagHas aBToHacTpouka (dot3svc) n nobaBbTe ee B aBTO3arpysKy.

LWar 2. OTKkpolTe MeHlo CeTeBble NOAKJIIOYEHMS, 3aTEM OTKPONTE CBOMNCTBA CETEBOr0 MHTepdelica, No KOTOPOMY OpraHM30BaHO
noaktoYeHune.

LWar 3. Ha Bknaake MpoBepka NOAJIMHHOCTM YCTAaHOBUTE JIaXKKWN A1 BCEX MapaMeTpPoB.
LWar 4. B nosie MeTon npoBepKu NOAJIMHHOCTU B ceTu BbibepuTe 3HavyeHne Microsoft: Protected EAP (PEAP).

LWar 4. Ha)>xmute Ha kKHomnky MapameTpbl cnpaBa OT Nosis Boibopa MeToda 1 cHUMUTE O1aXKoK € napameTpa MoaTBep>xXaaTthb



yA0CTOBEpPEHUe CepBepa C NOMOLLLIO NPOBepKu cepTucdmkara.
LWar 6. MepengnTte B pa3gen HacTpouTb 1 yCTAaHOBUTE rafiovky Ha BCe NapameTpbl. 3aTeM HaxxmMuTe OK ABaxkAabl.

War 7. Ha Bknagke NMpoBepka NOAJIMHHOCTU Ha)KMUTe [LONOJIHUTEJIbHbIE NapaMeTpbl, 1 B MoJie YKasaTb pe>XXuM npoBepKu
NOAJIMHHOCTMU YCTaHOBUTE nposepKa NOAJINHHOCTU NOJib30BaTeJsid UJIN KoOMNbloTEepa. 3aTeM HaxxMuTe OK.

Mocne sToro CYNMNINKaAHT Ha KJIMEHTCKOM yCTpOI7ICTBe HaCTpOeH.
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