AyTeHTudumkKaums ckaHepa AxelNAC c ncnonbsoBaHneM cepTudmrkaTa

AyTeHTUhMKaLUs Nno cepTudukaTy NpeacTaBaseT coboi ayTeHTUDMUKALMIO, A1 KOTOPOI He TpebyeTcs ykasaHUe UMeHN No/b30BaTeNs/Napons Ans AOCTYNa K JI0KaNbHOM yYETHOM 3amincK, a B ka4ecTse
ayTeHTUdMKaTopa UCNoNb3yeTca cepTudmKaT.

Mpw BbIGOpE faHHOro MeTofa ayTeHTUMPUKALUKN B OKHE KOH(UIrypaLmmn ckaHepa COOTBETCTBUSA NOSBATCA JOMNOJHUTENbHbIE MNONS:

®daitn cepTucdmukaTa — none A5 3arpysku taina ceptudukata. B JaHHoe none HeobxoAMMO 3arpy3unTb cepTudrkaT B popmaTe pem, COAepKallni OTKPLITYIO HacTb KJ0Ya;

CepTudukaTt ueHTpa ceptucdukaumum ans SSL B HTTPS — nonsa ans 3arpysku ceptudukaTa yaoCTOBEPSIOLLEro LleHTpa B hopmaTe pem;

3aKkpbITbIl K4 — MoJsie 415 3arpy3Kn 3aKpbITOro Knoya ceptudukaTta B hopmate key;

Maposnk Ans 3aKpLITOro Kalo4Ya — MoJsie ANs yKasaHus NaposibHoi (pasbl ANs AOCTYNa K 3aKPbITOMY KJliody;

CKPMNT yCTAaHOBKMU — KHOMKa A/18 3arpy3Kn CKpUNTa, MCMOJIb3yeMOoro 418 HaCTPOKM MeToAa ayTeHTU(MKaLMN Ha CKaHMPYEMOM YCTPOMCTBE C MOMOLLbIO TPAHCMOPTHOro NnpoTokona HTTPS.

[Ins KoppekTHOW ayTeHTudnkauum ckaHepa AxelNAC Heo6X04MMO NCNOb30BaTh CEPTUPUKATHI, BbIMYLLEHHbIE Y0CTOBEPSIOLNM LIEHTPOM,
KoHdwurypauusa metopa ayteHTUUKaLuM ckaHepa no ceptudukarty

MoproToBka wabsnoHoB cepTucdukarta

Ans Toro 4To6bl NOArOTOBUTL CEPTUDUKATLI AN CKAHepPa W CKaHMPYeMOro YCTPONCTBA BbINONHUTE Cleaylowmne AeicTeus:

LWar 1. MoAKNYMTECH K KOHTPONNepY AOMeHa 1 BonanTe B yTUauTy LienTp CepTudukauun.

Lar 2. B n1eBoit 4acTy OKHa BbibepuTe YA0CTOBEPAIOLLNIA LIEHTP, HaXKMIUTe NpaBoi KHOMKOW Mbilun Ha pa3feslllabnonsl cepTudukaTos U B BhinajawlleM cnucke BeibeprTe YnpasneHue.
LWar 3. HaxxmuTe NpaBoii KHOMKOM MBIl Ha NpeayCTaHOB/IEHHbI WabaoH nonb3osaTens u eoibepute CKONMpoBaTh WAaGIOH.

LWar 4. HacTtpoiTe wabnoH nosb3oBaTens:

1. Ha Bknagke COBMECTUMOCTb aKTUBMPYTEe paboTy COBMECTUMOCTM U BbibepnTe coBMecTuMocTb ¢ Windows Server 2003 n Windows XP.

2. Ha Bknaake O6wme ykakute nms WwabnoHa, Neproabl 4eNCTBUA U 06HOBAEHNS cepTudMKaTa, a TakKe akTuBMpyiTe hnaxok OnybnukosaTe cepTudukar B Active Directory .

3. Ha Bknaske O6paboTka 3anpoca BuiGepuTe B nosie Liens 3Ha4eHne Moanuck n wudgposaHue, akTUBMPYNTE (hnaxxok PaspelunTs 3KCNOPTUPOBaTL 3aKPbIThIA KJIOY 1 aKTUBMPYATE NapaMeTp
MopasaTh 3aABKY ANA cybbLekTa, He Tpebya BBOAA AAHHBIX .

4. Ha Bknagke Pacwmpenus ybeantecs, 4To ans napametpa MonuTuku npumeHeHuns no6asneHo n nop, ™
5. Ha Bknaake BesonacHocTb f06aBbTe Nosib30BaTeNs, KOTOPOMY ByAeT pa3peLleHo UCMob30BaTh WabioH N akTUBUPYATE ANs Hero Bce Heoﬁxo,umele paspelueHus.
6. Ha Bknaake LUudgposaHue B none Ums anroputma suibepute O TCA NOCT cnyx6 bp , W aKkTuBMpyinTe naxok B [; MOryT UC ThCA TONBKO

cnepylowmMe nocTaBLMKM, Nocne Yero Beibepute Microsoft Enhanced Cryptograpmc Provider v1.0.
7. Ha Bknagke UMa cybbekTa akTuBMpyinTe dnaxok Mpepocrasnserca B 3anpoce, nocse Yero HaxxMmTe COXpaHUTb.

War 5. CozpnanTe wabnoH ansa seinycka cepTudmkaTa AxelNAC. ina 3Toro ckonupyiTe npeabiayLimnin wabnoH n Ha Bknaake Paclumpenuns ans napameTpa MoNAUTUKM NPUMEHEHMUA 3aMeHuTe 3HavYeHne
n non ™ Ha Ml nopn TU KJIMEHTa.

War 6. [lo6asbTe Co3/iaHHble WabNoHbI B YA0CTOBEPSIOWIMIA LIEHTP. [/ 3TOMO HaXXMUTE NpaBoi KHOMKOW MbILUW Ha CBOGOAHOM y4acTKe OKHa y/10CTOBEPSIOLLEro LIeHTPa U B BbiNafalolieM OKHe HaXxmuTe
CospaTth - BuigaBaeMbiit WabnoH cepTudukara. Boilbepute paHee co3faHHble WabnoHb 1 HaxxMUTe OK.

MoprortoBka cepTucdmukaTa U NPUMBATHOINO KJlo4Ya AJiA KJIMeHTa

[ns Toro 4Tobbl CreHepupoBaTh CEPTUGMKAT U KoY € MoMoLLblo WwabnoHoB Active Directory, BbINofHUTE cnefyioline AeicTeuUs:

LWar 1. MoAKYMTECh K KOHTPONIEPY OMEHa, 3aMyCcTUTe yTUANTY BeINOAHNTL C NoMoLLbio KoMbuHauum Win+R 1 BBeanTe mmc, 415 3anycka yTunuTel KOHCONb ynpaBneHus.
LWar 2. Ha Bknaake ®aun sbibepnTe L06aBUTL MM yAANUTL OCHACTKY.

LWar 3. [JobaBbTe ocHacTKy CepTuduKaTbl 1 CKOHUTypupyiTe ee:

1. Bbibepute napamMeTp Y4eTHOM 3anncu KOMNbIOTEpPa 1 HaxxMuTe flanee.
2. BobibepnTe napameTp JIOKasNbHLIM KOMNbIOTEPOM 11 HaxxMuTe FoToBO.

LWar 4. B nob6aBneHHoR 0CHaCTKe Ha>XMUTe NpaBoii KHOMKOW MbilW Ha Nanke CepTudukatel, BbibepuTe napameTp Bce 3apaum, 3aTem 3anpocuTh HOBbIN cepTUdUKAT 1 CKOHPUrypupyiiTe 3anpoc:

. Haxmute flanee, 3aTem eule pa3 fanee.

. AkTuBMpYWTE hnaxxok Ans wabnoHa, KOTopkI ByAET MCMONL30BATLCS AR BbIMYCKa CEpTUdNKaTa U HaXKMUTe Ha none A5 A06aBNeHNs AaHHbIX AN NOAAYM 3asBKU.

. B okHe CBoicTBa cepTudmKaTa Ans UMeHN cybbekTa BbibepuTe TN ObLee uMa 1 ykaknTe FQDN cKaHMpyeMoro yCTpoiCTBa C yKasaHueM JoMeHa Hanpumep: gp.axeldemo.pro), 3aTeM HaxmuTe OK.
. MpoBepbTe, 4TO6LI NO/Ib30BaTENb, A1 KOTOPOrO CO3AaeTCsA cepTUdUKaT, bl aKTUBEH U HaxxMnTe3anBka, 3aTem FoToBo.

AWNH

Lar 5. DKCrnopTupyiTe 3akpbiThiil KoY cepTudukaTa, ykasas B OkHe BesonacHocTe napameTp Mapob 1 yKaXxuTe BOCbMU3HA4HbIN Naposib.

Mocne BbINoNHEHUs AencTeui ByayT co3aaH dann cert.pfx, KOTOPLIN ABAAETCH KOHTEHEPOM cepTudmnkaTa nosb3oBaTens.

KoHdwurypauusa AxelNAC
Insa Toro 4Tobbl HacTponTb AXeINAC ansi ayTeHTUdMKaLmMm CKaHepa C NOMOLLbI0 cepTudurKkaTa, BbINOSHUTE cnegytoume AencTens:

War 1. Beinyctute cepTudmukaT ans AxelNAC, ncnonb3ys paHee co3faHHblii WabioH.

Mone CN B cepTuukaTe [OKHO COOTBETCTBOBaTH MMEHW JIOKaSbHOW Y4ETHOW 3anncu, CO3AaHHON Ha CKaHUPYeMOM YCTPOMCTBe.

Lar 2. MNepemecTuTe paHee co3flaHHbIN KOHTenHep cepTudukaTos B AxelNAC, ncnonb3ys cieayioLlyo KOMaHAy 1 BBeAUTe Naposib Ans AocTyna k AxelNAC:
scp C:Users{/ms nonb3osaTens}downloads{KoHTelHep cepTudukata}l.pfx root@{IP-anpec AxelNAC}:~/{KoHTenHep cepTudukata}t.pfx

War 3. Moakniountecsk k AxelNAC no SSH, cospaiiTe n nepemectTute cepTUUKaT B YA0OHYIO AMPEKTOPMIO C MOMOLLLIO Cleaytollero Habopa koMaHa:

mkdir scan_winrs_cert
myv /root/{KoHTeitHep cepTudurkata}.pfx scan_winrs_cert/
cd scan_winrs_cert

LWar 4. B paboyei AMpeKkTopun HeobxoAMMo pa3aennTb cepTuduKaT Ha 3 4acTu: OTKpPbITLIA KoY, cepTudmkaT YL, npueBaTHbIA kKntod. Bo BpemMa pasaeneHns cepTudrKaTos y Bac 3anpocaT Naposb oT
KOHTelnHepa:

openssl pkcs12 -in {KoHTeliHep cepTudmkaTa}.pfx -clcerts -nokeys -out Axelnac_cert.crt
openssl pkcs12 -in {KoHTeitHep cepTudukaTa}.pfx -cacerts -nokeys -out Axeldemo_CA.crt
openssl| pkcs12 -in {KoHTeliHep cepTudmkaTa}.pfx -nocerts -out Axelnac_private_key.key

LWar 5. CKoppeKTupyinTe cofep)xnmoe cepTuduKaTos: Npn 3KkcnopTe Yepes openssl MOryT NosBNTLCA ANLWIHNE AaHHbIE, MO3TOMY HEO6X0ANMO OCTaBUTb TO/IbKO MH(OPMaLIMIO O CepTUdUKaTaX (HAYNHAS C ======
BEGIN CERTIFICATE------ 1 3aKaH4uBas ------| END CERTIFICATE-----). Tak)xe He06X0/IMMO MHBEPTMPOBaTL MOPAAOK YKa3aHHbIX CEPTU(HMKATOB Tak, 4Tobbl NepBbiM Bbin BaAnXailLnNi K KneHTycepTudukart Y.

Lar 6. Nony4yeHHble cepTurKaTsl HE06X0ANMO NepeHecTu Ha APM, y KOTOPOro ecTb A0CTyn K Beb-uHTepdency AxelNAC:

scp root@{IP-anpec AxelNAC}:~/scan_winrs_cert/Axelnac_cert.crt C:Users{/ims nons3osaTtens}downloadsAxelnac_cert.crt
scp root@{IP-appec AxelNAC}:~/scan_winrs_cert/Axeldemo_CA.crt C:Users{/ms nonb3osaTtens}downloadsAxeldemo_CA.crt
scp root@{IP-anpec AxelNAC}:~/scan_winrs_cert/Axelnac_private_key.key C:Users{/Ims nonb3osatens}downloadsAxelnac_private_key.key

LWar 7. OTkponTe Be6-nHTepeinc AxelNAC. NepenanTe B pa3nen Kondurypauus - CooTBeTcTBUe - 3Mbl C , CO3AaNTe HOBbIN MexaHN3M CkaHupoBaHua ¢ Tunom WinRS.

LUar 8. BuibepuTe meTon ayTeHTUdukauun Ceprudukar.

LWar 9. [lo6aBbTe cepTumKaTbl B COOTBETCTBUM C nonsimu, rae Axelnac_cert.crt - haiin ceptuchukata, Axeldemo_CA.crt — cepTudrkaT yaoctosepsiouiero LeHTpa, Axelnac_private_key.key — 3akpbIThiit
KntoY. Takxe YKaXxuTe naposib OT 3aKpbITOro Kato4a, ecsin OH ecCThb.

Mocne 3Toro ayTeHTUdUKaLMA CKaHepa C UCNoJb30BaHNeM CepTUdnKaTos HacTpoeHa.

N5 KNacTepHON MHCTaNIALMKM JOCTATOYHO 3arpy3unTh CepTUGUKaAT Ha MacTep-y3en, KOTOpPLI NOC/e CUHXPOHMU3aLUMK Y3108 ByaeT fo6aBneH Ha KaXKAblil U3 BEOMBIX y3/10B.

KoHdurypauua ckaHmpyeMoro ycTpoucrsea

CKaHMpyeMoe yCTPONCTBO MOXET BbITb HACTPOEHO ABYMs CNOCO6GaMU: B aBTOMaTUHECKOM U B PYHHOM pexxume. Huxe npusefieHo onucaHne 3Tux cnoco6os.

ABTOMaTH4YecKas KOHdWII'yPaI.IMFI CKaHupyeMoro yCTPOﬁCTBa

[ns Toro 4To6bl HACTPOUTL CKAHMPyeMOoe YCTPONCTBO B @aBTOMaTUYECKOM pexXuMe, BbiMOJIHUTE ciedyloline 4enCcTBus:



LUar 1. PaHee BbIrpy>KEHHbI KOHTeHep cepTudrkaTa B hopmaTe PFX yCTaHOBMUTE Ha CKaHMPYEeMOM YCTPOMCTBE (CepTUdukaT Heo6XxoAMMo yCTaHOBUTL B XpaHuivlie CepTudukaTsl (IoKanbHbIA KOMNbIOTEP)
- JiuyHoe.

LWar 2. CkayaliTe CKpUNT KOH(MUIypaLUumn CKaHNPYeMOro yCTPOACTBA B OKHE KOH(MUIypaLmUy MexaH3Ma CKaHMpoBaHus, HaXxas CKavaTh CKPUNT YCTAHOBKM.

LWar 3. 3anycTuTe CKPUNT Ha CKaHUPyeMOoM yCTPOCTBE.

YbeauTeck, YTO Bbl HACTPOUNN MEXaHU3M CKaHUPOBAHWA Nepef CKadnBaHWeM CKpUNTa yCTaHOBKWU. B MHOM ciy4ae, CKpUNT MoXeT 6biTb ChOPMUPOBAH HEKOPPEKTHO.

Py4yHas KoHdUrypauusa ckaHMpyeMoro ycTpoucrea

[ns Toro 4Tobbl HACTPOUTL CKAHUPYEMOe YCTPONCTBO B PYYHOM peXxuMe, BbINONHUTE Cledylolie AeicTBus:

LWar 1. Ha ckaHMpyeMOM yCTPOiCTBe COo3/1aiiTe NIoKasbHYI0 YYETHYIO 3annck, KoTopas 6yAeT NCNonb30BaTbCA ANA ayTEHTUMhMKaLNK C UCMONb30BaHNEM cepTuduKaTa 1 HaaennTe ee NpaBamMu aAMUHUCTPaTopa.
LUar 2. BkJiloynTe noafep>KKy TpaHCnopTHoro npotokona HTTPS gns cnyx6bl winrm:

1. OTkJ/IlO4UTE B JIOMEHe MPOBEPKY 0T3biBa cepTudukaTos (CDP/CRL) (oNunoHanbHo, ANs Cly4Yaes, KOraa NOAK/IOYaI0Wasncs MalluHa He BBeJleHa B IOMEH 1 He UMeeT BO3MOXXHOCTU 06paTnTbCs K Ciiykbe

CDP/CRL Ans NpocMOTpa 0TO3BaHHbIX CepTUHUKATOB).
2. YCTaHOBWTE HA CKaHMPYEeMOM YCTPONCTBE paHee BbIrPy>XEHHbIN KOHTENHep cepTudukaTta B popmate PFX 1 BKAOYUTE TpaHCNOpTHbIA npoTokon HTTPS ans cnyx6bl winrm (cepTudukaTt Heo6xoammo

YCTaHOBUTL B XpaHuiLe CepTuduKaThl (10KasnbHbIA KoMNbioTep) - JindHoe ).

3. Ckonupy#Te 3HavyeHue nons OTne4YaToK B cepTudmkaTe, OHO BaM NOHaZobUTCS Ha CleayioLleM 3Tane.
4. Y6ennTech, 4TO B fOBEPEHHbIX KOPHEBLIX CepTUdUKaTax ycTaHoBNEH cepTudukaT LieHTpa cepTudmkaummn (Hanpumep, axeldemo.pro) n BkaounTe TpaHCNOPTHLIN NpoTokon HTTPS ans cnyx6sl winrm:
winrm quickconfig -transport:https
winrm create winrm/config/Listener?Address=*+Transport=HTTPS '@{Hostname="gp.axeldemo.pro";CertificateThumbprint="6cfe3df4a69f750debdcd878389dfb09cd3b17c0"}'
o Hostname ponxeH coenapaTb ¢ CN paHee co3faHHoro cepTudukata (Hanpumep, gp.axeldemo.pro).
o CertificateThumbprint fonxeH 6bITb paBeH oTNeYaTKy paHee co3faHHOro cepTudukaTa.
5. AKTUBMPYATE ayTEHTUDUKALMIO MO CePTUPUKATAM C MOMOLLLIO CeAyIoLLen KOMaHAbI:
Set-Item -Path WSMan:\localhost\Service\Auth\Certificate -Value $true
6. MpoBepbTe, YTO TPAHCMOPTHBIA MPOTOKO BK/IIOYEH C MOMOLLBIO C/IeAYIOLIEN KOMaH/bI:

winrm enumerate winrm/config/listener

Mpy yCNewHoM BbINOIHEHNN KOMaHAbI Bbl MONYy4UTE pe3ynbTaT, Kak Ha PUCYHKE HuXe:

C:\Windows\syste winrm enumerate winrm/config/listener

Hostname

Enabled = true

URLPrefix = wsman

CertificateThumbprint

ListeningOn = 10.31.208.11, 127.0.0.1, 169.254.110.170, 192.168.56.1,

Listener
Address
Transpor
Port = 598¢
Hostname = AxelNB1
Enabled = true
URLPrefix = wsman
CertificateThumbprint = 6cfe3df4a69f750debdcd878389dfb89cd3bl7co
ListeningOn = 10 8.11, 127.0.0.1, 169.254.110.170, 168.56.1,

7. Ecnw Bbl olWMGAMCH NPU HAaCTPOMKE CEPTUPUKATA, BLINMONHWTE CNeAyIoLLyi0 KOMaHay Ans Toro, 4Tobbl yaanuTs listener:
winrm delete winrm/config/Listener?Address=*+Transport=HTTPS
Lar 3. HacTpoiiTe CTPOKY 3anycka B MHTepdence KoMaHAHON CTPOKYM C MOMOLLbLIO criefytouiero Habopa KoMaHA:
$password = ConvertTo-SecureString "password123" -AsPlainText -Force

$Cred = New-Object System.Management.Automation.PSCredential ("winrm-test", $password)
New-ltem -Path WSMan:\localhost\ClientCertificate\ -Subject 'winrm-test' -URI * -Issuer 618d20af4ddda24981085e8f229e7d7b0c0e653f -Credential $cred * -Force

Issuer foskeH BbiTb paBeH 0TNeYaTKy BbILLECTOSALWEro cepTudrkaTa (HanpyrmMep, NPOMEXXyTOYHOI0 LLleHTPa UV Y4,0CTOBEPSIOLLEro LIeHTpa).
Co3aaHHY0 NPUBSI3KY MOXXHO NPOBEPUTL C MOMOLLBIO CeAYIOLLEeN KOMaHabI:

dir WSMan:\localhost\ClientCertificate\

LWar 4. Ecv Bbl 0WNGANCL NPY HACTPOIIKE, BLINOJHUTE C/leflyloLYI0 KOMaH/AY A1l OTMEHbI NMPUBA3KN:

Remove-Item -Recurse -Path WSMan:\localhost\ClientCertificate\*

ID cTaTby: 983

MocnepHee obHoBneHue: 12 siHB., 2026

O6HoBEHO OT: nbuHa B.

PeBusnsa: 18

ba3a 3HaHui AxelNAC -> [lokyMeHTaLms -> CucTeMa KOHTPOIs A0CTyna K ceTn «AxelNAC». Bepcus 2.1.0 -> AxelNAC. PyKOBOACTBO afiMUHUCTpaTopa -> KoHhUrypaLmns ckaHepos COOTBETCTBMUSA -> MeToab!
ayTeHTudukauum ckadepa AxelNAC no npotokony WinRS -> AyTeHTudukaumns ckaHepa AxelNAC ¢ ncnonb3oaHuem ceptudukata

https://docs.axel.pro/entry/983/
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