ba3oBas ayTeHTUdUKaunsa ckaHepa WinRS ¢ ncnonbsoBaHnem npoTtokona HTTPS

Ba3oBas ayTeHTUduUKauus yepes HTTPS npeactasnseT coboil 3aLMLLEHHYI0 ayTEHTUMUKALMNIO HA OCHOBE YYETHbIX AaHHbIX (MMS NONb30BaTENA/Naposb) C NCNOb30BaHNeM SSL-cepTudukaTa. Ans npouecca
ayTeHTUdMKaLIMM HeO6X0AMMO CO3/1aTh Ha CKaHMPYEMOM YCTPOMCTBE JI0KaJbHYIO YHEeTHYIO 3anuch C NpaBaMu JI0KaNbHOr0 aAMUHUCTPaTOPa A1 CKaHepa, a TakXxe NoAroToBUTL Ha Hem SSL-cepTudukaT Ans
peanu3auny 3allMLLEHHOTO COeIUHEHNS.

Mpw BeIGOPE AaHHOro MeToAa ayTeHTUMUKALNK, B OKHE KOH(UIypaLnmy ckaHepa COOTBETCTBUS NOABATCA AOMNOHUTENbHbIE NONS:

* CepTuduKaT ynoCTOBEPAIOLWLErO LLEHTPa — noJsie ANs 3arpy3ku SSL-cepTudukaTa B hopmate pem;
o CKPMNT yCTAaHOBKM — KHOMKa A1 3arpy3Kn CKpUNTa, MCMOJIb3yeMOoro A% HaCTPOKM MeToAa ayTeHTU(hMUKaUMM Ha CKaHMPYEeMOM YCTPOMCTBE C MOMOLLbIO TPAHCMOPTHOro NnpoTokona HTTPS.

[Ins KoppekTHOW ayTeHTudrKauum ckaHepa WinRS Heob6xoanMo ncnosib3oBaTh CepTUdUKAT, BbINYLLEHHbIR YA0CTOBEPSIOWNM LLEHTPOM.
KoHdurypauusa metona ayteHTudUKauum ckaiepa no SSL-ceprtucpukary

MoproToBka wabnoHoB cepTucdukarta

[ns Toro, 4To6bl NOArOTOBUTL CEPTUDMKATHI A5 CKAHEPa U CKaHWPYeMOro yCTPOMCTBa BbINOJHATE Cleayolne AeAcTBNs:

LWar 1. MoAKN4MTECH K KOHTPONNEPpY AOMeHa 1 BonanTe B yTuauTy LienTp CepTudukauun.

Lar 2. B neBoit 4acTn OKHa BbibepuTe yA0CTOBEPAIOLINIA LIEHTP, HaXKMITe NpaBoit KHOMKOW Mbilun Ha pa3fesnlllabnonsl cepTuduUKaToB U B BhiNajawlleM cnucke BeibeprTe YnpasneHue.
LWar 3. HaxMyTe nNpaBoi KHOMKOMW MbILLX Ha NPeayCTaHOBNEHHbIV WaboH Nonb3oBaTens u Bbibepnte CKonuposaTh WabGnoH.

Lar 4. HacTtpoiTe wabnoH nosnb3oBaTens:

1. Ha Bknaake COBMECTUMOCTb aKTVUBMPYTe paboTy COBMECTUMOCTM U BbibepuTe coBMecTuMocTh ¢ Windows Server 2003 n Windows XP.
2. Ha Bknaake OBuwme ykakute ums WwabnoHa, Neproabl 4eNCTBUA U 06HOBAEHNS cepTudrKaTa, a TakKe akTuBMpyiiTe hnaxok Onyb6nukosaTe cepTudukar B Active Directory .

3. Ha Bknaake O6paboTka 3anpoca BuiGepuTe B nNose Lienb 3Ha4eHne Moanuck u wudgposaHue, akTMBMPYNTE (hnaxxok PaspelunTs 3KCNOPTUPOBaTL 3aKPbITIA KJIOY 1 aKTUBMPYATE NapamMeTp
MNMopasaTh 3aABKy ANA cybLekTa, He Tpebya BBOAA AAHHBIX .

4. Ha Bknaake Paclwumpenus y6eantecs, 4To A1 napameTpa MoAMTMKU npuMeHeHus fo6aBneHo 3HadveHune N non, ™

5. Ha Bknaake BesonacHocTb go6aBbTe Nosb3oBaTens, KoTopomy byaet pa3peLueH0 MCMoNb30BaTh WabMOH 1 aKTUBMPYATE AN Hero Bce HEOﬁXOﬂMMbIe paspelueHus.

6. Ha Bknagke LUndpoBaHue B none UMs anroputma BoibepuTe TCA NOCT cnyx6 , W akTuBUpynTe thnaxxok B MOTryT UC TbCA TONILKO

cnepylowme nocTaBLMKMK, nocse Yero Beibepute Microsoft Enhanced Cryptographm Provider v1.0.
7. Ha Bknagke UMa cybbekTa akTuBMpyiTe dnaxok MpepocTasnserca B 3anpoce, nocse Yero HaxxmMmrte COXpaHuTb.

LWar 5. Co3paiTe wabnoH Ans Beinycka cepTudmkaTa AxelNAC. 11 3TOro ckonupyvTe npeablayLunin cepTudukaT n Ha Bkiaake Paclumpenus ans napametpa Monutuku np 3ameHuTe
n nop, ™ Ha Ml NOAJNIMHHOCTH KJIMEHTA.

War 6. [lo6asbTe Co3/iaHHbIe WabNOHbI B YA0CTOBEPSIOLIMIA LIEHTP. [/ 3TOMO Ha)XMUTE NpaBoi KHOMKOM MbILUN Ha CBOBOAHOM y4acTKe OKHa y10CTOBEPSIOLLEro LIeHTPa U B BbiNafjalollieM OKHe HaxmuTe
Co3zpaTh - BrigaBaeMbiit Wwabnox ceptudmkara. Boibepute paHee co3paHHbie WabnoHbl 1 HaxxMute Ok.

MoparoToBka cepTucdmkaTa U NPUMBATHOINO KJlo4Ya AJiA KJIMeHTa

[nsa Toro, 4Tobbl CreHepupoBaTh cepTudrKaT 1 KoY C noMoLlbio WwabnoHos Active Directory, BeinonHUTe cneayiouime oencTeus:

LWar 1. MoAKA4MTECh K KOHTPOJIEPY AOMEHa, 3aMyCcTUTe yTUANTY BeINOAHNTL C NoMollbio KombuHauum Win+R 1 BBeanTe mmc, Ans 3anycka yTunuTsl KOHCONb ynpaBneHus.
LWar 2. Ha Bknagke ®aiin BbibepuTe [Lo6aBUTL WM YAANIUTL OCHACTKY.

LWar 3. JobaBbTe ocHacTKy CepTuduKaTbl 1 CKOHDUTypupyiTe eé:

1. BbibepuTe napamMeTp Y4eTHOM 3anncu KoMnbloTepa 1 HaxmuTe flanee.
2. BbibepuTe napameTp JlokanbHbIM KOMNLIOTEPOM 11 Ha)kMnTe FoToBO.

LWar 4. B no6aBneHHoR 0CHAaCTKe Ha)XMUTe NPaBoii KHOMKOW Mbin Ha Nanke CepTudukatel, Boibepute napameTp Bce 3apaum, 3aTem 3anpocuTh HOBbIN cepTUUKAT U CKOHDUrypupyiiTe 3anpoc:

. Haxxmute flanee, 3aTeM eule pa3 fanee.

. AkTuBMpYATE hnaxok ans wabnoHa, KOTopkIi ByAeT MCMONL30BATLCS A/1A BbIMYCKa CEpTUdUKaTa U HaXKMUTE Ha nose A5 A06aBNeHNs AaHHbIX AN N0AaYM 3asBKU.

. B okHe CBoicTBa cepTudmKaTa Ans UMeHN cybbekTa BbibepuTe TN O6ee uMa 1 ykaknute FQDN cKaHMpyeMoro yCTpoiCTBa C yKasaHeM JoMeHa HanpuMmep: gp.axeldemo.pro), 3aTeM HaxmnTe OK.
. MpoBepbTe, 4TO6LI NONb30BaTENb ANs cepTudukaTa Bbin akTMBEH U HaXkMKTe 3aaBKa, 3aTem FoToBO.

AWN

Lar 5. DKCnopTupyiTe 3akpbiThiil KoY cepTudukaTa, ykasas B OkHe BesonacHocTk napameTp Mapob 1 yKaXXxuTe BOCbMU3Ha4HbIN Naposib.

Mocne BbiNoNHeHWs feicTenid ByayT co3naH dain cert.pfx, KOTOpLI ABNAETCH KOHTENHEPOM CepTudukaTa nosb3osaTens.

Kondwurypauusa AxelNAC

LWar 1. OtkpoinTe Be6-uHTepdeinc AxelNAC. NepenanTte B pasaen Kondurypauusa -» CooreercTreue - 3MbI C , CO3AalTe HOBbIN MEXaHN3M CKaHupoBaHus ¢ Tunom WinRS.
LWar 2. BuibepuTte MeToA ayTeHTUdUKauun basosbiih yepes HTTPS.

LWar 3. YKaxuTe UMs Nosb30BaTeNs 1 Naposb OT YHETHOI 3anncu, KoTopas ByAeT 1CMo/Ib30BaTbCs ANS MOAK/IOYEHUS CKaHepa.

LWar 4. lo6asbTe cepTutmkaT yA0CTOBEPSAIOLLEro LleHTpa B hopmaTe .pem.

Mocne aToro 6a3oBas ayTeHTUdMKaLUuUa ckaHepa Yepe3 HTTPS HacTpoeHa.

KoHdurypaumsa ckaHupyeMoro ycTpoucrsa

CkaHupyeMoe yCTpOWCTBO MOXeT BbiTb HACTPOEHO ABYMA CNOCO6aMu: B aBTOMATUYECKOM 1 B PYYHOM pexxume. Huxe npueeaeHo onncaHne 3Tux cnocobos.

ABTOMaTMYeckas KOHdUrypaumsa cCKaHupyeMmoro ycTpoucTea

ﬂnn TOro, 4T06bI HacTpoUTb CKaHupyemoe yCTpDIZCTBO B aBTOMaTU4YeCKOM pexunme, BbINOIHUTE Criejyouine IZleIZCTBMHZ

LWar 1. Ha CKaHupyeMmoM yCTpO;iCTBe COBﬂaﬁTe JIOKaNbHY0 yH4eTHYIO 3anucb, KoTopas Gyﬂ,eT ncnosb3oBaTbCA ANsA ayTeHTI/I(hI/IKaLlVIVI C ucnonb3zoBaHnem HTTPS n HapenuTe ee npasamMu agMuUHUCTpPaTopa.
LWar 2. Ckavante cKpunT KOH(bI/II'ypaLLVIIA CKaHupyemoro yCTpOVICTBa B OKHe KOHQ]VII'ypaLlVIVI MexaHu3Ma CKaHUpPOBaHWUA, HaXaB CkauyaTb CKPUNT YCTAHOBKHK.

LWar 3. 3anycTuTe CKPUNT Ha CKaHMPYEeMOM YyCTPONCTBE.

Y6enmTech, YTO Bbl HACTPOMN MEXaHN3M CKaHNPOBaHUSA Nepej CKadnBaHNEM CKpUNTa yCTaHOBKU. B MHOM cnyvae, CKpUNT MoXeT 6biTb ChOPMUPOBAH HEKOPPEKTHO.

Py4yHas KoHdUrypauua ckaHMpyeMoro ycTponucrTea

[ins Toro, 4To6bl HACTPONTL CKAHMPYEMOEe YCTPOMCTBO B PYYHOM PEXIMME, BLIMOJIHATE Ciefyiolne AenCTBuUs:

LUar 1. Ha ckaHupyeMoM yCTpOWCTBE CO3faiTe NIOKasbHYIO YHETHYI0 3anuck, KoTopas 6yaeT Ncnosib3oBaThCs ANA ayTeHTUdUKaLmm ¢ ncnons3osaHnem HTTPS u HagenuTe ee npaBaMu agMUHUCTPaTOpa.
LUar 2. BkoynTe noaaep)kKy TpaHcnopTHoro npotokona HTTPS gns cnyx6el winrm:

1. OTk/to4UTe B AOMEHe NPOoBEpPKy 0T3biBa cepTudukaTos (CDP/CRL) (0NunoHanbHo, AN Cy4aes, KOrAa NOAK/IOHAOWAACA MALLMHA He BBEAeHa B AOMEH U He UMeeT BO3MOXXHOCTU 06paTnTbCs K ciyxbe
CDP/CRL pns npocMOTpa 0TO3BaHHbIX CepTU(HUKaTOB).

. PaHee BbIrpy>KeHHbI KOHTeHep cepTudmkaTa B hopmaTe PFX yCTaHOBUTE Ha CKaHWPYeMOM YCTPONCTBE U BKJKOUYUTE TPAHCNOPTHBIN NPoTOKONHTTPS ansa cnyx6bl winrm (cepTudukaTt Heobxogumo
YCTaHoBUTL B XxpaHunvuie CepTudukaThl (IoKanbHbIA KOMNbIOTEp) - JInuHoe .

. CKonupynTe 3Ha4yeHve nons OTneyaTok B cepTudurkaTe, OHO BaM NoHaAobuTCs Ha cnefytowem sTane.

. Y6eauTech, 4TO B AOBEPEHHBIX KOPHEBLIX CepTUdUKaTax ycTaHoBeH cepTudukaT LieHTpa cepTudunkauum (Hanpumep, axeldemo.pro) v BK/IOYUTE TPAHCMOPTHBIA NpoTokon HTTPS ans cnyx6bl winrm:

N

s w

winrm quickconfig -transport:https
winrm create winrm/config/Listener?Address=*+Transport=HTTPS '@{Hostname="gp.axeldemo.pro";CertificateThumbprint="6cfe3df4a69f750debdcd878389dfb09cd3b17c0"}"

o Hostname pnonxeH coBnagatb ¢ CN paHee co3aaHHOro ceptudukaTa (Hanpumep, gp.axeldemo.pro).
o CertificateThumbprint nonxeH 66Tk paBeH oTNeYaTKy paHee CO3AaHHOro cepTuduKkaTa.
. AKTUBUPYWTE ayTeHTUMDMKaLMIO MO cepTUMKaTaM C MOMOLLbIO CeAyIoLLen KOMaHAabI:

v

Set-ltem -Path WSMan:localhostServiceAuthCertificate -Value $true
6. MpoBepbTe, 4TO TPAHCMOPTHLIN NPOTOKO BKJIOYEH C MOMOLLbIO Cleaylollei KoMaHabl:

winrm enumerate winrm/config/listener



Mpy yCnewHoM BbINOIHEHNN KOMaHAbl Bbl NMONy4UTe pe3ynibTaT, Kak Ha PUCYHKE HuXe:

te winrm/config/listener

Hostname
Enabled
X = wsman
CertificateThumbprint
ListeningOn 31.208.11, 127.0.0.1, 169.254.110.170, 192.168.56.1, ::1, fe80::2c7c:cb73:dacb:27c2%7, f :6765:7432:74de:66b1%14, fe8

es

s =
Transport

Port = 598

Hostname = AxelNB1

Enabled = true

URLPrefix = wsman

CertificateThumbprint = 6cfe3df4a69f750debdcd878389d1be@9cd3bl7co

ListeningOn = 18 8.11, 127.8.6.1, 169.254.118.178, .168.56.1, f iz :cb73:dacb:27c2%7,

7. Ecnu Bbl OLUIMGNANCH NPU HAaCTPoiike cepTUhUKaTa, BbINOIHUTE CAeAyIoLLYI0 KOMaHAy Ans Toro, 4Tobbl yaanuTs listener:

winrm delete winrm/config/Listener?Address=*+Transport=HTTPS

ID cTaTbu: 450

MocneaHee obHosneHue: 25 nion., 2025

O6HoBneHo oT: Eropos B.

Pesusuns: 4

Basa 3HaHuit AxelNAC -> [lokyMeHTauua -> Cuctema KOHTponsa aoctyna kK cetn «AxelNAC». Bepcua 1.2.0 -> AxelNAC. PykoBoACTBO aAMUHNCTPaATOpPa -> KoH(Urypauus ckaHepos COOTBETCTBUA -> MeToabl
ayTeHTuduKaunm ckaHepa WinRS -> Ba3oBas ayTeHTudmnkaumsa ckaHepa WInRS ¢ ncnons3osaHnem npotokona HTTPS

https://docs.axel.pro/entry/450/
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