bnok «MapLwpyTunsnpyemolie cetun»

bnok MapLipyTusupyemMmbie ceTu rno3sosiseT CKOHPUIrypnupoBaTb CeTeBble CerMeHTbl, paboTatoLwme Ha yposHe (Layer 3), B KOTOPbIX
OCyLLeCTBASETCA MapLUpyTM3aunsa Tpadurka Mexay pasinyHbiMy NOACETAMU. B 3TNX ceTaX MOryT MCMOJIb30BaTbCA MPOTOKOJIbI U
MexaHu3mbl (DHCP, NAT, DNS NAT u CoA). Takme ceTu NpUMeHAI0TCS A1 OpraHM3aumm n3oampoBaHHbIX 30H (Hanpumep,
pPerncTpauyoHHON NAN N30ASLNOHHON) C yNpaBiaeHneM MapLipyTaMum 1 LWA03aMu.

bnok «MapLwpyTusmpyemsbie ceTu»

B naHHOM 6J10Ke BbINOJIHAETCA KOHPUrypaLums napameTpos L3-ceTeln ¢ mapwpyTusaunein, skatodas DHCP, NAT, mapLupyTusaumio un
ceTeBble MOJINTUKW.

MapLpyTU3npyeMbie CeTH

HoBas MaplpyTH3IUpYeMan ceTk @ keepalived ~ ‘ @ iptables ~ ‘ @ pidhep ~ | @ pfdns ~
AKTUBMPOBaTE
4 Cems Macka cemi OnucaH1e Tun Next-hop W03 DNS DHCP Tun nyna Netflow-

AKK3YHTHUHI

DNS
10.31.20.0 255.255.255.0 test_network Enforcement 10.31.20.10 ® memaory ®

Mo ymonyaHuio B Tabnuue otobparkatotca 10 ctonbLoB:

CeTb — IP-agpec mapLipyTusmpyemon cetu;

Macka ceTn — MacKa nogceTu, onpegenswolas AnanasoH agpecos B ceTu;

OnucaHue — onNncaHne MapLpyTU3Npyemon ceTu;

Tvn — Tun MapwpyTU3nNpyemMon cetu;

Next-hop — IP-agpec cneaytouwero y3na (MapwpyTusaTopa) 4naa nepefadn Tpaduka;

LLIno3 — OCHOBHOMW LUJIIO3 MO YMOJIHaHWIO ANA BbIXOAA U3 3TON CeTu;

DNS — agpec DNS-cepBepa, NCMOIb3yeMOro B 3TOM CeTH;

DHCP — napameTp, yKa3biBawoLum, ncnonb3syetca nm DHCP B naHHon ceTu;

Tun nyna — cnocob pacnpepeneHns IP-appecos 13 3a4aHHOr0 Nyna;

AxTusuposaTb Netflow-akkayHTUHr — BKaO4eHne cbopa ceTeBON CTaTUCTUKM C UCMOJIb30BaHNeM npoTokona NetFlow.

YnpasneHue Tabnuuen

Bbl MoXxeTe oTcopTupoBaTb Tabanuy no CeTtu, Macke cetu, Onucanumio, Tuny, Next-

hop, WWnio3y, DNS, DHCP, AktuBauuu Netflow-akkayHTUHra B nopsgke Bo3pactaHus nam ybbiBaHMUA C NOMOLLbIO NKOHKK . Mo
yMoOJ14aHUI0 BCe 3anucu B Tabnnue otobpaxaloTcs B Nopaake andaBnTHOro BospactaHus rno Cerm.
Cnyxo6bl

Mocne BHeceHNs NObbIX N3MEHEHUSIX B pa3aes MapwipyTusupyemble ceTu HeobxoanMo nepesanyCcTuTb
cnyx6bl keepalived, iptables, pfdhcp, pfdns.

YT106bI NOOYEPEAHO Nepe3anycTuTb CNy>XObl Ha BCeX y3/1ax, HaXXMUTE Ha nose C Ha3BaHWEM HY>XXHOW C/yXXObl

1 BbibepnTe 13 BbiMagatoLlero cnnucka . Ana npoBepkn paboToCNoCOOHOCTM HOBbIX HAaCTPOEK

npuMeHnTe NX TOJIbKO Ha 0OQHOM Yy31e, Bbl6epI/ITe M3 BblMNadatolwero Crncka . YTobbI OCTAHOBUTHL pa60Ty CJ'Iy)K6bI Ha

Bcex y3nax knactepa AxelNAC, HaxxmunTe . YT06bI Ha OANH N3 YNOB KJacTepa He NPUXoAna Tpauk

(HaanMep, ONA BblABNEHUNA BO3MOXHbIX np06neM) — HaXXMuTte
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BrkntoyeHo L] OcTaHOBUTL

Co3paHuMe HOBOM MapLUPYyTU3UPYEMOM CETHU

Ons Toro 4To6bl CO34aTh HOBYIO MapLUPYTU3MPYEMYIO CETb, HaXXMUTe HOBasi MapLupyTU3MpyeMas CeTb B JIeBOM BEPXHEM yriy
CTpaHWLbI.

OcHOBHOe®

Ha naHHOW BK1agKe MOXXHO yKa3aTb HAaCTPOMKU MapLUpyTU3MpPyeMoi CEeTH.

B neBOoM BepxHeM yrjy, cripaBa OT Ha3BaHUS BKIaAK/ OCHOBHOe, 0ToOpa)kaeTcs KOJIMYECTBO OCTABLUMXCS 06A3aTesNbHbIX O
3anosiHeHus nonen.



HoBas MapLipyTU3upyeMas ceTb

2 6 1
OcHoBHOe DHCP MapLpyTusauuna
o MapLpyTHaupyemas ceTb (O] ]
Tpebyetca ykazaTb CeTb.
o Macka ceTu (0] ]

TpebyeTca yKasaTk Macky ceTH.

° Tun  Inline Layer 3
o Brnwounte NAT c BknwueHo
o Brnounte DNS NAT O Bxnovero

o NoxHbid MAC-appec OTKNK4YeHO

o BrnwounTs CoA Oticnioseno

BxnioyeHue 3Toi dyHKUMK oTnpasuT CoA-3anpoc Ha obopyaoBaHve AN peayTeHTUOMKELWMN KOHEYHBIX TOUEK K CETH.

o AkTuBUpoBaTh Netflow-akkayHTUHF OTkniodeHo

Ha paHHOM BKNagke AOCTYyNHbI cnegyouine HaCTpOI7IKI/IZ

Bxnioyute Netflow B 3T0i ceTu, 4yTobBI pa3pelnTb aKKayHTUHT.

1. MapwpyTusupyemas cetb — |IP-agpec MapLIpyTU3MpyemMon ceTu;

2. Macka ceTu — MacKa nogceTu, UCNOJib3yeMas COBMECTHO C MapLUpPyTU3NPYeMON CeTbIo ANa onpeaeneHns AnanasoHa
ajpecoB. 3afjaeTcs B AecATUYHOM hopMaTe;

3. OnucaHme — TeKCTOBOE OMMCaHVe MapLpyTU3MpPyeMon ceTu;

4. Tun — Tun ceTun (Hanpumep, Inline Layer 3). Mpu BbibOpe 04HOr0 U3 AOCTYMHbLIX TUMOB MapLUPYTU3NPYEMON CETK NOABNAIOTCA

pononHnTenbHble BkNaakyn DHCP, MapwipyTtusauus.

5. Bknouutb NAT — npu akTMBaLuM AaHHOrO NapaMeTpa pa3pellaeTcs ncnonb3oaHme NAT (AOCTYNHO TosbKo Ansa Tuna Inline

Layer 3);

6. Bknountbe DNS NAT — npu akTuBauum gaHHoro napameTtpa aktusupytotcs NAT Tonbko ans DNS-3anpocos (A0CTYNHO TObKO

ans Tmna Inline Layer 3);

7. NoxHbin MAC-apgpec — Npu akTMBaLWM LAHHOr0 NapaMeTpa 3ajaeTcs NCKYCCTBeHHbIM MAC-agpec Ans UCnoJsib30BaHUA Mpu

nepepaye Tpaduka (4OCTyNHO ToNbKO Ana Tuna Inline Layer 3);

8. Bknwouutb CoOA — nNpu akTMBaLMmM JaHHOIO NapamMeTpa BkoYaeTca nognepxka Change of Authorization (CoA) ans
AVNHaMNYEeCKOro U3MeHeHUs NapamMeTpoB Ceccun noJsib3oBaTens (AOCTYMHO ToNIbKO ANns Tvna Inline Layer 3);

9. AktuBupoBaTtb Netflow-akkayHTUHI — npu akTuBauum AaHHOro NapaMeTpa BKJYaeTcs cbop CTaTUCTUKM Mo Tpaduky ¢
ncrnonb3osaHuem NetFlow n3 MapLupyTusnpyemom cetu (AOCTYMNHO TONbKO ANs Tuna Inline Layer 3).

DHCP

Ha paHHOM BKNagke YKa3bIBalOTCA NapaMeTpbl, CBA3aHHble C aBTOMaTUYECKUM pacnpegeneHmem IP-agpecoa KJINeHTaM B npegenax

MapLpyTU3nNpyemMon ceTu.

B neBoM BepxHeM yry, cnpaBa OT Ha3BaHUs Bkiaaku DHCP, oTobpa)kaeTcsi KOIMYEeCTBO OCTaBLUNXCSt 06si3aTeNbHbIX A5
3anoJIHeHNS Monen.



Hoeaa MapwpyTusupyemas ceTb
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OcHoBHOE DHCP MaplwpyTuzaums

o DHCP-cepeep
o AnroputmM
o Tun nyna DHCP

o Ha4ansHeli IP-anpec

o KoneuHbii IP-agpec
° Bpema apeHabl N0 yMOMHaHMIo

o MakcuMansbHbIA CPOK apeHab

o 3apesepeupoBaHHeie IP-agpeca

o HasHauyeHHble IP-aapeca

0 DNS-cepeep

° FQDN nopTana
@ CeTesoil WNK03 KNMeHTa

Cbpocutb lm

1

c BrnioueHo

Random

Memory Pool

|
|

Tpebyetca ykazaTes IPvd-aapec
Tpebyercn ykasats IPvd-agpec.
TpeByeTcn yKa3aTe BpeMA
TpebyeTca ykasaTe BPEMA.

%
Jwanasox Buaa 192.168.0.1-192.168.0.20, u/wnu IP Bupa 192.168.0.22,192.168.0.24, GyayT nckmoyeHs w3 myna DHCP.

%
Mpwumep cnucka: 00:11:22:33:44:55:192.168.0.12,11:22:33:44:55:66:192.168.0.13.

Tpebyetca ykazaTe IPvd-agpeca.

3HaueHue AON¥MHO COOTBETCTBOBaTL IP-agpecy uHTepdeiica perucTpaymnm unu npoayktueHoro DNS-cepsepa (cepsepos), ecnu L2/1L3-ceTs HaxoguTtes B pexiume Inline

(enucox IP-agpecos, pasgeneHHbIil 3anaTeIMu).

Yramute FQDN nopTana ana naHyoi cetn. OcTaesTe 3T0 NoMe NYCTuIM, 4ToBsl cnons3oeaTs FADN cepeepa AxelNAC.

|

Tpebyercn ykasats IPvd-agpec.

Ha paHHOM BKNagke AOCTYynNHbI cniegyowine HaCTpOVIKI/IZ

CoNoU AWM

MapuwpyTusaums

DHCP-cepBep — npu akTuBaLuMn aHHOI0 NapaMeTpa BKJ4YaeTCs BCTpoeHHbI DHCP-cepBep;
AnroputM — cnocob pacnpenenerus IP-agpecos DHCP-cepBepoMm;

Twn nyna DHCP — onpegenseT BuA nyna: AMHaMUYECKUN NN CTaTUYECKUNR;

HauyanbHbin IP-appec — HavanbHLIV agpec Anana3oHa, Bbigasaemoro DHCP-cepsepomMm;
KoHeuHbin IP-appec — nocnenHun agpec ananasoHa;
Bpems apeHabl No yMON4YaHUIO — BpeMs apeHabl IP-agpeca;

MakcuManbHbIW CPOK apeHAbl — MakCMMaJibHbIN nepuof apeHabl IP-agpeca;

3apesepBupoBaHHble IP-appeca — cnucok IP-agpecos, KoTopble He ByAyT BblAaBaTbCA KOHEYHOMY YCTPONCTBY;
HasHauveHHble IP-appeca — CcncokK agpecos, KOTOpble 3ape3epBMPoOBaHbl 32 KOHKpeTHbIMM MAC-agpecamu;

10. DNS-cepBep — IP-anpec DNS-cepBepa, npefnoctasnsembii B Option 5 8 DHCP-oTBeTE;

11. FQDN nopTtana — rnoJIHoOe JOMEHHOE NMA nopTaia AN KJIMEHTOB, MOAK/IOYEHHbIX K @HHOW CeTu;

12. CeTeBoOW WWINIO3 KNMEeHTa — |IP-agpec wno3a no ymon4aHuo, npegoctasnsemsii B Option 3 8 DHCP-oTBeTe.

Ha paHHon Bknagke 3apaetcs IP-agpec maplipyTunsaTopa.

B neBom BepxHeM yrny, crpasa OT Ha3BaHUA BKNaAku MapwpyTusauusa, 0To6pa>KaeTc;| KOJIMYECTBO OCTaBLUMXCS 06si3aTeNbHbIX

019 3anosIHeHUS Nonen.



HoBasi MapLupyTV3upyeMas ceTb x
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0OcHOBHOE DHCP MaplupyTusalus

o IP-anpec mapwipyTusaTopa

TpebyeTes yrasaTs |P-aapec MapLIpyTH3aTopa.

IP-appec MapwpyTU3aTopa ANA BOCTYNA K AAHHOH CETH.

Ha paHHoOM BKkNagke AOCTYMHbI Cieaylowme HaCTPONKK:
1. IP-appec mapuwpyTusatopa — IP-agpec mapupyTusaTopa, obpabaTbiBatolero Tpaumk AaHHON CeTu.

[ns Toro 4Tobbl CO34aTh HOBYIO MapLUPYTU3MPYEMYIO CETh, 3aMOIHUTE MapaMeTpbl KOHDUrypaunm n HaxxMuTeCospaTtb. YTo6bI
c6pocnTb BBELIEHHbIE MapaMeTpbl Ha CTaHAAPTHbIE 3HAYEHWs, HaXXMUTe COPOCUTL. 1115 BO3BpaLLEeHUs Ha NPeabiAyLLY0 CTPaHuLYy
6e3 coXpaHeHMs BbIMOJSIHEHHbIX Ha CTPaHWLe AeNCTBUIA HaXXMUTe OTMEHUTb.

PepakTUpoOBaHMe HACTPOEK MapLUPYTUIMPYEMOU CeTH

[ns Toro 4Tobbl OTPEAAKTUPOBATL MAapPLUPYTUINPYEMYIO CETb, HAXKMUTE Ha CTPOKY B TabauLe ¢ Ha3BaHMEM HY>XXHOW ceTblo. Ha
OTKPbIBLUENCS CTPaHULE MOXHO U3MEHUTb BCE NapaMeTpbl CETH.

KnoHupoBaHue MapLUIpyTU3UPYEeMON CETH

Ons Toro 4Tobbl CO3A4aTb KONUIO ONpeesieHHON MapLLIPYyTM3MpyeMon ceTu, HaxxMnTe KnoHuposaTb. [Tocne 3Toro Bam bynet
npensoXKeHo oTpeaaKTMPoBaTb CKOMMPOBAHHYIO CETb.

AxTHBMpOEATE
& Cetk Macka ceti OnucaHwe Twn Mext-hop Wmoa DNS DHCP Tun nyna Metflow-
[ - BKKIYHTHHI

DNS
10.30.20.0 255.255.255.0 test_network - 10.30.20.1 [ ] memory
Enforcement

TakxXXe, B pexxmme pefakTupoBaHns MapIJprTVI3VIpyeMOI7I CeTn, Bbl MOXXETe B KOHLLe CTPaHWULLbl HaXKaTb KHONKY KnoHupoBaTh.

YpaneHve MapLipyTU3IMpyeMoOn ceTu

Onsa Toro 4To6bl yAanuUTh MapLpyTUIUPYEMYIO CETb, HaXKMUTe Y BanuTb. Mocne 3Toro NoATBEPANTE yaaNleHne.

AxTHBMpOEATE
& Cete Macxa cemw OnmMcaHwe Tun Mext-hop Wmoz DNS DHCP Tun nyna Netflow-
— BKKEYHTHHI
10.30.20.0 259.255.295.0 test_network - 10.30.20.1 [ ] memory *

Enforcement

Takxe, B pexxume pefakTupoBaHUs MapLupyTM3|/|pyeM0|7| CeTU, Bbl MOXeTe B KOHLEe CTpaHuLbl Ha)aTb KHOMKY KsioHupoBaThb. [loche
3TOro nogTeepaonTe yganeHue.
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