Bnok «MapwpyTnusmnposaHHble ceTu»

Bsiok MapLipyTU3MpPOBaHHbIE CETU MO03BOJIAET CKOH(UIYpMPOBaTh CETEBbLIE CErMeHThl, paboTatowime Ha ypoBHe (Layer 3), B KOTOPbIX
OCYLLLEeCTBASETCSA MapLUpyTuU3aums Tpadurka Mexay pasinyHbiMy NOACETAMU. B 3TUX ceTAX MOryT MCMO0JIb30BaTbCsA NMPOTOKOJIbl U MEXAHMWN3MbI
(DHCP, NAT, DNS NAT un CoA). Takme ceT NpMMEHSAIOTCA A1 OpraHn3aLumnm N30JnpoBaHHbIX 30H (Hanpumep, perncTpaumoHHON NAN N30AALMOHHON)
C yrnpaBJjieHneM MapLpyTamMun n LWo3aMu.

Bbnok «MapLwpyTusMpoBaHHble ceTu»

B naHHOM 6J10Ke BbINOJIHSETCS KOH(pUrypauus napameTpos L3-ceTein ¢ maplipyTusaumnen, Bkatodas DHCP, NAT, MapLupyTusauuio u ceTeBble
MOSINTUKN.

MaplpyTHSMPOBaHHEIE CETH

BaHHERA CETh - || @ iptables - || @ pidhcp - || @ pfdns -
AKTHEMpOBATE
& CeTh Macka cetw OnucaHwe Tun MNext-hop Wimoa DNS DHCP Tun nyna MNetflow-

ECHEYHTHHI

DNS
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bl 2 ast_netwo Enfarcement ® o L

Mo ymonyaHuio B Tabnmue otobpaxatotcs 10 ctonbuos:

CeTb — IP-afpec MapLpyTU3MpyemMoi ceTu;

Macka ceTM — Macka nogceTu, onpegensiollas Anana3oH agpecos B ceTH;

OonucaHme — onucaHne MapLpyTU3MPyeMOon ceTu;

TN — TN MapLwpyTU3npyemMon ceTu;

Next-hop — IP-agpec cneayioulero ysna (MaplpyTmn3aTopa) A1 nepenaym Tpaduka;

LLIn03 — OCHOBHOW LWJIO3 M0 YMOAYaHWIO A5 BbIXOA4A U3 3TOW ceTu;

DNS — anpec DNS-cepBepa, UCM0JIb3yeMOoro B 3TON ceTu;

DHCP — napameTp, yKa3blBatloLwmit, ncnonbsyetca am DHCP B naHHoW ceTu;

Twn nyna — cnocob pacnpeneneHus IP-agpecoB 13 3ajaHHOro nyna;

AxkTtusupoBaTtb Netflow-akkayHTUMHI — BkJllo4eHne cbopa ceTeBON CTaTUCTUKK C NCnosib3oBaHneM npoTokona NetFlow.

YnpaBneHue Tabnuuen

Bbl MOXXeTe oTcopTupoBaTb Tabnuuy no Cetn, Macke cetu, Onucanuio, Tuny, Next-hop, LLiniosy, DNS, DHCP, AktuBauumn Netflow-

aKKayHTUHra B nopsaake Bo3pactaHua nnun y6bIBaHI/IFI C NOMOLLbIO NKOHKHN . Mo yMO4HaHUIO BCe 3anncun B Ta6n|/||_|,e OTOﬁpa)Ka}OTCﬂ B nopsanke
a}'lq)aBI/ITHOrO BO3pacCTaHuA no Cetn.
CnyxO0bl

Mocne BHeceHMA NobbIX N3MeHeHNsAX B pa3fen MapwpyTusnpoBaHHble ceTU HeobxoaMMo nepesanyCcTuTb
cnyx6bl keepalived, iptables, pfdhcp, pfdns.

® & & ocpiived - .
YTobbl NOOYepenHO NepesanycTuTb CyX6bl Ha BCEX y3/1ax, HaXXMUTE Ha nose C Ha3BaHWEeM HY>XHOI cNly>6bl 1 BbibepuTe
13 BbINafaloLWero cnmcka . Ins npoBepkun paboTocnoco6HOCTN HOBbLIX HACTPOEK MPUMEHUTE UX TOJIbKO Ha O4HOM
y3/ie, BblibepuTe 13 BbiNajatoLlwero cnmcka . YTob6bl 0CcTaHOBWTL paboTy ciyx6bl Ha Bcex y3nax knactepa AxelNAC, HaxxMuTe

. YT0o6bl Ha OZIMH U3 YJIOB KNacTepa He NPUXoaunn Tpapurk (HanpuMep, A5 BbiiBIEHUS BO3MOXXHbIX Npobnem) —

HaXXMunTte
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Co3paHMe HOBOW MapLUPYTU3MPOBAHHOMN CEeTHU

Ons Toro, 4Tobbl CO34aTb HOBYIO MapLUPYTM3UPOBAHHYIO CETb, HaXXMUTe HOBas MapLUpPyTU3UPOBaHHAasA CeTb B JIEBOM BEPXHEM YrJly CTPaHULbI.

OcHOBHOe

Ha paHHOI BK1laike MOXKHO yKa3aTb HaCTPOMKW MapLipyTU3MpPOBaHHOMN CETH.

B neBoM BepxHeM yrny, cnpasa OT Ha3BaHWA BKIAOKU OcHOBHOE€, 0To6pa>KaeTc9| KOJIMYECTBO OCTaBLUMXCA 06A3aTeNbHbIX AN 3anosIHEHUSA MOJEN.

HoBasi MapLupyTU3MpoBaHHas CeTb X
2 ] 1
OcHoeHoe DHCP MapwpyTHzauuns
o MapLupyTM3MpOBaHHaRA CETh (0] l
TpebyeTcA yKa3aTh CETh.
o Macka cetn (0] l

TpebyeTcA YKa3aTh MACKY CETH.

o Onucaxue

o Tun  Inline Layer 3 -
o BrnounTe NAT () Brnoyexo

o BrnounTe DNS NAT () BroyeHo
o NoxHbIA MAC-anpec OTknKo4eHD

o BKM04MTE CoA OTKAIg4EHO

Brniouenne 3Tof PyHKLUMM oTNpaenT CoA-3anpoc Ha oG0Py A0EaHHE ANA PEaYTEHTUEMKALIMKM KOHEYHLIX TOUEK K CETH.

o AKTMEMPOBATE Netflow-akkayHTHHT OTknioHEHo
BrmoumTe Netflow B 3ToM ceTH, YToGbl PE3PELMTE SKKEYHTHHT.

TMEHa

Ha paHHoW BKNagke AOCTYNHbI Cnegywouine HaCTp0I7IKI/I:

1. MapwpyTusupoBaHHasa ceTb — IP-agpec MapLLpyTU3npyeMoi ceTu;



2. Macka ceTm — MacKa NoaceTu, UCnosib3yemMasi COBMeCTHO C MapLUPYyTU3NPOBaHHON CETbIO AN18 onpeAeneHns guana3oHa agpecos. 3agaeTca

B AeCATMYHOM chopMaTe;

OnucaHme — TEKCTOBOE OMNMcaHne MapLpyTU3NpyemMon ceTu;

4. Tvn — 11N ceTun (Hanpumep, Inline Layer 3). Mpun Bbibope 0AHOM0 N3 AOCTYMHbIX TUMOB MapLUPYTU3NPOBAHHON CETY NOABASIOTCS

AONoJIHUTeNbHble BKI1aakn DHCP, MapwpyTusauus.

Bkawouutb NAT — npu akTMBaLUKW faHHOro napamMeTpa paspelwaeTtcs ncnonbsosaHve NAT (BoCTynHO Tonbko Ans Tuna Inline Layer 3);

6. Bknwouute DNS NAT — npu akTuBauuun faHHoro napameTtpa aktusumpytoTcs NAT Tonbko ana DNS-3anpocoB (AOCTYMNHO TOMbKO 4S8 TUNa
Inline Layer 3);

7. NoxHbin MAC-appec — npuv akTMBaLMM AaHHOMO NapamMeTpa 3afaeTCa UCKYCCTBEHHbIM MAC-agpec AN5 UCMN0JIb30BaHMA Npu nepepaye
Tpaduka (AOCTYNHO ToNbKO ANa Tvna Inline Layer 3);

8. Bkawouutb COA — npu aKTMBaLMM AaHHOrO NapameTpa BK/o4aeTca nogaep>xka Change of Authorization (CoA) ans AMHamMn4eckoro
N3MEeHeHNsa NapaMeTpoB CeCcCMn NoJsib3oBaTena (AOCTYNHO ToNbKo AasA Tuna Inline Layer 3);

9. AkTuBupoBaTb Netflow-akkayHTUHI — nNpu akTUBaL MM faHHOrO NapaMeTpa BKoYaeTcs cbop CTaTUCTUKMU NO TpaduKy C NCNosib30BaHNEM
NetFlow 13 MapLpyTU3NPOBaHHOM CeTK ([OCTYNHO TOoNbKO AN5 Tuna Inline Layer 3).

w
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DHCP

Ha paHHOW BK/1afKe yKa3blBalOTCA NapaMeTpbl, CBi3aHHbIE C aBTOMaTUYeCKUM pacrnpenenieHreM IP-afpecoB KAMeHTaM B npenenax
MapLUpyTU3UPyeMOl CeTH.

B neBomM BepxHeM yray, cnpaBa OT Ha3BaHuWA BKJaakm DHCP, oTobparkaeTcs KONMYECTBO OCTaBLUMXCA 06si3aTesbHbIX 415 3aN0JHEHUS NONen.

HoBasi MapLIpyTU3MpOBaHHas CeTb X

6 1
OcHoBHOE DHCP MapwpyTusauuna

o DHCP-cepeep () Brno4eHo
e Anroputd  Random -

o Tun nyna DHCP~ Memory Pool -

o HauaneHeli IP-agpec i @ l

TpebyeTca yrkasats IPv4-agpec.

e KoneyHblit IP-anpec (0] l
TpebyeTcA yrasaTs IPvd-agpec.
o BpeMA apersl Mo YMOMHaHuio [ (0] l
TpeByeTcA yKa38Th BDEMA.
° MaKCHMankHsIA CpoK apeHiel [ (0] l
TpebyeTcA yKasaTs BPEMA.
o 3apezepEMpoBaHHEIe |P-agpeca
#
OwanasoH evga 192,168.0.1-192.168.0.20, w/wnn IP evpa 192.166.0.22,192.168.0.24, GyayT nckmadeHbl 13 nyna DHCP.
o HazHa4eHHele |P-agpeca
P
Npumep crvexa: 00:11:22:33:44:55:192.168.0.12,11:22:33:44:55:66:192.168.0.13.
@ DNS-cepsep [ (0]

TpebyeTca yxasaTs IPvd-anpeca.
3HE4EHKE A0NKHO COOTEETCTEOBATE | P-aApecy MHTEPMERCa PETMCTRALMI MNK NpoayKTHeHoro DNS-cepeepa (cepeepos), ecan L2/L3-ceth
HEXC@WTCA B pesMMe Inline (cnucok |P-agpecos, pasgensHHsIR 3anaTsMuM).

o FQDN noprana

Yianome FQDN noprana qna gaHHoi cetw. OCTABETE 3TO NOME MyCThiM, Y4To0s! menonssosats FODM cepsepa AxelNAC.
@ CeTEBOM WNH3 KAWEHTA

TpebyeTch ykasaTte IPv4-agpec.

ITMEHa

Ha naHHOM BKNafKe AOCTYMHbI Clieaytolmne HacTPOnKM:

DHCP-cepBep — npuv akTuBaLMM AaHHOIo NapaMeTpa BK/OYaeTCcsa BCTpoeHHbI DHCP-cepBep;
. AnroputM — crnocob pacnpepenenus IP-agpecos DHCP-cepsepowm;

Tun nyna DHCP — onpepenseTt Bua nyna: AUHaMUYeCKUN NN CTaTUYECKUI;

HayanbHbil IP-apgpec — HayvyasbHbIV apec grana3oHa, Bbigasaemoro DHCP-cepeepoM;
KoHeuHbI# IP-appec — nocnegHuii agpec grManasoHa;

BpeMmsa apeHabl NO yMoO4aHUIO — BpeMs apeHabl IP-agpeca;
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7. MakcuMasnbHbIA CPOK apeHAbl — MaKCMMalbHbIA Nepuog apeHabl IP-agpeca;
8. 3ape3sepBupoBaHHble IP-agpeca — cnncok IP-agpecos, koTopble He ByAyT BblaBaTbCsl KOHEYHOMY YCTPONCTBY;
9. HasHaveHHble IP-appeca — cnCoOK afpecoB, KOTOPble 3ape3epBUPOBaHbl 3a KOHKpeTHbIMU MAC-agpecamu;

10. DNS-cepBep — IP-agpec DNS-cepBepa, npefnocTasnsembii B Option 5 8 DHCP-oTBeTe;

11. FQDN nopTana — rnosiHoe fOMeHHOe UMSA nopTana Ans KJIMEHTOB, MOAKJIIOYEHHbIX K AaHHOW ceTu;

12. CeTeBOM LWIAIO3 KJAMEHTa — IP-agpec wno3a no ymonyaHuio, npeaoctasnsemMslin B Option 3 8 DHCP-oTBeTe.

MapuwpyTusauus

Ha paHHOW BKNafke 3apaeTcs IP-agpec maplipyTmnsaTopa.

B neBoM BepxHeM yriy, cnpaBa OT Ha3BaHUA BKJaaku MapwpyTusauusa, oTobpa)kaeTcsa KOJIMYeCTBO OCTaBLUNXCA 0653aTesNbHbIX A1 3aN0JIHEHNS
nonem.

HoBasi MapLUpyTU3MpOBaHHas CeTb X

] 1
OcHoBHoE DHCP MapwpyTuzayus

o |P-anpec MapwpyTH3aTopa

TpebyeTcn yrasats IP-gapec MapLWPYTHIETORE.

IP-agpec MapWpyTH3IaTopa ANA AOCTYNE K JEHHOA CeTH.

TMEeHa

Ha paHHOI BK/lafike AOCTYMHbI Cieflytolne HacTPOKK:
1. IP-appec mapwpyTusaTopa — IP-agpec mapLlipyTtnsaTopa, obpabaTbiBatoero Tpaduk JaHHON CeTU.

[ns Toro, 4To6bl CO34aTh HOBYIO MaPLUPYTU3NPOBAHHYIO CETb, 3aMOJIHUTE NapamMeTpbl KOHGUrypaumm n HaxmuteCospatb. YTobbl cOpocuTh
BBEAEHHbIE MapaMeTpbl Ha CTaHAAPTHbIE 3HAYeHUs, HaxxMnTe COpoCcUTh. [115 BO3BPALLEHNS Ha NpeabiAyLLyo CTpaHuLy 6e3 coxpaHeHus
BbIMOJIHEHHbIX Ha CTPaHWLE AEACTBUN HAXXMUTE OTMEHMUTD.

PepakTUpoBaHMe HACTPOEK MapLUPYTU3MPOBAHHOMW ceTun

[nsa Toro, 4Tobbl OTPEAAKTMPOBaTL MapLUPYTU3NPOBAHHYIO CETb, HAXKMUTE Ha CTPOKY B Tabsimue ¢ Ha3BaHWEM HY>XHON MapLUpyTU3MPOBaHHOM
ceTu. Ha oTKpbIBLUENCS CTPAaHULLE MOXXHO U3MEHUTbL BCE MapaMeTpbl MapLUPyTU3NPOBAHHOW CETH.

KnoHupoBaHue MapLUpPyTU3MPOBAaHHOW CeTH

[Onsa Toro, 4Tobbl CO34aTb KOMUIO OMpeflesieHHON MapLUpPyTU3NPOBaHHON ceTu, HaxkMuTe KnoHupoBaTs. [ocsie 3Toro Bam 6yaeT npensoxeHo
OTpeLlaKTNPOBaTb CKOMUPOBAHHYO MapLUPYyTU3NPOBAHHYIO CETb.

AKTMEMPOESTE
& CeTk Macka cetn OnmcaHwe Twn MNext-hop Wmoa DNS DHCP Twun nyna Metflow-
S BKKEYHTHHI

DNS
10.30.20.0 255.255.295.0 test_network = 10.30.20.1 [ ] MEmory
Enforcement

Takxxe, B peXxume pegakTupoBaHus MapUprTI/I3I/IpOBaHHOIZ CeTU, Bbl MOXKETE B KOHLLe CTPaHuLbl HaXKaTb KHOMKY KnoHupoBaThb.

YpaneHue MapLipyTU3MPOBAaHHOMU CeTH

Onsa Toro, 4To6bI yAanuTb MapLpyTU3MPOBaAHHYIO CeTb, HaXXMUTe YaanuTb. [1ocsie 3TOro noaresepanTe ygajeHue.

AKTMEMPOESTE
& CeTk Macka cetn OnmcaHwe Twn MNext-hop Wmoa DNS DHCP Twun nyna Metflow-
—— BHKEYHTMHI

DNS
10.30.20.0 255.255.255.0  test_network = 10.30.20.1 ® "E":nry*

Enforcement

Tak>xe, B peXxume pegakTupoBaHus MapLIprTI/I3I/IpOBaHHOIZ CeTu, Bbl MOXKETEe B KOHLLe CTpaHuLbl HaXkaTb KHOMNKY KnoHuposaTtb. [1ocsie 3Toro
noaoTeepaonTe yoaneHue.
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