EAPTLS

B faHHOM CTaTbe ONMCAHO, Kak HAaCTPOUTb UCTOYHUK ayTeHTUudmnKaumm c ucnosb3oBaHnem npotokona EAP-TLS (Extensible
Authentication Protocol - Transport Layer Security). EAP-TLS ncnonb3yeT cepTudukaTbl 418 ayTeHTUMhNKaLnmM Nosib3oBaTenemn n
YCTPONCTB, 4TO obecneyvymBaeT BbICOKUN YpPoBEHb H@30MacHOCTU, Tak Kak KaxKAbll MONb30BaTe b U CEPBEP A0/KHbI UMETb CBOU
cobCTBeHHble LM(pPOBblE CEepTUDUKATLI AN YCTAHOBEHNS 3aLLULLEHHOr0 COeANHEHNS.

Co3paHue HOBOro UCTOYHUKA ayTeHTUdukauum EAPTLS

Onsa Toro 4T1o6bl CO34aTb HOBbIN UCTOYHUK ayTeHTUdrKaumm EAPTLS, HaxxMuTe HOBbIH BHYTPEHHUM UCTOYHMUK B JIEBOM BEPXHEM
yray Tabnuubl. MNocne 3Toro 0TKPoeTCA MeHIO KOHMUIypaLm HOBOro NCTOYHMKA.

B naHHOM MeHI0 OOCTYMNHbI cheaytowme HaCTpOI7IKI/I:

1. UMa — nMsa NCTOYHMKA ayTeHTuduKaummn, kotopoe byanet oTobpaxxaTbCs B TabanLe Co CMUCKOM BCEX MCTOYHUKOB
ayTeHTuUdrKaunun. 3agaeTcs nNpy co3faHnn NCTOYHUKA U HE MOXKeT ObiTb M3MEHEHO B AajibHeNLlleMm;

2. OnucaHue — onvcaHne NCTOYHMKa ayTeHTUdrKaumm, koTopoe byaeT oTobparkaTbca B TabsmLe CO CMMCKOM BCEX UCTOYHUKOB
ayTeHTUdrKauuu;

3. CBA3aHHble obnacTn — ob6nacTu, KoTopble ByayT CBSi3aHbl C AAHHBLIM UCTOYHWUKOM;

4. MpaBuna ayTeHTUdUKauum — Habop yCioBniA, onpenensiowmx, Kakum obpasom KINEHT NN YCTPOUCTBO AOJIKHO ObITb
npoBepeHo nepej npefocTaBiaeHneM AocTyna K cetu. Haxxmnte [lobaBuTb npaBuno, 4Tobbl 4o6aBNTL NpaBuIo
ayTeHTUdrKaunn. 3anosiHUTe caepyolmne nons:

o CTaTyc — aKTUBHO 1N NPaBuIIo;

o UMa — nm4dA npasuna;

o OnucaHue — onuncaHve Npasuna;

o OnepaTtop — MNPUHLMM NPOBEPKN YyCN0BUIA. 3Ha4eHne ALL yKka3biBaeT, 4TO AO0JIKHbI ObITb BbINOJIHEHbI BCE
nepeyuncneHHble ycnosus. 3HadeHne ANY yKasbiBaeT, YTO A0/KHO OblTb BbINOJHEHO XOTS 6bl OAHO NPaBUIIO;

o YcnoBusa — Habop KpuTepres, NCNOJIb3yeMbIX O MPOBEPKUN KAneHTa. Koamn4ecTBo yCI0BUA HEOr PAHUYEHHO N MOXKET
N3MEHSATBLCA C NOMOLLbIO HaXKaTusa Ha UKOHKN @ ©. Ka)koe ycsioBue CoCTOUT U3 CriedyoWwnx 3/1eMeHTOB:

s ATpMOYT — napameTp, KOTopbI byaeT NpoBepsAThLCS;
= OnepaTtop — TWM CPaBHEHUA UV NPOBEPKMU;
= 3HauyeHue — oXxugaemoe 3HayeHve aTpmbyTa AN19 BbINOJHEHNS YCI0BUSA.

o J[leWcTBMA — OnNpenensioT, YTO NPOU3ONAET NOC/e YCNELHOro BbiMOHEHUS yC/I0BMSA Npasuia. KoimyecTso
OEeNCTBNA HEOrPaAHMYEHHO M MOXET M3MEHATLCS C MOMOLLbIO HaXXKaTuUs Ha KOHKN © ©. Kaxaoe AelicTBMe COCTOUT 13
cfiefyoLWmnx 31eMeHToB:

s Tun — BuA pesynbTaTa. Bo3MOXKHbIE 3HaYeHUSA:
s Ponb;

Mepuop poctyna 6e3 peaBTopusauum;

JaTa CHATUA C perucTpauum;

BanaHc BpeMeHu;

BanaHc Tpaduka;

PoJsib U3 UCTOYHUKA;

WHuuunposatb RADIUS MFA;

s MHuuuupoBaTb nopTanbHyio MFA.
s 3HayeHue — 3HayeHue, COOTBETCTBYIOLLEE YKa3aHHOMY Tuny.

5. MpaBuna apMUHUCTPUPOBaAHUA — Habop yCI0BUN, NCMONb3YIOLWMECS 415 YNpaBiaeHUs AOCTYNOM aAMUHUCTPaTopa K cuctemMe
Ha OCHOBe pa3/IMYHbIX KpuTepures. MO3BONAIOT HACTPOUTL YPOBHU [OCTYMa NoJsib30BaTesNIEN B 3aBUCUMOCTM OT ponen,
WUCTOYHUKOB ayTeHTUdMKauum 1 apyrmux napameTtpos. HaxxmuTte Lo6aBuTh NnpaBuno, 4Tobbl 06aBNTbL NPaBuIo
aAMUHUCTPUPOBaHKSA. 3anojiHUTe cnefytolme nons:



CTtaTyc — aKTUBHO I NMPaBuio;
Uma — nmsa npasuna;
OnucaHue — onucaHwe npasuna;
OnepaTtop — NpUHLWMN NPOBEPKMN YC/I0BUN. 3HavyeHne ALL yka3biBaeT, YTO O0/KHbI ObITb BbIMNOJIHEHbI BCE
nepevuncneHHsle ycaosus. 3HadeHne ANY yKasbiBaeT, 4TO AO/KHO OblTb BbINOJIHEHO XOTA Obl 0AHO NPaBUIIO;
o YcnoBua — Habop KpuTepues, NCMOJIb3yeMbIX A5 NPOBEPKU KMeHTa. Konny4ecTBo YCN0BUN HEOrPaHUYEHHO N MOXET
N3MEHATLCSA C NOMOLLbLIO HaXkaTusa Ha MKOHKN © ©. Ka)kaoe ycsioBue CoCTOUT 13 CriedyoWwmnx 3/1eMeHTOoB:
= ATpuOYT — napameTp, KOTOpbIN ByneT NpoBepATLCA; OnepaTop — TUMN CPaBHEHUS WAN NPOBEPKMY;
s 3HauyeHue — oxunpaemoe 3HavyeHue aTpnbyTa AN15 BbINOJIHEHUSA YCO0BUS.
o JleNCTBUA — OMpefensoT, YTO NPON3ONAET NOC/E YCMNELHOro BbiNOJIHEHUSA YCN0BMS Npasuaa. Konm4ecTso AencTeui
HEOrpaHM4YeHHO 1 MOXXET U3MEHATLCS C MOMOLLbIO HaXXaTUA Ha KOHKN © ©. Ka)kpoe AencTBme CoOCTOUT U3 cefyowmx
3/IEMEHTOB:
s Tun — BuA pesysbTaTa. Bo3MOXKHbIE 3Ha4YeHUs:
s YpoBeHb pocTyna.
= 3HayeHue — 3HayeHue, COOTBETCTBYIOLLLEE YKa3aHHOMY TuUny.

o o o o

[ns Toro 4Tobbl CO3AaTb HOBbLIA UCTOYHUWK, 3aM0JIHATE NapamMeTpbl KOHDUrypaumm n HaxxmnteCospaTtb. YTobbl COpOCUTL BBEAEHHbIE
napaMeTpbl Ha CTaHA4aPTHbIE 3HaYeHNs, HaXxMnTe COpocuTb. 115 BO3BPpaLLeHNsa Ha NpeablayLlyto CTpaHuuy 6e3 coxpaHeHus
BbIMNOJIHEHHbIX Ha CTPaHuLEe OeNCTBUIA, HaXXMUTE OTMEHUTD.
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