Edirectory

B naHHOW cTaTbe onmMcaHo, Kak HaACTPOUTb NCTOYHUK ayTeHTI/ICpI/IKaLI,I/II/I eDirectory ona onsa ayTeHTIACpI/IKaLI,I/II/I n aBTOpM3aLnNn
nonb3oBaTesnien. 3TOT MeTof ayTeHTUdnKaumm ncnonb3lyeT KaTanor LDAP ona xpaHeHUs y4eTHbIX OaHHbIX nosib3oBaTenen.

Co3paHue HOBOIro UCTOYHUKA ayTeHTUdukKauum Edirectory

[nsa Toro 4Tobbl CO38aTb HOBbIN UCTOYHUK ayTeHTuUdnKauumn Edirectory, HaxkmMnTe HOBbIW BHYTPEHHUN UCTOYHUK B JIEBOM
BepxHeM yrny Tabnuuebl. [Tocne 3Toro oTKPoeTCs MeH KOH(UrypaLmm HOBOro NCTOYHNKA.

B faHHOM MeHI0 AOCTYNHbI cnepywoune HaCTpOIzKI/I:

1.

UMA — 1M UCTOYHUKA ayTeHTUdUKaunn, kotopoe byaet oTobpaxkaTbCs B TabanLe co CNNCKOM BCEX UCTOYHUKOB
ayTeHTUdUKaunn. 3afaeTcs Npu CO3AAHUN UCTOYHNKA U HE MOXXET BblTb N3MEHEHO B faJibHelLleMm;

OonucaHue — onncaHne NCTOYHUKA ayTeHTUdUKaUnn, KoTopoe byaeT oTobpaxkaTbcs B Tabanue co CNNCKOM BCex
WNCTOYHUKOB ayTeHTUGMKauuy;

. XOCT — agpec cepeepa, Ha KOTOPOM pa3BepHyTa c/y)Kba eDirectory. B nossx cripaBa MOXHO yKa3aTb MOPT, N0 KOTOPOMY

npouncxoauT B3aumogenctemne AxelNAC n Active Directory, KOTOpbI MOXKHO MOCMOTpPETb 34eCb. TakKXXe MOXKHO yYKa3aTb MeToA
LN poBaHNA coegnHeHns, ecnn oH TpebyeTcs. MNpu Boibope MeToAa WMPOBaHMUS HEOOX0AMMO HAaCTPOUTb
COOTBETCTBYIOLLME NOASA Ha BKIagke CepTudukarsl;

. Tav“mep HeaoCTYNHOCTU — LaHHbIN napaMeTp onpenendeT, CKOJIbKO CeEKyHA CcepBep A0JIXKeH ObITb OTMeYeH Kak
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HeOCTYMNHbIN nepef NOBTOPHbLIM obpalleHneM K Hemy. MNpun ykasaHum Heckonbkux LDAP-cepepoB nan DNS-umeHu,
YKa3blBaloLLLEr0 Ha HECKOJIbKO IP-agpecos, 3TOT NnapamMeTp MoOXXeT BbITb NCMOsIb30BaH AN obecneyveHns 6onee
nocnepnosaTenbHOro 06xofa oTKkasa. 3HavyeHue 0 OTK/OYaeT 3Ty PYHKLUMIO;

. TaﬁmayT noOAKMNIO4YeHUA — MaKCMaJibHOE BpeEMA OXXNOaHNA YCTaHOBNEHUA LDAP-coeanHeHuns nepen ero pa3pbiBOM.

Ncnonb3yeTcs Ans nNpeaoTBpalleHns 3aBUCcaHns NpoLeccos npu HeJoCTYNHOCTU cepBepa;

. TakMmayT 3anpoca — MaKC/MMaJibHoe BpeMs 0XKuIaHus BbinosHeHns LDAP-3anpoca nepen ero npepbiBaHveM. Mo3BonseT

OorpaHn4YnTb BpemMsa OﬁpaGOTKVI CJTIOXKHBIX NN He3((EeKTUBHBLIX 3aNPOCOB;

. TaﬁmayT OTKJZIMKa — nepuon, B Te4eHne KOToporo cuctemMa oxxmnaoaeTt LDAP-oTKNMKa nocsie OTnpaBKK 3anpoca.

MpumeHseTcs oNs NnpefoTBpaLleHnsa 3aBUCaHNA COefUHEHNI B C/ly4ae 3aepi>XeK CO CTOPOHbI cepBepa;

BasoBoe DN — HayanbHasa To4ka B fepeBe KaTasiora eDirectory, C KOTOPO Ha4MHaEeTCA NMONCK YHETHbIX 3anunucen.
OnpepnenseT 0671aCTb BUAUMOCTY NMOUCKa NONb30BaTeNEN;

O651acTb NPMMEeHeHUA — onpejenseT, Kakue rpynnsl UM nogpasaeneHns katanora eDirectory 6yayT ucnonb3oBaTbCs ONs
ayTeHTUnKaumm. BosMoXXHble BapnaHThbI:

o Base object ;— 6a308Bbi 06beKT, 6€3 y4yeTa fo4epHUX 06BHEKTOB;

o One-level — 6anxaniwme novyepHmne 06bEKThI yKa3aHHOro 06bekTa;

o Subtree — Bce no4yepHue 06bekTol BaszoBoro DN, Bk/t04asA BJIOXKEHHbIE;

o Children — goMeH, KOTOPbIN HAaXO0AMUTCA B AepeBe MPOCTPaHCTBA UMeH NoA SPYrUM AOMEHOM (POoUTEeNbCKUM), 1 B
CBOEM Ha3BaHWWN COOEPXMUT UMA poanTens.

ATpMOYT MMeHu nonb3oBaTenss — OCHOBHOM SAML-aTpmbyT, cogep kallinini UMsa Nonb30oBaTenNs;

Mpouyue aTpubyTbl — npo4ne aTpubyThl, KOTOPbIE MOryT BbITb NCMOJIb30BaHbI Kak UMS MoNb30BaTeNsA (415 NPUMEHEHNS
M3MeHeHnn Heobxoammo nepesanycTuTb cnyxby radius-auth.service);

WUmsa aTpubyTa aneKTpoHHOM NoUuTbl — M aTpubyTa LDAP, coneprkaliero agpec 31eKTPOHHON NMoYThl, MO KOTOPOMY
6yneT Npon3BoAMTLCA MUIbTPaLNS;

Mpueasate DN — y4yeTHada 3anuck (Distinguished Name), ncnonssyemasn gns ayteHTudunkaumm B cny>kbe katanora npu
rnoncke nosib3osaTtenier. OCTaBbTe 3TO NOJE NYCTbIM, €CJ/IN Bbl XOTUTE BbIMOJIHUTb aHOHUMHYIO MPUBA3KY;

Maponb — yyeTHble faHHble, HeobxoanMble Ana AOCTyNa K cepepy eDirectory;

KawimpoBaTb COOTBETCTBUSA NMpaBuay — Npu akTnusauum gaHHoro napametpa AxelNAC KawwnpyeT pe3ynbTaThbl, rae ecTb
COOTBETCTBME MpaBuny;

OTcneXxuBaTb — BKJIIOYAET JIOrMpoBaHme coObITUI ayTEHTUDUKALIMM U ANArHOCTUKY paboTbl UICTOYHUKA;

Cny4yanHoe nopkniouyeHme — BbibupaeT LDAP-cepBep Ans 3anpoca cydYalHbiM 06pa3oM Npu HaNNyYnum HECKOIbKNX
CepBepoB, 4TO MNO3BONAET pacrnpenensaTe HarpysKy;

MUcnonb3oBaTbh KOHHEKTOP — MCMO0J1b30BaTb AOCTYMHbIE KOHHEKTOPbLI AxelNAC A8 NOAKIYEeHMA K AaHHOMY UCTOYHUKY
ayTeHTudmrkaumn. Mo ymMon4aHuio Ha JaHHOM CepBepe pa3MeLLaeTCs JIoKaslbHbI KOHHeKTOp. icnonb3oBaHne yaaneHHbIX
KOHHEKTOPOB B HacTosLLee BpeMs NOAAEPKMBAETCA TOJIbKO Ha @BTOHOMHOM UCMOJIHEHUN;

CBsA3aHHble obnacTm — obnacTu, KoTopble ByAyT CBA3aHbl C AaHHBIM UCTOYHUKOM;

MpaBuna ayteHTudukaumm — Habop ycnosun, onpenensowmx, Kakum obpasoM KJMEHT UM yCTPONCTBO AOJIKHO BbITb
npoBepeHo nepepn NpeaocTaB/ieHNeM JOCTyna K ceTu. HaxxmuTe lob6aBuTb npaBuno, 4Tobbl A06aBNTbL NPaBuIo
ayTeHTUdrKaumn. 3anoaHnTe cneayolme nons:

o CTaTyCc — aKTWBHO /I NPaBWJIO;

o UMa — umsa npasuna;

o OnucaHue — onucaHwe Npasuna;

o OnepaTtop — NPUHLMMN NPOBEPKM YCOBUA. 3HaYeHne ALL yKa3biBaeT, 4TO A0/KHbI ObITb BbINOJHEHbI BCE
nepeyvyncneHHble ycaosusa. 3HadeHne ANY yKasbiBaeT, YTO OOJKHO ObiTb BbINOJAHEHO XOTS 6bl 0A4HO NPaBWIO;

o YcnoBua — Habop KpuTepumes, UCMOJIb3yeMbIX A5 MPOBEPKN KMeHTa. KoNnm4yecTBO yC/I0BUIA HEOrPaHUYEHHO U MOXeT
MN3MEHATBCA C MOMOLLbIO HaXKaTnA Ha MKOHKN © ©. Kaxxgoe yc/ioBMne COCTOUT U3 CNefyoLmnX 3/1eMeHTOB:

s ATpuOYT — napameTp, KOTOpbI ByneT NpoBepATLCS;
= OnepaTtop — TUMN CPaBHEHMWA NN NPOBEPKYU;
= 3HayeHue — oXXuaaemoe 3HayeHue aTpnbyTa AN BbINOJHEHNS YCIOBUS.

o JleWcTBUA — OMNpeaensioT, YTO NPON30NAET Noce YCNeLHOro BeiNoJIHEHNA ycaoBua npasuia. Koimyectso
OEeNCcTBUA HEOrPaHNUYEHHO N MOXKET U3MEHATLCA C MOMOLLbLIO HaXKaTUsA Ha UKOHKN © ©. Ka)kaoe fencTeme COCTOUT U3
clefyoLmnx 3/1eMeHTOoB:

s Tun — Bupj pesysbTaTa. BO3MOXHbIE 3HaYeHus:

s Posb;
Mepuop poctyna 6e3 peaBTopusauum;
JaTa CHATUA C perucTpauum;
BanaHc BpeMeHu;
BanaHc Tpaduka;
Posib U3 UCTOYHMUKA;
UHuuuunposats RADIUS MFA;
s MHuuumuposaTb noptanbHyo MFA.

= 3HayeHue — 3Ha4vyeHne, COOTBETCTBYIOLLEE yKa3aHHOMY Tuny.

Mpy ayTeHTUdUKaLUM Nonb30BaTesNa B CeTH ero ums byieT NpoBepsThCA Ha Hanu4yme B KaTanore Active Directory Ha ocHoBe
ATpubyTa MeHn nosb3oBaTens unu Mpo4vmx aTpubyTos.

MpaBuna agMUHUCTPUPOBaHUA — Habop yCI0BUIA, NCNO/b3YOWMECa 415 yNpaBieHnsa [OCTYNOM agMUHUCTPaTopa K

CUCTeMe Ha OCHOBE pa3/InyHbIX KpuTepres. [103BONSIOT HACTPOUTL YPOBHM AOCTYyMa MnoJsib3oBaTesiell B 3aBUCMMOCTM OT

ponen, NCTOYHUKOB ayTeHTUdUKauMmM n gpyrux napameTpos. HaxxmnTe [Lo6aBuTb NnpaBuso, 4Tobbl 406aBNTb NPaBuIO

aAMUHWCTPUPOBaAHUA. 3anoaHMTe CneayoLmne nons:

CTtaTyc — aKTMBHO M NpaBuIo;

Uma — nma npasuna;

OonucaHue — onuncaHne Npasuna;

OnepaTtop — NpUHLMN NPOBEPKM YC0BUIA. 3HadYeHne ALL yka3biBaeT, YTO A0/KHbl ObITb BbINOJIHEHbI BCE

rnepeyncneHHble ycnosus. 3HadeHne ANY yKasbiBaeT, YTO AOJIKHO 6biTb BbINOAHEHO XOTS Obl 0AHO NPaBWIO;

o YcnoBua — Habop KpuTepmes, UCMOJSIb3yeMbIX A5 MPOBEPKN KMeHTa. Konnm4ecTBo yC/I0BUIA HEOrPaHUYEHHO U MOXeT
M3MEHATBHCS C MOMOLLbIO HaXXaTUA Ha NKOHKK © ©. Ka)kaoe yCcsioBMe COCTOUT U3 CNeayoLWmnxX 3/1eMeHTOoB:

o o0 o o



s ATpuMOYT — napameTp, KOTOopbI ByneT NnpoBepsaThLCS; OnepaTop — TUM CPaBHEHWS WX NPOBEPKU;
= 3HayeHue — oXugaemoe 3HayeHue aTpmbyTa ANA BbINOJHEHNS YC/IOBUS.

o JleMCcTBUA — OMNpenesnaioT, YTO NPON30AAET NOCe YCNELWHOro BbIMOJIHEHNSA YCI0BMA NpaBunia. Konn4yecTso AencTBuin
HEOrpaHU4YeHHO U MOXKeT U3MEHATBLCS C MOMOLLbIO Ha)KaTnA Ha MKOHKN © ©. Ka)kaoe AecTBue COCTOUT U3 CAeayoLmnX
3/1eMEeHTOB:

s Tun — BuA pe3synbTaTa. Bo3MOXXHbIe 3Ha4YeHUs:
s YpoBeHb pocCTyna;
s CpoK npepocTaBJIeHUA CNOHCOPCKOro AocTyna;
s Ha3HauuTb poJsib CNOHCOpaA.
s 3HayeHue — 3Ha4yeHue, COOTBETCTBYIOLLEe YKa3saHHOMY Tuny.

Mpw ayTeHTUdUKaLuumM Nonb30BaTesNsa B CeTH ero ums 6yieT NpoBepsThCA Ha Hanu4yme B KaTanore Active Directory Ha ocHoBe
ATpubyTa MeHu nonb3oBaTens unm Mpoymx aTpubyTos.

Onsa Toro 4Tobbl CO3AaTb HOBbIN UCTOYHUK, 3aMOJIHUTE NapaMeTpbl KOH(pUrypaunm n HaxxmmteCospaTtb. HTobbl cOpoCHTL
BBeZleHHble NapaMeTpbl Ha CTaHAApPTHble 3HAaYeHUs, HaXXMUTe COpPOCUTb. [111 BO3BpaLLeHUs Ha nNpeablayLyo cTpaHuly 6es
COXpPaHeHNA BbIMOJHEHHbIX Ha CTPaHUL e OENCTBUN, HaXXMNUTE OTMEHUTD.
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