ERSPAN

OoOLwue cBepeHusn

ERSPAN no3BonseT 3epkasnvpoBaTb TpaduK NOKaJbHOro nopTa (C HA3KOM NPOMNYCKHOWM CNOCOBHOCTBLIO) Ha yAaneHHbIn IP, Hanpumep, Ha yxe
pa3BepHyTbIN 610K Security Onion. 3aTeM Tpaduk nopTa MHKancynmpyetcsi B ERSPAN, 3aTem B GRE 1 oTnpaBnisieTcs oAHOMY/HECKOJIbKMM
afpecaTaMm.

ERSPAN — 370 TexHonorus Cisco, KoTopasi 4OCTYMNHa TOJIbKO Ha HEKOTOPbIX NaaTgopmMax, BkatoYvas: Catalyst 6500, 7600, Nexus 1 ASR 1000.

OpHMM 13 cnocoboB NoslyyYeHns AOCTyNa K MHKancyIMpoBaHHOMY TpadurKy Ha XoCTe Ha3Ha4yeHnsa ABNAeTCA ncnosb3oBaHue gemoHa RCDCAP.
OHa npencTasnseT cobon AeMOoH, Co3AaloLWnN BUPTYanbHbIN MHTepPdENnc, ecan TakoBoW OTCYTCTBYET, Ha KOTOPOM MPONCXOAUT AeKancynauns
3aronioskos GRE n ERSPAN nepepf nofayen Tpatvka Ha npeablayLmnin nHtepdenc.

3aTem Security Onion MoXXeT NOAKIOYaTbLCS K 3TOMY UHTepdency, Kak n K niobomy gpyromy, n B cnyvae oTkasa gemoHa RCDCAP nponosixxaTb
NpoCNyLNBaTb 3TOT MHTEPMENC, faKe eCN AeKarnCyIMPOBaHHbIA TpadurK yxe byneT HeoCTyMneH.

NcxogHble gaHHble AN onucaHHOro ganee npunMepa:

e |P-anpec kommyTaTopa — 172.16.0.1;
e OTCnexusaeMbli NOPT KOMMyTaTopa — GigabitEthernet0/10;
e |P-appec Ha3zHayeHns MOHUTOpKHra Security Onion — 10.10.10.10 Ha eth2 (siBnseTcs BblAeNneHHbIM NHTEpPdEencom).

HacTpomnka Ha ctopoHe Security Onion
Ons Toro 4Tobbl HacTponTb ERSPAN Ha cTopoHe Security Onion, BbIMOJHATE CaeayloLwme waru:
LWar 1. Bknto4yuTte penosutopuit Inverse ana Security Onion:

sudo bash -c 'cat << EOL >/etc/apt/sources.list.d/securityonion-inverse.list deb http://inverse.ca/downloads/AxeIlNAC/securityonion trusty trusty EOL'
gpg --keyserver keyserver.ubuntu.com --recv 19CDA6A9810273C4 gpg --export --armor 19CDA6A9810273C4 | sudo apt-key add —

LWar 2. YctaHoBuTe RCDCAP:

sudo apt-get update
sudo apt-get install rcdcap

LWar 3. ViameHunTe ceTeBon hann (/etc/network/inferfaces) Takum obpasom, 4Tobbl y eth2 6bin IP-agpec 1 cooTBeTCTBYOWMIA MTU.
LekancynunpoBaHHbI Tpaduk byneT nofgaBaTbCcs Ha monl:

auto eth2

iface eth2 inet static

agpec 10.10.10.10

netmask 255.255.255.240

up ip link set $IFACE arp on up

up ip link set dev $IFACE mtu 1900

post-up ethtool -G $IFACE rx 4096; for i in rx tx sg tso ufo gso gro Iro;
do ethtool -K $IFACE $i off; done

post-up echo 1 > /proc/sys/net/ipv6/conf/$IFACE/disable_ipv6
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auto monl

iface monl inet manual

pre-up rcdcap -i ethl --erspan --tap-persist --tap-device $IFACE
--expression "host 172.16.0.1" -d

up ip link set $IFACE promisc on arp off up

down ip link set $IFACE promisc off down

post-up ethtool -G $IFACE rx ; for i in rx tx sg tso ufo gso gro Iro; do
ethtool -K $IFACE $i off; done

post-up echo 1 > /proc/sys/net/ipv6/conf/$IFACE/disable_ipv6

Lar 4. MoBTOPHO 3anycTuTe MacTep HacTponkK Security Onion n y6eanTeck, YTO NPOMYLLEH LWar HACTPONKK CETH.
LWar 5. YbeauTtech, 4TO 4SS MOHUTOPMHIra BbibpaH monl:

sudo sosetup

HaCTpOﬁKa Ha CTOPOHEe KOMMyTaTopa
[ns Toro 4Tobbl HacTponTb ERSPAN Ha CTOpOHE KOMMyTaTopa, BbINOJIHATE CleAylowmne KOMaHabl:

monitor session 10 type erspan-source
description ERSPAN to 10.10.10.10
source interface GigabitEthernet0/10
destination

erspan-id 10

ip address 10.10.10.10

origin ip address 172.16.0.1

no shutdown ! Default is shutdown
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