FocTeBOM AOCTYN C COr/1IacoOBaHMEM MOJIb30BaTe1eM-CNOHCOPOM 3anpoca oT
noJib30BaTeNA-rocTt4

B BaHHOM CTaTbe ONMCaHO, Kak pa3pelnTb N0sIb30BaTENAM-TOCTAM perncTpmpoBaTbh CBOU YCTPOMCTBA, C MOMOLLbIO 3anpoca
[OoCTyna y noJsib3oBaTesis-cnoHcopa. lNpu Takom MeTole ayTeHTUPUKaumm, nosib3oBaTeslb-rocTb NOJIYYUT AOCTYIM K CeTU rnocse
cornacoBaHus 3anpoca NoJib3oBaTesiIeM-CNOHCOPOM.

HaCTpOﬁKa NCTOYHUKaA ayTEHTMCI:)VIKaU,MVI
Onsa Toro, 4Tobbl 06aBUTH NCTOYHUK ayTEHTUMUKALMN, BbINOAHUTE Cneayouwmne enCcTBUS:

War 1. NMepenguTte B pasgen KoHdurypaumsa - MoAUTUKU U KOHTPONL aocTyna - UCTOYHUKM ayTeHTUdUKauumm v B
6/710Kke BHEeLWwHUe UCTOYHUKM Ha)XMUTe KHOMKY HoBbI BHELLHUMW UCTOYHUK. B Bhinapawwem cnncke Bbibepute
3HayeHue Sponsor.

LUar 2. Ha oTKpbIBLUEACS CTPaHKLLEe 3amnoiHUTE Noss cneayowmm obpasom:

Uma — Sponsor (oaHHoe nmsa byaeT oTobparkaTbCsA B CNMCKE UCTOYHUKOB ayTeHTUgMKaumun);
OnucaHuMe — BBeAUTE ONMMCaHUE UCTOYHMKa ayTeHTudmrkaumm (gaHHoe onucaHmne bynet oTobpakaTbCs B CMCKe
NCTOYHNKOB ayTeHTudhuKaumm);

e CBsi3aHHble UCTOYHUKM ayTeHTUdUKauum — BbiIbepnTe fOMeH, 419 KoToporo byaeT paboTaTb 3TOT MCTOYHUK
ayTeHTUdMKaumm (Bbl MOXXETe 0CTaBUTb 3TO NoJie NyCTbIM, 4TOObI pa3pewnTb paboTy NCTOYHMKA C NIIOOLIMU COeANHEHNAMMN);

e 3anpelléHHble AO0MEeHbl — B JaHHOM M0Jie Bbl MOXKeTe yKa3aTb AOMEeHbI, A8 KOTopbixX byaeT 3anpewieHa paboTa AaHHOroO
NCTOYHMKa ayTeHTudumnkaumm (blacklist);

e PaspelueHHble AOMeHbl — B JaHHOM MoJie Bbl MOXKETE yKa3aTb AOMEHbI, AN KOTOpbIX OyaeT pa3pelueHa paboTa AaHHOroO
NCTOYHMKA ayTeHTudmnkaummn (whitelist);

o TaumayT ccbIIKM akTuBauumn — 30 MUHYT (faHHOe 3Ha4YeHune onpefenseT, B Te4eHe Kakoro Cpoka nocse 3anpoca
MoJsib30BaTesNb-rOCTb MOXET OblTb aKTUBMPOBAH MOJIb30BATEJIEM-CMIOHCOPOM);

o PaspewuuTb NnokKasbHbIX aoMeH — [la (faHHOe 3HaYeHne pa3pellaeT aBTOMaTUYeCKylo perncTpaumio noab3osatenen-
rocTemn, KoTopble HaxXoAATCA B JIOKaJIbHOM JOMEHe);

e 3aMeHMTb XOCT B CCbIJIKE aKTUBaLMU — OCTaBbTe NYCTbIM (AaHHOe 3HaYeHne MoXeT BbITb 3a4aH0 415 NepeHanpaBieHmns
MoJIb30BaTENA-FOCTSA Ha BHELUHWIN pecypc Ana perncrpaumu, Hanpumep, ecam AxelNAC He HaCTpPOEH Ha BHELUHIO CeTb, 13
KOTOPOW NMPUXOANT MOJIb30BaTe/b-roCTh);

e 3aperucTtpuMpoBaTb NpPU aKTUBaLUM — AKTUBMPOBAHO (HaHHOE 3Ha4YeHne onpeaenseT, AOJKEH JIn OCTaBaTbCA
Mosb30BaTeNb-rOCTb Ha NopTaJsie perncTpaunm A0 ee OKOHYaHunS);

e Obsa3aTenbHas ayTeHTUdMKaLUA cnoHcopa — [la (faHHOe 3HaYeHne onpefensieT, AOSHKEH SN MOJb30BaTe s b-CNOHCOP
BBOAWTb CBOW YYeTHble AaHHble AN NOATBEPKAEHNS perucTpaumm nonbL3oBaTens);
fAIsbik — [0 ymon4aHuio (gaHHoe 3HaveHne byaeT BbibupaTb A3bIK MoOpTasa no siokaanm 6pay3epa);

o Co3paTtb NIOKaJIbHYIO YYeTHYI0 3anucbk — [la (faHHOe 3Ha4yeHne onpeaenseT, Co34aBaTh I YHETHYIO 3annch
nonb3oBaTensa B AxelNAC. B cnyyae, Korga 3anvcb co3faHa, Nosb30BaTesNo0 HE HY>XHO ByAeT MOBTOPHO NPOXoAnTb
CMOHCOPCKYIO perncTpaumio);

e MeTopa x3wWwMpoBaHuAa naposen 6a3sbl gaHHbIx — NTLM (ans Toro, 4Tobbl NONL30BaTENb MOI @yTEHTUPULNPOBATHLCS
HeobxoaumMo BbibMpaTb 3HavYeHnsa NTLM mnnu Plaintext);

e NlnvHa naponsa — 8 (DaHHOe 3Ha4yeHMVe ornpeaenseT pa3Mep aBTOMaTUYECKM CreHepPMPOBaHHOIO Naposis, KOTopbin byaeT
OTNpaBJieH N0JIb30BaTENO-FOCTI0);

e KosmuyecTBO BXOA0B B CUCTEMY AJIA JIOKaJIbHOM y4eTHOM 3anucu — O (gaHHOe 3HaYeHue ornpenenseT, CKOJIbKO pas
rocTeBas y4eTHas 3anmcb MOXXeT MOAKIYMTLCA K ceTu. Mpu ykasaHum 0, orpaHnyYeHne oTCyTCTBYET);

e UcTteuyeHue cpoka AeUCTBUA NNOKaNbHOM y4yeTHOM 3anucu — O (DaHHOe 3Ha4yeHne onpeaenseT CPOK AENCTBUSA YHETHOMN
3anucu. Mpu ykasaHuum 0, byaeT NpUMEHATLCS CPOK NpefoCcTaBleHUA AOCTYNa, YKa3aHHbIA B MpaBuiax ayTeHTUdUKaUum ans
rMoJib30BaTeNA-rocTs).

LWar 3. HacTpoiTe NpaBuia ayTeHTUdmKaumnu. 4ns Toro 41obbl fobasnTb Npasusio, HaxxmuTe Lo6baBUTL NPaBUNO 1 BBEAUTE NMS
npasuna ayTeHTUdMKauum. B Hawem cnyyvae mMbl ByaemM NpornyckaTb BCEX MOJib30BaTeNEN, MO3TOMY MpPaBnio MOXXeT bbiTb
Ha3BaHo catchall.

LWar 4. HaxvuTe [lo6aBuTb aencTeue, 4To6bl 106aBUTL AeNCTBUA Npu cpabaTbiBaHUM JaHHOIO NPaBU U U3 BbiNadaloLwwero
cnucka BbibepuTe napameTp Ponb 1 3HavyeHne guest.

Lar 5. Ha)xMuTe Ha 3HaK MJca crnpasa OT NepBoro AeCTBMA U U3 BbiNa4aloLero cnucka Bbibepute napameTpCpok
npepnocTaB/ieHns [0CTyna 1 3HavyeHne 1 yac, 3aTeM HaxxMmnTe Co3aaThb.

HacTtpo#ka npocgpunsa nogknioyeHmn
,D,J'Iﬂ TOoro, 4TOObI ,D,OﬁaBI/ITb COBD,aHHbIVI NCTOYHUK ayTeHTVI(bVIKaLJ,I/II/I B I'IpOd:)I/IJ'Ib noaKnK4YeHnA, BbiNONIHUTE Ccenywoune )J,eMCTBI/Iﬂ:

LWar 1. MepengunTe B pa3nen KoHndurypaumsa - MNoAanMTUKM M KOHTpoAb aoctyna - Mpodunm noakniovyeHnsa n oTKponte
npodusib NOAKOHEHNS, KOTOPbIA Bbl XOTUTE CBA3aTh C AAHHLIM UCTOYHUKOM ayTeHTUduKaumm.

LLar 2. Ha OTKpbIBLUENCS CTPaHMWLLE 3aN0JIHUTe BCce HeobXxoAnMble NONS N aKTUBNPYIWTE NepekoyaTesNb B
cTpoke MepepacnpeneneHue ponen MAC-ayTeHTupUKaumm c noprana . Takum obpasom, fa)ke AN8 YCTPONCTB, KOTOPbIE yKe
6b1511 3aperncTpupoBaHbl B AXelNAC, byaeT ncrnosib3oBaThCs BbIOPaHHbIA NCTOYHUK ayTeHTUdMKaLWN.

LWar 3. B cTpoke ®unbTp Bbibepute TUM NOAKAOYEHUA U yKakuTe SSID (ecnn noaknoyeHne 6ecrnpoBonHoE).

LUar 4. B cTpoke MUCTOYHUKM YKAXKNTE NCTOYHMK, KOTOPbIV Bbl CO3A4a/IN Ha NpeablayLLeM 3Tane n HaxxMmTe COXpaHUTb.



Onsa Toro, 4To6bl MNCBMO C 3anpocoM Ha perncrtpaunto nam C y4eTHbiIMN OaHHbIMU 6b1s10 oTnpaBJZIEHO CI'IOHCOpy/I'OCTIO, Heobxoaumo
TakXXe HaCTPOUTb MHTerpaunto C NO4YTOBLIM CepBepPOM. HaCTpOI7IKa BbIMNOJIHAETCA B pa3nene Koudmrypauuﬂ i HaCTpOﬁKM
cucteMsbl -» OCHOBHbIE HaCTpOﬁKM - YBeaoOMNeHuUs.

HacTtpouka Captive-noptana
Tak>xe Heobxoanmo HacTpouTk paboTy Captive-nopTana B camom AxelNAC:

LWar 1. NMepengute B pa3nen KoHdurypauusa —» CeTeBoe B3aumopgencreue - UHTepdencol 1 Bbibepute nHTEPKENC, KOTOPLIN
6yneT ncnosb3oBaThCs ANA NpefoCTaBeHNs [OCTyNa K CeTu.

Lar 2. B cTpoke [lonoNHUTEIbHBLIA AeMOH(bl) NnpocayLwimMBaHusa 106aBbTe 3HaveHMe portal 13 Bbinagalowero cnicka, 3aTem
HaxMnTe COXpaHUTb.

LWar 3. MepenauTe B pa3aen Cratyc —» Cnyx6bl 1 nepesanyctuTe cneaytowme cnyxbol:

e haproxy-portal;
e httpd.portal;
e iptables.

Co3paHue nonb3oBaTena-CnoHcopa

[locne TOro Kak UCTOYHMK ayTeHTUUKaLnUmM co3gaH N HacTPOeH, HeobxoanMo co3naTb nosb3oBaTensa-crioHcopa. Onsa aToro
BbIMNOSIHNTE Cneayowmne encTBUS:

LWar 1. Nepengnte B pasnen NMonb3oBatenu —» Cospartb 1 3anosaHnTe noas Uma nonbsoBatens (PID), Maponb 1 E-mail.
[aHHble 3Ha4yeHns OyAyT NCMOIb30BaTbCA MOJIb30BaTENEM-CMOHCOPOM A1 BXOAa B MOATBEPXAEHUSA 3aMpoCOB Ha perncrpaumio.

Llar 2. B cTpoke OKHO perncrpaumm yKaxuTe xenaemblil CpoK AeACTBUS YHeTHON 3an1Mcu aaMmuH1ucTpaTopa.

Lar 3. B cTpoke JeMCTBUA U3 BbiNMadaloLero cnicka Bolbepnte napameTp HasHauuTb posib CMNOHCOPA, 3aTEM
HaxMnTe CospaThb.

NNocTteBom pocTtyn
Monb3oBaTenb roCcTb CO30aETCA cleayownm obpasom:
LWar 1. NMonb3oBaTesb-roCcTb NOAKJIIOYAETCA K CETU, NOCse Yyero B bpay3epe y Hero oTKpbiBaeTCsa CTpaHuUa ayTeHTudunKaumu.

LUar 2. Mosnb30BaTesNb-roCTb MPUHNMAET YC/IOBUSI U BBOAWT CBOIO 3JIEKTPOHHYIO MOYTY U 3/IEKTPOHHYIO MOYTY CMOHCOPa.
DNIeKTPOHHas NnoyTa CNoHCOpa BBOAUTCS ANs TOro, 4Tobbl n36exxaTb BHELHUX 3anpocoB. Ecav novTa He coBnagaeT ¢
cywiecTBytoLLEl, KIMeHTY ByleT 0TKa3aHo B peructpauuu.

LWar 3. nOﬂbBOBaTeﬂ}O-CI'IOHCOpy Ha MO4YTY NPUXo4auUT 3anpocC Ha perncrtpayunio c KHOMKOW aKkTMBaLuu.

LWar 4. I'Ipm Ha>XXaTUn Ha KHOMKY MNoJib30BaTeJ1b-CMOHCOP NepeHanpaBndaeTcd Ha CTpaHuuy ayTeHTI/I(pVIKaLlVIVI, roe oH OoJIXXeH
BBECTU CBOU y4HeTHble AaHHble ANA aKTUBaLUWW NOSb30BaTeENA-IOCTA.

Lar 5. Y nosb3oBaTeNs-rocTs Ha noprasje oTobpa)katoTCs BblAaHHbIE MYy YYeTHble AaHHble. 3TN XKe AaHHble by nyT
aBTOMaTUYECKN HarpaBsJieHbl EMY Ha 3JIEKTPOHHYIO MOYTY.

MoBTOpPHLIK BXOA, rocta 6e3 yyacTusa cnoHcopa.

Mocne perncTpaunn rocTtda, BO3MOXXeH BXo 4 no I'IOJ'Iy‘-IeHHOIZ y‘-leTHOIZ 3anucun, 6e3 cornacosaHns 3anpoca CO CnoOHCOpPOM. Ons satoro
HeobxoANMO BbIMOJIHUTb cnepywouine warun:

LWar 1. NMepenguTte B pa3gen KoHndurypauusa —» MonuTUKM n KOHTponb poctyna - Mpodunm nopknioueHns v oTkponte
npoguib NOAKNOYEHMNS, KOTOPbIA BblN co3AaH ANs NPpefoCTaBNeHNs rocTeBOro A4ocTyna.

LWar 2. B cTpoke MCTOYHUKMU HAaXXMUTE Ha 3HaK MJoca cripasa OT Ballero UCTOYHUKA U Bbl6epI/ITe NCcTo4HKK local n3
BblMNafatoLLlero Crncka, 3ateM HaxxmmTe CoXxpaHuTb.

Tenepb Nonb30BaTESO NPU NOAKOYEHUN ByneT NpefoCcTaBNATLCA BbI6Op cnocoba ayTeHTUdUKaLmMm Ha nopTane. Takum obpasom,
noJsib30BaTeslb CMOXKET 3aMpoCUTb PErncTPaLnio y CMOHCOPa, MB0 CMOXKET CaMOCTOATENIbHO NMOAKIOYNTLCS, UCMOJIb3YS paHee
nosly4YeHHble y4YeTHble AaHHbIe.

ID cTaTbu: 119

MocnenHee obHoBneHwne: 7 aBr., 2024

O6HoBneHo oT: Eropos B.

PeBunsns: 3

ba3a 3HaHun AxelNAC -> [lokymeHTaumsa -> Cuctema KoHTpons goctyna kK cetn «AxelNAC». Bepcua 1.0.0 -> AxelNAC. PykoBoAcTBO
aAMUHNCTPaTopa -> /ICTOYHMKK ayTeHTudmrkaumm -> FocTesBon 4OCTYyN C COrJlacoBaHNEM rMoJsib30BaTesIeM-CMOHCOPOM 3anpoca oT
noJsib30BaTeNa-rocTs
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