NHTerpaunsa AxelNAC c kommyTaTopamum Cisco Catalyst 2960, 2970, 3560 n 3750

B naHHOWM cTaTbe paccMaTpumBaeTcs npouecc nHTerpaummn AxelNAC ¢ kommyTaTopamm Cisco Catalyst 2960, 2970, 3560 n 3750.

He pekomeHayeTCs ncnonb3oBaHue pyHKLMoOHana Port-Security npu aktusauum 802.1X nan MAC-ayTeHTUdUKaLNN. DTO MOXET
Bbl3BaTb HenpeaBuAeHHOe NnoBedeHne KoMMyTaTopa.

Y6epmnTech, 4TO y Bac HaCTpPOeHa JloKasbHasa y4eTHas 3anncb agMMHUCTPaTopa Ha KOMMyTaTope, T.K. nNocne akTmeauum 802.1X
nnn MAC-ayTeHTU(MKaLMm KOMMyTaTop 3anpoCcuT yYeTHble AaHHbIe NPy CNefyoLeM NoAKIIIYEeHNN.

Mpwn ncnonb3osaHun 802.1X n arperauymm ceTesBbiX MHTEPENCOB Ha OA4HOM KOMMYTaToOpe UK CTEKE BO3MOXHO NCMO/Ib30BaHne
hyHKUMM mac-move. Korga Bbl ayTeHTUPULMPYEeTEe OCHOBHOE COeAVHEHME rpynnbl MHTepdencoB, BUpTyasbHbii MAC-agpec
6yneT ony6ankoBaH 1 aBTOpM30BaH Ha NopTe KOMMyTaTopa. [Npu paspbiBe coeaANHEHNS Ha AaHHOM NHTepdelice (HanpuMep, Npu
OTKJIl04eHMK hm3undeckoro kabens), apansep rpynnel onybnvkyeT MAC-agpec Ha Apyrom uHtepdence rpynnbl, 1 KOMMyTaTop
nonbITaeTcsa ero asTopusosaTb. OOHAKO, MOCKOJIbKY KOMMYTaToOp y>Ke nmeeT 3ToT MAC-afpec B ceccumn Ha apyromM
KOMMYTaLMOHHOM MOPTY, OH nepeBedeT NHTepdenc B pexxnm err-disabled.

YTo6bl NMPenoTBpaTUTL Takoe NoBeAeHne, HeobxoAMMOo paspeLlnTb KOMMyTaTopy nepemelteHne MAC-agpecos Mexay nopramu.
[nsa aToro ucnonb3synte komaHay authentication mac-move permit.

FnoGanbHblie HACTPOUKHM
LWar 1. [InA nepBMYHON KOH(UrypaLnn BeINOAHUTE cneayowmnii Habop KOMaHA:

dotlx system-auth-control

aaa new-model

aaa group server radius anac

server name anac

aaa authentication login default local

aaa authentication dotlx default group anac
aaa authorization network default group anac

LWar 2. CkoHdpurypupyimnte RADIUS-cepBep:

radius server anac
address ipv4 192.168.1.5 auth-port 1812 acct-port 1813
automate-tester username dummy ignore-acct-port idle-time 3
key 0 useStrongerSecret

radius-server vsa send authentication

LWar 3. HacTtponTte ucnonb3osaHue CoA (pyHkunoHan CoA He nogpepxmnsaeTcs Ha kommyTaTopax Cisco 2960+, onncaHue
peayTeHTUdMKaLUN ONNCAHO B CEKLIMN HIKE):

aaa server radius dynamic-author
client 192.168.1.5 server-key useStrongerSecret
port 3799

LWar 4. Aktusupymnte SNMP Ha kKomMmyTaTope:

snmp-server community public RO

KoHdurypauua komMmyTaTopa ana ayreHTupmkaumm no craHpgaprty 802.1X ¢
¢dyHkKumoHanom MAB

[na HacTponkun ayTeHTUdmkaymm no ctaHaapTy 802.1X ¢ nogaep>xkon MAB, BbINOSIHAUTE Ha KaXXA0M UHTepdence, KOTOpPbIN
NAaHNPYeTCA UCNOJIb30BaTh, Caeayowmnin Habop KoMaHA:

switchport mode access
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication periodic
authentication timer restart 10800
authentication timer reauthenticate 7200
authentication violation replace
mab

no snmp trap link-status

dotlx pae authenticator

dotlx timeout quiet-period 2
dotlx timeout tx-period 3



KoHdurypauus MAB

Ons Toro, 4Tobbl HACTPOUTL TONBKO (hyHKLUMOHaN MAB, BbINOIHUTE Ha KaXXA0M UHTepdeiice, KOTOPbIN NAaHNPYETCA UCMO/Ib30BaThb,
cnepyowmin Habop KoMaHA:

switchport mode access
switchport voice vlan 100

dotlx mac-auth-bypass

dotlx pae authenticator

dotlx port-control auto

dotlx timeout tx-period 5

dotlx reauthentication
authentication periodic
authentication timer restart 10800
authentication timer reauthenticate 7200
authentication violation replace
mab

no snmp trap link-status

Mpouecc KoHpuUrypaunum MAB MoXXeT oTIMYaTbCsA AN pa3Hbix Bepcuin MO kommyTaTopoB Cisco Catalyst 2960. ObpaTutech k

OQVIQI/IaJ'IbHOVI NOKYMEeHTaLunun Cisco ons aKTyaJIbHOro onncaHusa HaCTpOVIKI/I.

KoHdurypauusa Beb-ayteHTuukaumm

HacTtpouka nopta KOMMyTaTopa Ansa Beb-ayrteHTucdukauumm

Ona Toro, 4Tobbl Beb-ayTeHTNMMNKaumna B AxelNAC cTana AOCTYNHON, He0H6X0AMMO HaCcTPOUTb NOPT KOMMyTaTopa. BeinonHuTe
cnepyouwime oencTeuns:

LWar 1. NMoaknunTtecb K KOMMYTaTOpPy MO NPOTOKOJY SSH Kak agMuMHMUCTpaTop.
LWar 2. Bknoyunte dpyHkumio Change-of-Authorization (CoA) B KoHpUrypauum kommyTtaTopa.
LWar 3. Pa3pewnTe cepepy AxelNAC (172.20.100.2) nocbinaTb CoA-3anpockl Ha KOMMyTaTop:

aaa server radius dynamic-author
client 172.20.100.2 server-key useStrongerSecre
port 3799

Lar 4. BknoynTe Beb-ayTeHTUdMKaUMio B rnobanbHOM KOHGUrypaumum kommyTaTopa. na sToro fobasbTe cieayoLLyto
KOHUrypaumto B rnobanbHyo cekumio:

ip device tracking
ip http server
ip http secure-server

LWar 5. Jo6asbTe ACL, KoTOpbI ByaeT nepeHanpaBnaTb Tpaduk Ha nopTan AxelNAC:

ip access-list extended registration
deny ip any host 172.20.100.2
permit tcp any any eq www

permit tcp any any eq 443

HacTtpo#ika KoHdurypauum kommytatopa B AxelNAC

Mocne Toro, Kak NOPT KOMMyTaTopa HacTpoeH Ans Beb-ayTeHTUdMKaumMm, Heobxoanmo coobwnte AxelNAC, 4yTo oHa byneT
MCMOJIb30BaTbCA Ha A@aHHOM KOMMyTaTope. [1/1s 3TOro BbIMOJIHUTE Clieaylowme AeicTems

LWar 1. NMepengute B pasgen Kondpurypauusa - NMoaMTUKKN M KOHTPOJIb AocTtyna - CeTeBble YCTPOUCTEA .
Lar 2. KnukHuTe no IP-agpecy komMyTaTopa, 4TobObl OTKPbITb NapaMeTpbl ero KOHpUrypaumu.
LWar 3. Ha Bknlagke OnpepeneHme akTuBNpyinTe napameTp ObecnevyeHue paboTbl BHELLHEro noprana.

LWar 4. MNepekntountecb Ha Bknagky RADIUS n akTuBumpyriTe napameTp Ucnonb3oBatb COA, a TakXXe YCTaHOBMTE 3Ha4YeHne
napameTpa CoA-nopT pasHbIM 3799.

LWar 5. Ha Bknagke Ponu BHecuTe crefyoume nsMeHeHus:

e B 6n10ke HasHauyeHue VLAN ID ycTaHoBMUTE Ons perncrpaunmoHHon n rocteson VLAN 3Ha4veHne 20. 3To No3BOAMT
He3aperncTpupoBaHHbIM KJIMEHTaM N3HaYasnbHO nonagaTtb B VLAN 20 n nsbexxaTb cMeHbl VLAN nocne ycrnewHom
ayTeHTuUdurkaumn yepes Captive-nopran;

e B 6/7loke HazHa4yeHue Local ACL akTuBupyiiTe napameTp HasHa4atb Local ACL v ycTaHoBUTe 41 posiv perucrpaumm
3Ha4veHue registration (ums ACL Ha KOMMyTaTOpe, Co34aHHOe B Ware 5 npeabiayuien cekumm). 3To obecneunT
nepeHanpasneHue Beb-Tpadurka nonb3oBaTens Ha Captive-noptan AxelNAC.

e B 6510ke HazHayeHue URL Be6-ayTeHTUdUKauum aktusmpyinTe napametp HasHayatbe URL BeG-ayTeHTUUKauum 1
yctaHoBuTe URL pernctpaunn http://172.20.100.2/Cisco::Catalyst_2960/.


https://www.cisco.com/c/en/us/support/switches/catalyst-2960-series-switches/products-installation-and-configuration-guides-list.html

Llar 6. CoxpaHuTe BCe U3MeHeHUs KOHpUrypaumm, Haxas CoXxpaHUTb.

AKTBauma HasHaveHus Local ACL n Downloadable ACL u3 AxelNAC

OOLwme HaCTPOMKM

KommyTaTopsl Cisco nogaepxunsatoT RADIUS pushed ACLs, 4To 03Ha4aeT, 4TO Bbl MOXKeTe Ha3HavYaTb ACL Hanpsamyto n3 AxelNAC,
He HacTpauBas MX B CBOMX KOMMYyTaToOpax, U Ux npasuia OyayT NpMMeEHSATHCS K KOMMYTaTopy BO BpeMsa ayTeHTudukauum. 3tn ACL
onpenensnTCcsa no ponsam, kak n VLAN, 4To o3Ha4vaeT, 4TO Bbl MOXeTe onpenenntb pasnnyHele ACL ana perncrtpaunonHon VLAN,
npoayktTusHon VLAN, rocteson VLAN n T. 4.

Ona akTuBaumMm AaHHOro YHKLUMOHANa BbIMOJIHUTE C/ieayoLy0 KOMaHay:

ip device tracking

Cisco 10S 12

Ona peanunsaunm paboTbl hyHKLMOHaNa NpsiMoro HasHavyeHua ACL B kommyTaTopax Cisco, ynpasasieMbiX NporpaMmMHbIM
obecneyeHunem Cisco 10S 12.2 n cTapwe, Heobxo0AMMO BbINOJHUTL Cefylolime 4eNCTBUS:

LWar 1. Co3panTe cneunanbHbin ACL ana paboTbl NOPTOB A0 ayTeHTUDUKaLMK:

ip access-list extended Auth-Default-ACL

permit udp any range bootps 65347 any range bootpc 65348
permit udp any any range bootps 65347

permit udp any any eq domain

deny ip any any

Lar 2. Ha3sHaybTe gaHHbIn ACL HTepdency nopta KOMMyTaTopa:

interface GigabitEthernetx/y/z

ip access-group Auth-Default-ACL in

KoHndurypauumsa peayteHTupukauum Ha kommytatopax Cisco Catalyst 2960+

KommyTaTopsbl Cisco Catalyst 2960+ He nogaep>xuBatoT pyHkUmoHan CoA. ns peanusaunm peayTeHTUPUKALNM BbIMOJIHUTE
cnepyloune oencTems:

LWar 1. MepengnTe B pa3nen Kondurypauusa - MoAMTUKU U KOHTPOJIb AocTyna - CeTeBble YCTPOUCTBA , 1 BbibepuTte
KOMMYTaTOp, B KOTOPbIV Bbl XOTUTE BHECTU U3MEHEHUS.

Llar 2. Ha BkJlagke OnpepeneHue akTuBUpYiiTe NapameTp PeayTeHTudUKaLUA Ha NpeabiAyLLEM CETEBOM YCTPOMCTBe . B
KayecTBe MeTola peayTeHTUdUKauum BeibepuTe NpoTokon SSH.

LWar 3. MepenanTte Ha Bknaaky CLI n Bbibepnte SSH B kKayecTBe TPaHCMOPTHOrO NPOTOKONA.

KommyTaTopbl Cisco Catalyst 2960+, B 3aBUCUMOCTM OT KOHpMrypaumm, nognepxmsaioT He 6onee 15 ogHoBpeMeHHbIx SSH-
coefunHeHun. He gonyckanTte 6onbLUero Koan4yecTsa 0AHOBPEMEHHbIX peayTeHTUMNKaALUNA, T.K. OCTallbHble COeANHeHna He byayT
06paboTaHbl n3-3a 61OKNPOBKM COKETa.
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