NHTerpaunsa AxelNAC c kommyTaTopamum Cisco Catalyst 2960, 2970, 3560 n 3750

B naHHOWM cTaTbe paccMaTpumBaeTcs npouecc nHTerpaummn AxelNAC ¢ kommyTaTopamm Cisco Catalyst 2960, 2970, 3560 n 3750.

He pekomeHayeTCs ncnonb3oBaHue pyHKLMoOHana Port-Security npu aktusauum 802.1X nan MAC-ayTeHTUdUKaLNN. DTO MOXET
Bbl3BaTb HenpeaBuAeHHOe NnoBedeHne KoMMyTaTopa.

Y6epmnTech, 4TO y Bac HaCTpPOeHa JloKasbHasa y4eTHas 3anncb agMMHUCTPaTopa Ha KOMMyTaTope, T.K. nNocne akTmeauum 802.1X
nnn MAC-ayTeHTU(MKaLMm KOMMyTaTop 3anpoCcuT yYeTHble AaHHbIe NPy CNefyoLeM NoAKIIIYEeHNN.

Mpwn ncnonb3osaHun 802.1X n arperauymm ceTesBbiX MHTEPENCOB Ha OA4HOM KOMMYTaToOpe UK CTEKE BO3MOXHO NCMO/Ib30BaHne
hyHKUMM mac-move. Korga Bbl ayTeHTUPULMPYEeTEe OCHOBHOE COeAVHEHME rpynnbl MHTepdencoB, BUpTyasbHbii MAC-agpec
6yneT ony6ankoBaH 1 aBTOpM30BaH Ha NopTe KOMMyTaTopa. [Npu paspbiBe coeaANHEHNS Ha AaHHOM NHTepdelice (HanpuMep, Npu
OTKJIl04eHMK hm3undeckoro kabens), apansep rpynnel onybnvkyeT MAC-agpec Ha Apyrom uHtepdence rpynnbl, 1 KOMMyTaTop
nonbITaeTcsa ero asTopusosaTb. OOHAKO, MOCKOJIbKY KOMMYTaToOp y>Ke nmeeT 3ToT MAC-afpec B ceccumn Ha apyromM
KOMMYTaLMOHHOM MOPTY, OH nepeBedeT NHTepdenc B pexxnm err-disabled.

YTo6bl NMPenoTBpaTUTL Takoe NoBeAeHne, HeobxoAMMOo paspeLlnTb KOMMyTaTopy nepemelteHne MAC-agpecos Mexay nopramu.
[nsa aToro ucnonb3synte komaHay authentication mac-move permit.

FnoGanbHblie HACTPOUKHM
LWar 1. [InA nepBMYHON KOH(UrypaLnn BeINOAHUTE cneayowmnii Habop KOMaHA:

dotlx system-auth-control

aaa new-model

aaa group server radius anac

server name anac

aaa authentication login default local

aaa authentication dotlx default group anac
aaa authorization network default group anac

LWar 2. CkoHdpurypupyimnte RADIUS-cepBep:

radius server anac
address ipv4 192.168.1.5 auth-port 1812 acct-port 1813
automate-tester username dummy ignore-acct-port idle-time 3
key 0 useStrongerSecret

radius-server vsa send authentication

LWar 3. HacTtponTte ucnonb3osaHue CoA (pyHkunoHan CoA He nogpepxmnsaeTcs Ha kommyTaTopax Cisco 2960+, onncaHue
peayTeHTUdMKaLUN ONNCAHO B CEKLIMN HIKE):

aaa server radius dynamic-author
client 192.168.1.5 server-key useStrongerSecret
port 3799

LWar 4. Aktusupymnte SNMP Ha kKomMmyTaTope:

snmp-server community public RO

KoHdurypauua komMmyTaTopa ana ayreHTupmkaumm no craHpgaprty 802.1X ¢
¢dyHkKumoHanom MAB

[na HacTponkun ayTeHTUdmkaymm no ctaHaapTy 802.1X ¢ nogaep>xkon MAB, BbINOSIHAUTE Ha KaXXA0M UHTepdence, KOTOpPbIN
NAaHNPYeTCA UCNOJIb30BaTh, Caeayowmnin Habop KoMaHA:

switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication periodic
authentication timer restart 10800
authentication timer reauthenticate 7200
authentication violation replace

mab

no snmp trap link-status

dotlx pae authenticator

dotlx timeout quiet-period 2

dotlx timeout tx-period 3



KoHdurypauua koMmMmyTaTopa ana ayreHTupmkaumm no craHpaprty 802.1X ¢
¢dyHkumoHanom MAB (ansa peanusauum VolP)

[na HacTponku ayTeHTUdmkauymm no ctaHaapTy 802.1X ¢ nogaepxxkon MAB, ans ayteHTudunkaymm VolP-yCTponcTB, BbINOJAHNTE Ha
KaXX[10M UHTepdence, KOTOPbIA NIaHUPYETCA NCNOIb30BaTh, CAeAyoLWmnin Habop KoMaHA:

switchport mode access

switchport voice vlan 100
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication periodic
authentication timer restart 10800
authentication timer reauthenticate 7200
authentication violation replace

mab

no snmp trap link-status

dotlx pae authenticator

dotlx timeout quiet-period 2

dotlx timeout tx-period 3

KoHdurypauus MAB

Onsa Toro, 4Tobbl HACTPOUTL TOJIBKO (PYHKLMOHaN MAB, BbINOSHUTE Ha KaXkAoM UHTepgeince, KOTOPbIN NiaHMPYeTCs NCMOJIb30BaTb,
cnepyowmnin Habop KoMaHA:

switchport mode access
switchport voice vlan 100

dotlx mac-auth-bypass

dotlx pae authenticator

dotlx port-control auto

dotlx timeout tx-period 5

dotlx reauthentication
authentication periodic
authentication timer restart 10800
authentication timer reauthenticate 7200
authentication violation replace
mab

no snmp trap link-status

Mpouecc koHpuUrypauum MAB MoXXeT oTAnYaTbCA 4aa pa3Hbix Bepcui MO kommyTaTopos Cisco Catalyst 2960. O6paTuTtech K
ouumanbHon nokyMeHTaumm Cisco ANA aKTyasIbHOro ONMCaHNs HaCTPONKN.

KoHdurypauusa Beb-ayTteHTuUKaumm

HacTponka nopta KOMMyTaTopa ans Beb-ayreHTudukauum

Onsa Toro, 4Tobbl Beb-ayTeHTUdMKaumsa B AxelNAC cTtana 4oCTynHOW, HeobXxoaMMO HaCTPOUTbL MOPT KOMMyTaTopa. BeinonHuTe
cnepyouime oencTens:

LWar 1. NMoakn4nTecb K KOMMyTaTOpPy NO NPOTOKOJY SSH Kak agMunHMUCTpaTop.
LWar 2. Bknioynte dpyHkumio Change-of-Authorization (CoA) B KoHhUrypauum kommyTtaTopa.
LWar 3. Pa3pewnTe cepsepy AxelNAC (172.20.100.2) nocbinatb CoA-3anpockl Ha KOMMyTaTop:

aaa server radius dynamic-author
client 172.20.100.2 server-key useStrongerSecre
port 3799

Llar 4. BkntouynTe Beb-ayTeHTUDMKaLMIO B r106asibHON KOHGUrypauum kommyTaTopa. [na sToro nobasbTe clefyoLlyto
KOH(Urypauuio B rnobasbHy0 CeKkLuto:

ip device tracking
ip http server
ip http secure-server

LWar 5. Jlo6asbTe ACL, KoTopbIn ByaeT nepeHanpaBaaTb Tpaduk Ha nopTan AxelNAC:

ip access-list extended registration
deny ip any host 172.20.100.2
permit tcp any any eq www

permit tcp any any eq 443


https://www.cisco.com/c/en/us/support/switches/catalyst-2960-series-switches/products-installation-and-configuration-guides-list.html

HacTtpouka koH¢purypauum kommytatopa B AxelNAC

Mocne Toro, Kak NOpPT KOMMyTaTopa HacTpoeH Ans Beb-ayTeHTUdMKaumm, Heobxoaumo coobwntbe AxelNAC, 4yTo oHa bByneT
MCMNOJIb30BaTbCA Ha J@HHOM KOMMyTaTope. [1115 3TOro BbINOJHUTE Clieayoline aeicTems

LWar 1. MepenauTte B pasnen Kondpurypauusa - MosMTUKKM M KOHTPOJIb gocTtyna - CeTeBble YCTPOUCTEA .
LWar 2. KnukHuTe no IP-agpecy kKomMyTaTopa, 4ToObl OTKPbITb MapaMeTpbl ero KOHpUrypaumu.
LWar 3. Ha Bknagke OnpepeneHme akTuBNpyinTe napameTp ObecneyeHue paboTbl BHELLHEro noprana.

LWar 4. MNepekntountecb Ha Bknagky RADIUS n akTusumpyriTe napameTp Ucnonb3oBatb COA, a TakXXe YCTaHOBMTE 3Ha4YeHune
napameTpa CoA-nopT paBHbIM 3799.

LWar 5. Ha Bknagke Ponu BHecuTe criegyowme nsMeHeHus:

e B 6510ke HasHauyeHue VLAN ID ycTtaHoBUTe ansa peructpaumoHHon u rocteson VLAN 3HayYeHune 20. 3TO NO3BOANT
He3aperncTpMpoBaHHbIM KJIMEHTaM N3HaYanbHO nonadaTtb B VLAN 20 n nsbexxatb cMeHbl VLAN nocne ycrewHom
ayTeHTuUdurkaumn yepes Captive-nopran;

e B 6/7lo0ke Ha3Ha4yeHue Local ACL akTuBupyiiTe napameTp HasHa4atb Local ACL v ycTaHoBUTe 41 pOsiM perncrpaumm
3Ha4veHwue registration (ums ACL Ha koMMyTaToOpe, co3haHHOe B Wware 5 npeabiayuien cekumm). 3To obecneunT
rnepeHarnpasJsieHne Beb-Tpacduka rnosb3oBaTtens Ha Captive-nopTtan AxelNAC.

¢ B 6510ke HasHayeHue URL Be6-ayTeHTUdUKauum aktusmpyinTe napametp HasHayatbe URL BeG-ayTeHTUUKauum 1
ycTaHoBuTe URL perucTtpaumn http://172.20.100.2/Cisco::Catalyst_2960/.

LWar 6. CoxpaHuTe BCe U3MEHEHNA KOHDUrypaummn, Ha>kaB COXpaHUTb.

AKTBauma HasHavyeHus Local ACL u Downloadable ACL u3 AxelNAC

OOLwme HaCTPOMKM

KommyTaTopsl Cisco nogaep>kusatoT RADIUS pushed ACLs, 4To 03Ha4aeT, 4TO Bbl MOXeTe Ha3HadaTb ACL Hanpsamyto n3 AxelNAC,
He HacTpamBas MX B CBOMX KOMMYTaTOpax, U Ux npasuia 6yayT NPUMEHATBCSA K KOMMYTaTOpy BO BpeMsa ayTeHTudunkauum. 3tn ACL
onpenensanTca no ponsam, kak n VLAN, 4To 03Ha4YaeT, 4TO Bbl MOXETe onpeaenuTb pa3snnmyHblie ACL ons pernctpaumoHHon VLAN,
npoaykTusHon VLAN, rocteson VLAN u T. 4.

Ona akTuBauMy AaHHOrO YHKLIMOHAIA BbIMOJIHUTE CefYIoLY0 KOMaHay:

ip device tracking

Cisco 10S 12

Ons peanusaumm paboTbl HyHKLMOHaNa NPAMOro HasHavyeHns ACL B kommyTaTopax Cisco, ynpaBasieMblX NporpamMMHbIM
obecneyeHunem Cisco 10S 12.2 n cTapLue, Heo6xXo0A4MMO BbINONHUTL CleayloLlme AencTBrS:

LWar 1. Co3nanTe cneunanbHbin ACL ana paboTbl NOPTOB A0 ayTeHTUDUKaLMK:

ip access-list extended Auth-Default-ACL

permit udp any range bootps 65347 any range bootpc 65348
permit udp any any range bootps 65347

permit udp any any eq domain

deny ip any any

LWar 2. Ha3HaybTe pgaHHbIM ACL nHTepdency nopta KommyTaTopa:

interface GigabitEthernetx/y/z

ip access-group Auth-Default-ACL in

KoHdurypaumusa peayrteHtupmkaumm Ha kommytaTtopax Cisco Catalyst 2960+

KommyTaTopsl Cisco Catalyst 2960+ He nogaep>xuatoT pyHKuMoHan CoA. [1na peannsaunm peayTeHTUMUKaLMN BbINOJHUTE
cnepyouwime oencTens:

LWar 1. MeperianTe B pa3nen Kondurypauusa - MoAMTUKU U KOHTPOJIb AocTyna - CeTeBble YCTPOUCTBA , 1 BbibepuTe
KOMMYTaTOp, B KOTOPbI/ Bbl XOTUTE BHECTU N3MEHEHUS.

Llar 2. Ha Bklagke OnpepeneHue akTUBUPYiTe NapameTp PeayTeHTudUKaLUA Ha NpeabiayLLeM CETEBOM YCTPOMCTBe . B
KayecTBe MeTola peayTeHTUdUKauum BbibepuTe NnpoTokon SSH.

LWar 3. Mepenonte Ha Bkaaaky CLI v BbibepuTe SSH B KayecTBe TPAHCMNOPTHOrO NPOTOKOJa.

KommyTaTopsbl Cisco Catalyst 2960+, B 3aBUCMMOCTU OT KOHGUrypauum, nogaep>xmatoT He 6onee 15 ogHoBpeMeHHbIX SSH-
coegnHeHnn. He ponyckanTe 6onblIero KoaMyecTsa O4HOBPEMEHHbIX peayTeHTUMUKaLNNA, T.K. OCTasIbHble COeANHEHNS He byayT
obpaboTaHbl N3-3a 6JIOKMPOBKU COKETA.
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