NHTerpaunsa AxelNAC c kommyTaTopamu Eltex MES

B naHHOW cTaTbe paccmaTpusaeTcs npouecc nHTerpauumn AxelNAC ¢ kommyTaTopamu Eltex MES.

YbeauTechb, 4TO y BaC HaCTpoOeHa JIoKasibHasa y4eTHasa 3anucb agMUHUCTPaATOpa Ha KOMMyTaTope, T.K. nocsie akTusaumm 802.1X nnn MAC-
ayTeHTUUKaLMM KOMMYTaTop 3aMpoCUT YYE€THbIe JaHHbIe NMPU CeayloweM NoaKIIYEeHNN.

Hactpouka 802.1x n MAC-aBTtopusauum 4Yepe3 RADIUS-cepBep

KoHdurypauus RADIUS-cepBepa

LWar 1. [ns nepBuU4HON KOHMUrypaumm Heobxoammo akTnusmposaTb paboTy RADIUS-cepBepa. [I15 3TOr0 BbINOJIHUTE HAa KOMMyTaTope C/iefyioLyto
KOMaHay:

radius server enable

LWar 2. BoinonHuTe KoHpurypauunto RADIUS-cepsepa n AAA C NOMOLLbIO CeAyoWmMX KOMaHa:

aaa authentication dotlx default radius none
aaa authorization dynamic radius

aaa accounting dotlx start-stop group radius
]

radius-server host 192.168.1.10 encrypted key YourSecret usage all
radius-server host source-interface vian 999 #Ecan Heo6xoAMMO SIBHO yKa3aTb C Kakoro uHTepgenca AoJ>KHbl OTNPaBAsATLCA 3anpockl Ha RADIUS-cepBep#

KoHdurypauus uHtepcencos
LWar 1. AkTuBumpyinTe nogaep>xky dotlx n CoA ¢ NOMOLbIO CeayoLWmnx KOMaHAa:

dotlx system-auth-control
aaa authorization dynamic radius

LUar 2. BbINo/IHNTE KOH(UrypaLuio MOpTOB C NMOMOLLbIO clieflytowero Habopa KoMaHA:

interface gigabitethernet1/0/7 ##

dotlx port-control auto #akTnBauusa nogaepxku 802.1x#

dotlx reauthentication #akTuBauns peryaspHon peayTeHTUDUKALNN KINEHTOB#

dotlx timeout reauth-period 300 #nepwuon peayteHTudukaumnm 300 cekyHa#

dotlx host-mode multi-auth #nognep>xka HeCKONbKMX 0AHOBPEMEeHHbIX ceccum dotlx Ha oagHOM nopTe#

dotlx max-hosts 2 #orpaHn4nTb Konn4ecTBo kMeHToB dotlx Ha 04HOM MopTe 2 ceccuAMn#

dotlx authentication mac 802.1x #mMeToAbl ayTEHTUDMKALNM N NX NOPALOK NpUMeHeHna#

dotlx max-login-attempts 5 #K0onM4eCTBO HEYCMELUHbIX MOMbITOK MOAKJIOYEHUSA, MOCE KOTOPbIX KINEHT 6noKmpyeTca#
dotlx critical-vlan enable #noanep>xka "bypass vlan" B kKoTopyto HanpasnseTcsa KAMEHT Npu HepocTynHocTn RADIUS-cepsepoB#
dotlx critical-vlan 100 #yka3aHue Homepa "bypass vlian"#

dotlx radius-attributes vlan static #akTuBauns noaaepxku npuema Homepa vlan ot RADIUS-cepBepa.#

dotlx radius-attributes vendor-specific data-filter #akTuBauua nogaep>xku npuema Homepa ACL oT RADIUS-cepBepa#
exit

Hactpouka RADIUS-aBTOpM3auum agMMHUCTPATOpPOB

Ecnu paHee BbinonHanack HacTporika 802.1x n MAC-aBTopu3aumm, nponyctnTe warn 1 un 2.

[na HaCTPOWKK pasrpaHNyYeHuns focTyna Kk ceTeBoMy 060opyaoBaHMiO, HEO6XOANMO BbIMOSHNTL CnefyoLine AenCTBUA:
War 1. Aktusupyinte paboty RADIUS-cepBepa C NOMOLLbIO C/iefyoLLen KOMaHAbI:

console(config)# radius server enable

LWar 2. YkaxunTe IP-agpec n cekpeTHbli ko4 RADIUS-cepBepa:

console(config)# radius-server host 192.168.1.10 encrypted key YourSecret usage login

Ecnu Bbl NnaHupyeTe ncnosb3osaTb dotlx, A1 napamMeTpa usage ykakute 3HadveHue all.
LWar 3. YcTaHoBuTe cnocob ayTeHTUdMKauUmM Aas Bxoha B cucteMy no npotokosy RADIUS:
console(config)# aaa authentication login authorization default radius local

LWar 4. YcTaHoBMTe cnocob ayTeHTUMDMNKALUN NPY NOBLILLIEHWNN YPOBHSA MPUBUIETUIA:
console(config)# aaa authentication enable default radius enable

War 5. YTobbl He NOTepsATh AOCTYN K KOMMYTaTopy (B cjlydae HepocTynHocTu RADIUS-cepBepa), peKOMeHAYeTCa CO34aTb YYETHYIO 3annch B
nokanbHoW 6a3e faHHbIX, M 3aA4aThk Naposib Ha NPUBUIErMPOBaHHbIN PeXMM:

console(config)# username tester password eltex privilege 15
console(config)# enable password eltex

KoHdurypauusa pasrpaHM4eHusa poctyna
KoHurypaums rpynn 1 nprBs3Ka K HUM ypOBHe NPMBUIErunii BbIMOJHAETCS C MOMOLLbIO ciiefytoliero Habopa KoMaHA:

radius server group admin
vlan name test #ana noctyna kK 060pyAoBaHMIO C YKa3aHHOro vian(onumoHanbHO)



privilege-level 15

exit

!

radius server group privl
privilege-level 1

exit

Hactpouka TACACS-aBTOpM3aLMmM agMUMHUCTPATOPOB

War 1. YkaxunTe IP-agpec n cekpeTHbin ko4 TACACS-cepsepa:

console(config)# tacacs-server host 192.168.10.5 key Secret

LWar 2. YcTaHoBMTe cnocob ayTeHTUdhMKauMn AN BXxoda B cuctemy no npotokoay TACACS+:
console(config)# aaa authentication login authorization default tacacs local

LWar 3. YcTaHoBMTe cnocob ayTeHTUDMKALUM NPY NOBLILLEHUN YPOBHSA NPUBUIIETUIA:
console(config)# aaa authentication enable default tacacs enable

Lar 4. YTobbl He NOTEPSATH AOCTYN K KOMMYTaTopy (B cilydae HepocTynHocTu TACACS-cepBepa), peKOMEHAYETCSA CO34aTb YYETHYIO 3annch B
nokanbHon 6a3e faHHbIX, M 3a4aTb Naposib Ha NPUBUIIErMPOBAHHLIN PEXUM:

console(config)# username tester password eltex privilege 15
console(config)# enable password eltex

Lar 5. Pa3pelwnTe BefeHne akKayHTMHIa A5 CECCUA ynpaBieHUs:

console(config)# aaa accounting login start-stop group tacacs+

Lar 6. AKTMBMpYyTe BeAeHNEe aKkKayHTUHra BBeAeHHbIX B CLI komaHa no npoTokony TACACS+:
console(config)# aaa accounting commands stop-only group tacacs+

LWar 7. AKTnBMpynTe aBTOpM3aLnio BBOAUMbIX KOMaHA Ha TACACS-cepBepe:

console(config)# aaa authorization commands default group tacacs+ local

Mocne 3Toro Kaxkaasi BBOAVMas KOMaHAa ByAeT MpoxXoAnTb aBTOPU3aLMIO Ha CepBepe.
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