NHTerpauna AxelNAC ¢ kommyTaTopamu HP ProCurve 2600 Series

B naHHOW cTaTbe paccMaTpuBaeTcsa npouecc nHTerpaummn AxelNAC ¢ kommyTtaTopamu HP ProCurve.

HOaHHasa nHcTpykumusa n npodunb HP ProCurve 2600 Series moxxeT BbITb MCMONb30BaHa ANA APYrux moaesnen kommyTtaTopos HP, HO
nx paboTocnocobHOCTb He NpOTEeCTUPOBaHa.

Koudmrypau,ml KOMMYTaTOpPa
[na NnepBMYHON KOH(Urypaumm KoMMyTaTopa, NOAKJIIHYNTECH K HEMY MO NMPOTOKOAY SSH 1 BbINOHUTE cneaylowme encTBuS:
LWar 1. CkoHgpurypupyinte RADIUS-cepBep C nomollbio cnepytoliero Habopa KoMaHA:

radius-server host 122.114.21.3 key <useStrongerSecret>

aaa server-group radius "AxelNAC" host 122.114.21.3

aaa authentication port-access eap-radius server-group "AxelNAC"
aaa authentication mac-based chap-radius server-group "AxelNAC"
aaa accounting network start-stop radius

aaa accounting network start-stop "AxelNAC"

Lar 2. AKTUBUPYNTE ayTeHTUDMKaLMo No cTaHaapTy 802.1x ANns BbiIbpaHHbLIX MOPTOB:

aaa port-access authenticator <port-list>

aaa port-access authenticator active

aaa port-access authenticator <port-list> control auto
aaa port-access authenticator <port-list> tx-period 10
aaa port-access authenticator <port-list> client-limit 2

LWar 3. BeinosHUTE KOHGUrypauunto noBegeHnss KoMMyTaTopa B Cilydae HegocTtynHocTu RADIUS-cepBepoB:

aaa port-access authenticator <port-list> unauth-vid <igeHTudunkatop VLAN>
aaa port-access authenticator <port-list> unauth-period <aeHTndukaTop VLAN>
aaa port-access mac-based <port-list> unauth-vid <aeHTudurkaTop VLAN>

aaa port-access mac-based <port-list> unauth-period <igeHTndukaTop_VLAN>

LWar 4. Ina koppekTHoW paboTbl IP-TenedoHOB, CKOHpUrypupynTe voice VLAN:

vlan 100 voice

HacTtpouka KoH¢purypauum kommytatopa AxelNAC

LWar 1. B AxelNAC nepenante B pasgen KoHndurypaumnsa - MosMTUKN N KOHTPONb aocTyna - CeTeBble YCTPOUCTBA
- CeTeBble YCTPOMCTBA N HaXXKMuTe KHONKY HoBoe ceTeBoe ycTpoMcTBO. B Bhinagatowem cnucke soibepute 3HaveHne default.

Llar 2. Ha oTKpbIBLUENCS CTPaHULE 3aMnosIHUTE Nos caelyowmm obpa3om:

e IP-appec/MAC-appec/auana3oH (CIDR): ykaxuTe IP-agpec KoMMyTaTopa;
e Tun: HP ProCurve 2600 Series;
e Pexum: [MpoayKTUBHbIN.

LWar 3. Ha Bknagke Ponu B 6510ke HasHayeHue VLAN ID yctaHoBuTe ons peructpaunoHHon n rocteso VLAN 3Ha4veHue 20. 310
MO3BOJINT HE3aPErnCTPUPOBAHHbLIM KJMEHTaM u3Ha4vasbHo nonagaTte B VLAN 20;

LWar 4. Mepekntoyntecb Ha Bkiagky RADIUS v B none CekpeTHasa KoaoBas ppasa yKaKmTe CeKpeTHyo dpasy, KOTOPYIO Bbl
HacTpouan Ha KoMMyTaTope. B HaweMm npumepe cekpeTHasa pa3a — useStrongerSecret .

LWar 5. [ins go6aBneHns KOMMyTaTopa HaXKMUTe KHOMKY Co3aaTh B JIEBOM HUXXHEM Yy CTPaHULbI.
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