AyTeHTudumkKaums ckaHepa AxelNAC c ncnonbsoBaHneM cepTudmrkaTa

AyTeHTUhMKaLUs Nno cepTudukaTy NpeacTaBaseT coboi ayTeHTUDMUKALMIO, A1 KOTOPOI He TpebyeTcs ykasaHUe UMeHN No/b30BaTeNs/Napons Ans AOCTYNa K JI0KaNbHOM yYETHOM 3amincK, a B ka4ecTse
ayTeHTUdMKaTopa UCNoNb3yeTca cepTudmKaT.

Mpu ucnonb3oBaHUK cepTudrKaTa, COAEPKaLLero CCbiKN Ha To4KM pacrnpocTpaHeHns CRL (CDP) nan cnyx6el OCSP, Heobxoanmo obecneunTb ceTeByto JOCTYMHOCTb COOTBETCTBYIOLLIMX CEPBEPOB MPOBEPKUN
cTaTyca cepTuUdUKaTos.

Mpw BeIGOPE AaHHOrO MeToAa ayTeHTU(MUKALNKN B OKHe KOH(MUrypaLIMn CKaHepa COOTBETCTBUA NOABATCS AONOHUTENbHbIE NONs:

* ®dain cepTudmkaTa — none Ans 3arpysku aina ceptTudukaTta. B gaHHoe none HeobxoAMMO 3arpy3uTb cepTudmKaT B (hopMaTe pem, COAEP KALLMA OTKPBLITYIO YacTb K/oYa;

e Llenoyka ceptudukartos YL, — rnose gns 3arpysku Lenoyku ceptudukatos YL, B popmaTe pem;

¢ 3aKkpbITbIl KJIOY — roJie A1 3arpy3Kn 3aKpbITOro Knoda ceptudukaTta B hopmate key;

¢ Mapons ANA 3aKPLITOro Kalo4a — nosie Ans ykasaHus NaposibHON hpassl A1 AOCTYNa K 3aKPbITOMY KAouY;

¢ CKPMNT YyCTaHOBKM — KHOMKa A1 3arpy3kn CKpUNTa, UCMOosIb3yeMoro A/1s HaCTPOMKN MeToAa ayTeHTU(hMUKaLWUKM Ha CKaHUPYEMOM YCTPOMCTBE C MOMOLLbIO TPaHCMOPTHOro npotokona HTTPS.

[lns KOPPeKTHOI ayTeHTUdMKaLum ckaHepa AxelNAC Heob6X0AMMO UCMO/Lb30BaTh CEPTUDNKATLI, BbIMYLLEHHbIE YAOCTOBEPSIOLNM LIEHTPOM.
KoHdurypaumsa metopa ayTeHTMdMUKaALUM CKaHepa no cepTudukaTty

MoproToBka wabnoHoB cepTudukarta

[ns Toro 4To6bl MOArOTOBUTL CEPTUDUKATLI AN CKAHEPa W CKaHUPYEMOro YCTPONCTBA BbINOHUTE Cledyloline AeicTBus:

LWar 1. Moakn4nTech K KOHTPOIepy AOMeHa 1 BonauTe B yTunuTy LLeHTp CepTudukauum.

LUar 2. B neBoW 4aCTu OKHa BbibepuTe ya0CTOBEPSIOLLNIA LLEHTP, Ha>XKMUTE NPaBoi KHOMKOW MbiwW Ha pa3genlllabnoHbl cepTtuduKaToB 1 B BbiNajalolleM cnvucke Boibepute YnpasneHue.
LWar 3. HaxMuTe npaBo KHOMKOMW MbILLN Ha NPeAyCTaHOBNEHHbIV WabnoH nonb3oBaTens u BbibepuTe CKonuposaThb WabnoH.

LWar 4. HacTpoiiTe wabnoH nonb3osaTens:

1. Ha Bknagke COBMeCTUMOCTb akTUBMPYiiTe paboTy COBMeCTUMOCTY U BbibepuTe coBMecTuMocTb ¢ Windows Server 2003 1 Windows XP.
2. Ha Bknapke O6uime ykaxkute ums wabsioHa, Neproabl AeicTBUA U 0GHOBNEHUS cepTuduKaTa, a TakKe akTuBMpyinTe dnaxok Ony6nukosaTte cepTudukar B Active Directory .

3. Ha Bknaake ObpaboTka 3anpoca BbibepuTe B nose Lenb 3HayeHve Moanuck u windpoBaHue, akTuBupyinTe hnakok PaspelunTe 3KCNOPTUPOBATh 3aKPbIThbIA KAIOY 1 aKTUBMPYIATE NnapameTp
MopasaTk 3anBKy AnA cy6bLekTa, He Tpebys BBOAA AaHHbIX .

4. Ha Bknagke Paclumpenus ybeautecs, 4To AN napameTtpa MoanTukm npuMmeHeHnus nobasneHo 3HaveHve Mp noga, ™ .

5. Ha Bknagke BesonacHocTk n06aBbTe Nosib30BaTeNs, KOTOPOMY ByleT paspeLleHo NCNob30BaTh WabaoH 1 akTUBMPYATe ANS Hero Bce HeobXoAUMbIe pa3peLleHns.

6. Ha Bknagke LLUudpoBaHme B none UMa anroputma BbibepuTe 3HaveHne O TCA NOCT cnyx6 , N aKTuBMpyinTe hnaxxok B MOTYT UC TbCA TOJILKO

cnepylowme NocTaBLLMKK, Nocne Yero BeibepuTe Microsoft Enhanced Cryptographic Provider v1.0.
7. Ha Bknagke UMa cybbekTa akTuBmpyinte dnaxok MpepocraBnsercs B 3anpoce, nocse 4ero HaxkmMmte COXpaHUTb.

LWWar 5. Co3gavTe wabnoH ans Beinycka ceptudukaTta AxelNAC. Ins 3TOro ckonupyiTe npeabliayLmnin wabnoH n Ha Bknaake Paclumpenus ans napametpa MosMTUKKM NPUMEHEHUA 3aMeHUTe 3HayYeHne
Nposepka NoANMHHOCTH cepBepa Ha MpoBepKa NOANMHHOCTYU KJIMEHTa.

LWar 6. [lo6aBbTe co3/iaHHbIe WabOHbI B YA0CTOBEPAOLNIA LLeHTP. [IN8 3TOro HaXXMnUTe NpaBoi KHOMKOWM MbIlUN Ha CBOBOAHOM y4acTKe OKHa y/A0CTOBEPSIOLLEro LeHTpa 1 B BbiNaalolleM OkKHe HaxmnuTe
Cospatk — BuipaBaeMslii WwabnoH ceprudukara. BuibepuTte paHee co3aaHHbIe WabAoHb! U HaXMUTE OK.

Moaroroska cepTud:uKaTa U NpUBaTHOroO KJs4a ANna KJIMeHTa

[nsa Toro 4Tobbl CreHepupoBaTh CepTUMUKAT U KoY C MOMOLLbio WwabnoHoB Active Directory, BbINonHUTE cneayiolime 4efCTBUS:

LWar 1. rlO,D,KﬂK)‘iI/ITer K KOHTpO/INepy AOMEHa, 3anyCTuTe yTunuTy BbINOJIHUTD C noMoLbio KOMGVIHaLlI/IVI Win+R u BBEAMTE mMMC, A1 3anyCKa yTUIUTbI KoHconb ynpasJsieHus.
Lar 2. Ha Bknagke @®aunn suibeprte [Lo6aBUTbL MM YAANUTL OCHACTKY .

LWar 3. JobasbTe ocHacTKy CepTuduKaTbl 1 CKOHDUIypupyiiTe ee:

1. BuibepnTe napaMeTp YYeTHO 3anucu KoMnbioTepa 1 HaxmuTe fanee.
2. BbibepuTe napameTp JIoKasbHbIM KOMNbIOTEPOM 11 Ha>KMuTe FOTOBO.

Lar 4. B no6aBneHHoM 0CHAaCTKe Ha>XMUTe NPaBoii KHOMKOW MbilW Ha Nanke CepTudukarel, BoibepuTe napameTp Bce 3apaum, 3aTeM 3anpocuTb HOBbIN cepTUMMUKAT U CKOHDUrypupyinTe 3anpoc:

. Haxmute Llanee, 3aTem eule pa3 Janee.

. AKTUBMPYITE hnaxxok Ans wabnoHa, KOTOpbI ByAeT NCNoNb30BaTLCA ANA BbINyCKa CepTUDMKATa N HaXXMUTE Ha nose Ans A06aBNeHN: AaHHbIX A8 NOAAYMN 3asBKU.

. B okHe CBoMcCTBa cepTudmkaTta 4511 uMeHn cybbekTa BoibepuTe Tun O6wee umsa 1 ykaxxnte FQDN ckaHMpyemMoro yCTPOMCTBa C yKa3aHueM foMmeHa Hanpumep: gp.axeldemo.pro), 3aTem Haxxmute OK.
. MNpoeepbTe, YTOOLI NOb30BaTEb, A1 KOTOPOro CO3AaeTca cepTUdMKaT, 6bi1 aKTUBEH U HaXMUTe3anBKa, 3aTeM FoToBO.

BWN

Mpwv reHepaunn ceptTudmrkaTa ans knactepHon nHctannsumm AxelNAC Heobxoaumo ykassiBaTb FQDN knacTepa € yka3aHueMm foMeHa.
Lar 5. DKCnopTupyiTe 3akpbIThlil KoY cepTudukaTa, ykasas B okHe BesonacHocTb napameTp Maponb 1 yKaXxnTe BOCbMU3HAYHBIN Naposib.

Mocne BbiNoNHEHUs aencTeui ByayT co3aaH dann cert.pfx, KOTOPbIN ABNAETCH KOHTEHEPOM cepTudmkaTa nosb3oBaTens.

KoHdwurypauusa AxelNAC
Insa Toro 4Tobbl HacTponTb AXeINAC ansi ayTeHTUdVKaLmMm CKaHepa C NoOMOLLbI0 cepTudurKaTa, BbINMOSHUTE cnegyloume AencTens:

War 1. Beinyctute cepTudukaT ans AxelNAC, ncnonb3ys paHee Co3faHHbIii WabioH.

Mone CN B cepTuukaTe [OKHO COOTBETCTBOBATH MMEHU JIOKAJIbHOW YYETHOW 3anncu, CO3AaHHON Ha CKaHUPYeMOM YCTPOMCTBe.

LUar 2. MNepemMecTuTe paHee co3flaHHbIN KOHTenHep cepTudukaTos B AxelNAC, ncnonb3ys caeayioLlyto KOMaHAy v BBeAUTe nNaposib Ans AocTtyna k AxelNAC:
scp C:Users{/ms nonb3osaTens}downloads{KoHTelHep cepTudukata}l.pfx root@{IP-anpec AxelNAC}:~/{KoHTenHep cepTudukatat.pfx

LWar 3. NogknioynTteck kK AxelNAC no SSH, co3paiiTe n nepemectuTe cepTUdUKaT B YA06HYIO ANPEKTOPMIO C MOMOLLbIO Crieayloliero Habopa KoMaHA:

mkdir scan_winrs_cert
mv /root/{KoHTelHep cepTudukarta}.pfx scan_winrs_cert/
cd scan_winrs_cert

LWar 4. B paboyeit AupeKTopun He06X0AMMO pa3fennTb cepTUDUKaT Ha 3 YacTu: OTKPbLITLINA KoY, cepTudukaT YL, NpuBaTHbIA Koy, Bo Bpems pasfeneHns cepTutrkaToB y BaC 3anpocaT Naposib oT
KOHTenHepa:

openssl| pkcs12 -in {KoHTeliHep cepTudmkaTa}.pfx -clcerts -nokeys -out Axelnac_cert.crt
openssl pkcs12 -in {KoHTeitHep cepTudunkaTa}.pfx -cacerts -nokeys -out Axeldemo_CA.crt
openssl pkcs12 -in {KoHTelHep cepTudunkaTa}.pfx -nocerts -out Axelnac_private_key.key

LWar 5. CKoppeKTVpynTe CoAepXMMoe CepTUGhNKaTOB: Npn 3KCMopTe Yepes openssl MOryT NOSBUTLCS NLLHWE AaHHbIE, MO3TOMY HEO6XOAMMO OCTaBUTb TONILKO MHAOPMALIMIO O cepTUdUKaTax (HaYUHas C ======
BEGIN CERTIFICATE------ 1 3aKaH4uMBas ------| END CERTIFICATE----- ). Tak)ke Heo6X0ANMO UHBEPTNPOBATL NOPAAOK YKa3aHHbIX CEpTUDNKATOB Tak, 4ToBbl NepsbiM BN BAMXKaLLNA K KNneHTycepTudukar Y.

LWar 6. MNony4yeHHble cepTudrKaTbl He06x0ANMO NepeHecTu Ha APM, y KOTOporo ecTh A0CTyn K Beb-uHTepdercy AxelNAC:

scp root@{IP-anpec AxelNAC}:~/scan_winrs_cert/Axelnac_cert.crt C:Users{/Ims nons3osaTtens}downloadsAxelnac_cert.crt
scp root@{IP-appec AxelNAC}:~/scan_winrs_cert/Axeldemo_CA.crt C:Users{/ms nonb3osaTens}downloadsAxeldemo_CA.crt
scp root@{IP-anpec AxelNAC}:~/scan_winrs_cert/Axelnac_private_key.key C:Users{/Ims nonb3osatens}downloadsAxelnac_private_key.key

1 C , CO3AaNTe HOBbIN MexaHN3M CkaHupoBaHua ¢ Tunom WinRS.

LWar 7. OTkponTe Be6-nHTepeinc AxelNAC. NepenanTe B pa3nen Kondurypauus - CooTBeTcTBue -
LUar 8. BuibepuTe meTon ayTeHTUdUkauun Ceprtudukar.

LWar 9. [lo6aBbTe cepTumKaTbl B COOTBETCTBUM C nonsimu, rae Axelnac_cert.crt - haiin ceptucukata, Axeldemo_CA.crt — cepTudrkaT yaoctoBepsioliero LeHTpa, Axelnac_private_key.key — 3aKpbIThiit
KoY. TakxKe yKaxuTe naposib OT 3aKpbiTOro Kiko4a, eC/ OH eCTb.

Mocne 3Toro ayTeHTU(MMKaUMA CKaHepa C UCNosb30BaHNeM CepTUPUKaTOB HacTpoeHa.

N5 KNacTepHON MHCTaMIALMKM JOCTAaTOYHO 3arpy3unTh CepTUGUKaAT Ha MacTep-y3es, KOTOPLI NOC/e CUHXPOHM3aLUMK Y3108 byaeT fo6aBneH Ha KaXKAblil U3 BEAOMBIX y3/10B.


https://docs.axel.pro/pervichnaya-nastrojka-axelnac-s-pomosh6yu-veb-konfiguratora_919.html#%25D0%259D%25D0%25B0%25D1%2581%25D1%2582%25D1%2580%25D0%25BE%25D0%25B9%25D0%25BA%25D0%25B0_AxelNAC

KoHdburypauusa cKaHMpyeMoro ycTpoucTea

CKaHMpyeMoe yCTPORCTBO MOXKET BbITb HACTPOEHO ABYMs CNOCO6aMU: B aBTOMaTUHECKOM U B PYHHOM pexKume. Huxe npusefieHo onucaHne 3Tux cnoco6os.

ABTOMaTHMuYecKasa KOHdUrypaumus CKaHMpyeMoro ycTpomucTea
N5 Toro 4To6bl HACTPOUTL CKAHMPYEMOE YCTPONCTBO B aBTOMATUYECKOM peXKiMe, BINOJIHUTE Crieflylole AencTBuUS:

Lar 1. PaHee BbIrpy>XeHHbIN KOHTeNHep cepTudukaTta B thopmaTe PFX yCTaHOBUTE Ha CKaHUMPYeMOM yCTPONCTBe (cepTutuKaT HeobxoMMo ycTaHOBUTL B XpaHuauile CepTudgukaTsl (NoKasnbHbIA KOMNbIOTEP)
- JluuHoe.

Ans KoppekTHo paboTel UCSP/CRL HeobxoanMo n06aBuTb CNMCOK aflpecos CepBepoB, Ha KOTOpbIX ByAyT Ny6ANKoBaTLCSA CNCKM OT3bIBOB CEpTUDUKATOB.
LWar 2. CkayaiiTe CKpUNT KOHMUrypaLum CKaHMpYeMoro yCTPOMCTBa B OKHe KOH(MUrypaLmm MexaHn3mMa CKaHUPoBaHUs, Ha)kas CKauyaTb CKPUNT YCTaHOBKM.

LWar 3. 3anycTute CKpMNT Ha CKaHNPYyeMOM YCTPOACTBe.

Ybeauteck, YTO Bbl HACTPOUNN MEXAHU3M CKaHMPOBaHNA Nepes CKadmBaHWEM CKPUNTa yCTaHOBKWU. B MHOM ciy4ae, CKpUNT MoXeT 6biTb ChOPMUPOBAH HEKOPPEKTHO.

Py4yHas KoHdUrypauua ckaHMpyeMoro ycTponucrTea
N5 TOro 4To6bI HACTPOUTH CKAHUPYEMOE YCTPONCTBO B PYYHOM PEXUME, BbINOSHUTE Cliedylolmne AeiCTBNs:
War 1. Ha ckaHWpyeMoM yCTPOMCTBE CO3AaNTe SIOKaslbHYIO YHETHYIO 3aMuck, KOTopas byAeT 1Cnob30BaThCs ANS ayTEeHTUMUKALIMM C NCNONb30BaHUEM cepTuduKaTa 1 HaaenuTe ee NpaBamMit aAMUHUCTPATOPa.

LUar 2. BkloynTe noAfep>KKy TpaHCnopTHoro npotokona HTTPS gns cnyx6bl winrm:

ns KoppekTHoW paboTel UCSP/CRL Heo6x0oanMo A06aBNTL CMICOK aApecoB CEPBEPOB, Ha KOTOPLIX 6yAyT Ny6ANKOBaTLCA CMMCKU OT3bIBOB CEPTU(NKATOB.

1. OTkA4YUTE B AOMEHE NPOBepKy 0T3biBa cepTudmkaTos (CDP/CRL) (onunoHanbHo, ANs CNy4Yaes, Korha NoAK/loYaowWwasncs MalluHa He BBeieHa B JIOMEH 1 He NMeeT BO3MOXKHOCTU 06paTuTbcs K cnyxbe
CDP/CRL ans NnpocMOTpa 0TO3BaHHbIX CepTUDUKATOB).
2. YCTaHOBWTE Ha CKaHMPYeMOM YCTPOWCTBE paHee BbIrPy>XeHHbIN KOHTeNHep cepTudukata B popmate PFX (cepTucdukat Heo6xoaAnMOo yCTaHOBUTL B XpaHuauiie CepTudmkaTbl (IoKasnbHbIA KOMNbIOTEP) -
JinuHoe).
. CKOMnupyiTe 3Ha4eHne nosns OTNeYaTokK B CepTUdMKaTe, OHO BaM NOHaA0BUTCS Ha Cieflyiolem STane.
. Y6enmTech, 4TO B JOBEPEHHbIX KOPHEBbIX CEpTUdMKaTax ycTaHoBNEH cepTudukaT LieHTpa cepTudmukaummn (Hanpumep, axeldemo.pro) n BkaounTe TpaHCNOPTHLIA NpoTokon HTTPS ans cnyx6el winrm:

sw

winrm quickconfig -transport:https
winrm create winrm/config/Listener?Address=*+Transport=HTTPS '@{Hostname="gp.axeldemo.pro";CertificateThumbprint="6cfe3df4a69f750debdcd878389dfb09cd3b17c0"}'

o Hostname ponxeH cosnapaTb ¢ CN paHee co3faHHoro cepTudukata (Hanpumep, gp.axeldemo.pro).
o CertificateThumbprint fonxeH 6bITb paBeH oTNe4aTKy paHee co3faHHOro cepTudukaTa.
. AKTVBUpYiiTe ayTeHTU(DMKaLMIO N0 CepTUdUKaTaM C NOMOLLbIO Cleflylollell KOMaHAabI:

v

Set-Item -Path WSMan:localhostServiceAuthCertificate -Value $true
6. MpoBepbTe, YTO TPAHCMOPTHBIA MPOTOKO BK/IIOYEH C MOMOLLBIO C/IeflyIoLIei KOMaH/bI:
winrm enumerate winrm/config/listener

Mpy yCNewHoM BbINOJHEHUN KOMaH/bl Bbl MOIy4YUTE PE3yNbTaT, Kak Ha PUCYHKe HUXe:

S C:\Windows\system32> winrm enumerate winrm/config/listener

Transpor

Port =

Hostname

Enabled = true

URLPrefix = wsman

CertificateThumbprint

ListeningOn = 10 208.11 2 5 192. 5.1, ::1, fe8e@ :cb acb:27c2%7, fed 6765+ :74de:66b1%14, fe80

Listener
Address
Transpor
Port =
Hostname = AxelNB1
Enabled = true
URLPrefix = wsman
fe3df4a691750debdcd878389dfb@9cd3b17c0
.254.110.178, 192.168.56.1, ::1, f HH : :2 , T 6765:7432:74de:66b1%14, fe80::

7. Ecnw Bbl olWMGAMCH NPU HACTPOMKE CEPTUPUKATA, BLINONHWUTE CNeAyIoLLyio KOMaHay Ans Toro, 4Tobbl yaanuTs listener:
winrm delete winrm/config/Listener?Address=*+Transport=HTTPS
Lar 3. HacTpoiiTe CTPOKY 3anycka B MHTepdence KoMaHAHON CTPOKM C MOMOLLbIO ciefytouiero Habopa KoMaHA:
$password = ConvertTo-SecureString "password123" -AsPlainText -Force

$Cred = New-Object System.Management.Automation.PSCredential ("winrm-test", $password)
New-Item -Path WSMan:localhostClientCertificate -Subject 'winrm-test' -URI * -Issuer 618d20af4ddda24981085e8f229e7d7b0c0e653f -Credential $cred * -Force

Issuer foskeH 6biITb paBeH 0TNeYaTKy BhiLECTOsAWeEro cepTudrkaTa (HanpymMep, NPOMEXXYTOYHOIro LLleHTPa UK YA0CTOBEPSIOLLEro LIeHTpa).
Co3aaHHY0 NPUBS3KY MOXXHO NPOBEPUTL C MOMOLLBIO CleAYIOLLEeN KOMaHabl:

dir WSMan:localhostClientCertificate

LWar 4. Eciv Bbl 0WNGANCL NPY HACTPOIKE, BLIMOJHUTE C/leflyloLyI0 KOMaH/AY ANl OTMEHbI NMPUBA3KM:

Remove-Item -Recurse -Path WSMan:localhostClientCertificate*

ID cTaTbyn: 1814

MocnepHee obHosneHue: 30 uon., 2026

0O6HoBNEHO OT: UnbuHa B.

Pesusnsa: 24

basa 3HaHuit AxelNAC -> lokyMeHTauus -> Cuctema KOHTpons aoctyna k cetn «AxelNAC». Bepcus 2.2.0 -> AxelNAC. PykoBoACTBO aiMUHNCTPaTOpPa -> KoH(Urypaumua ckaHepos COOTBETCTBUA -> MeToabl
ayTeHTUdbmKaumm ckaHepa AxelNAC no npotokony WinRS -> AyTeHTudukauuns ckaHepa AxelNAC ¢ ucnonb3oBaHvuem cepTudmkaTta

https://docs.axel.pro/entry/1814/
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