NuTerpaunsa AxelNAC c koHTponnepamun becnposoaHoro goctyna Mikrotik

B naHHoWM cTaTbe paccMaTpuBaeTcs npouecc nHtTerpaunn AxelNAC c obopynosaHuem Mikrotik.

AxeINAC noppepxusaeT obopyanosaHue Mikrotik (RouterOS) gnsa opraHusauumn 6ecnposofHon ayTeHTUdMKaumm 802.1X (WPA2-Enterprise n MAC-
ayTeHTUdMKaumnsa) n NpoBoAHOM ayTeHTUdmKaumm 802.1X (EAPoL (Extensible Authentication Protocol over LAN)).

Tpeﬁonauuﬂ ANA UHTerpauuwm

MaHHas KoHUrypaumsa 6beina NpoTecTUpoBaHa Ha pasfinyHbIX ycTponcTeax MikroTik, Bkniovas RB433AH, hAP ac, hAP ac lite, RB1100, RB3011 v pa3nuyHbie
ycTponicTBa CCR.

MikroTik nognep>xxunsaeTt 6ecnpoBofHyto ayTeHTudukaumo RADIUS 802.1X B RouterOS 6.x 1 6onee no3gHux Bepcusix. MpoBonHas ayTeHTudukaumns EAPoL
(802.1X) pocTynHa c Bepcum 6.46 (aekabpb 2019), a 3anacHo BapnaHT MAB cTabuneH ¢ Bepcun 6.48.3. Ha MoMeHT Hanucanus ctaTb RADIUS Disconnect
nopnepxxusaetca ana 6ecnposonHon ayTeHTudmKaumm 802.1X, HoO AN NPoBOAHON ayTeHTUdMKauum 802.1X (dotlx) AaHHasA (hYyHKLMOHAIbHOCTb HEAOCTYMNHa.

IOnsa 6ecnnaTHoro o6HoBNEeHMA NporpaMMHoro obecnedeHns RouterOS Bbl MOXXeTe UCNO/Ib30BaTb KOMaHabl /system package update install 1 /system
routerboard upgrade.

Mo ymonyanuio AxelNAC ncnonb3yeT RADIUS gnsa geayteHTudmkKaumm 6ecnpoBofHbIX YCTPONCTB. ECnn Bbl NpeanoYymMTaeTe ncnosb3oBaTb SSH Kak meTon
feayTeHTudrKaumm, nsmeHnTe cTpoky 'my $default = $SNMP::RADIUS;' Ha 'my $default = $SNMP::SSH;".

Ecnu Bbl ucnonb3lyete MeToa AeayTeHTUdUKaumm SSH, Heob6xoanMo NOAKNOYNTLCS € Yy4eTHON 3anucu axelnac no SSH kK To4yke AocTyna, AN TOro 4Tobbl
nony4nTb SSH-kntou.

HacTtponka WPA2-EAP (WPA2 Enterprise) 802.1X SSID ¢ MAC-ayTteHtucdmkaumen Ha WPA2-PSK SSID

B naHHOM npuMepe uHTepdencol ¢ YactotTammn 2,4 n 5 My cCKoHUryprposaHbl ansa obecneveHnsa 6ecnpoBoHoi ayTeHTUdMKaumum 802.1X ¢ BUPTYasibHOWM TOYKOW
nocTtyna, koTopas nobasnsetcs ana obecneveHns MAC-ayTeHTudunkaumm Ha WPA2-PSK SSID, roe naposib ykasbliBaeTcs Kak 4acTb SSID.

HecmoTps Ha To, 4To Pre-Shared Key sBnseTcs nybanyHbeIM, Kaxxaoe 6ecnpoBofHoe coeinHeHe WNdpPyeTCs C UCNOJIb30BaHNEM AUHAMUYECKUN CreHEPUPOBaHHOIoO
KatoYa. YTobbl HacTponTe WPA2-EAP (WPA2 Enterprise) 802.1X SSID ¢ MAC-ayTeHTudmkaumernn Ha WPA2-PSK SSID, BbiNoNHUTE cheayowme oencTemsa:

LWar 1. Co3panTe SSID n BUpTyanbHYO TOYKY AOCTyna Ans sToporo SSID:

/interface wireless security-profiles
add authentication-types=wpa2-eap disable-pmkid=yes interim-update=15m management-protection=allowed mode=dynamic-keys name=radius-eap \
radius-eap-accounting=yes supplicant-identity=""
add authentication-types=wpa2-psk disable-pmkid=yes eap-methods="" interim-update=15m management-protection=allowed mode=dynamic-keys name=\
radius-mac radius-mac-accounting=yes radius-mac-authentication=yes supplicant-identity="" wpa2-pre-shared-key="internet"
/interface wireless
set [ find default-name=wlanl ] band=2ghz-b/g/n channel-width=20mhz country="south africa" disabled=no frequency=auto mode=ap-bridge name=\
"wlanl - 2.4 GHz - ACME WiFi" security-profile=radius-eap skip-dfs-channels=all ssid="ACME WiFi" station-roaming=enabled vlan-id=3999 \
vlan-mode=use-tag wireless-protocol=802.11 wps-mode=disabled
add disabled=no master-interface="wlanl - 2.4 GHz - ACME WiFi" multicast-helper=full name="wlanl - 2.4 GHz - ACME Guest" \
security-profile=radius-mac ssid="ACME Guest (pw: internet)" station-roaming=enabled vlan-id=3999 vlan-mode=use-tag wps-mode=disabled
set [ find default-name=wlan2 ] band=5ghz-a/n/ac channel-width=20/40/80mhz-Ceee country="south africa" disabled=no frequency=auto mode=ap-bridge \
name="wlan2 - 5 GHz - ACME WiFi" security-profile=radius-eap skip-dfs-channels=all ssid="ACME WiFi" station-roaming=enabled vlan-id=3999 \
vlan-mode=use-tag wireless-protocol=802.11 wps-mode=disabled
add disabled=no master-interface="wlan2 - 5 GHz - ACME WiFi" multicast-helper=full name="wlan2 - 5 GHz - ACME Guest" \
security-profile=radius-mac ssid="ACME Guest (pw: internet)" station-roaming=enabled vlan-id=3999 vlan-mode=use-tag wps-mode=disabled

VLAN 3999 ncnonb3yeTcs Kak UKTUBHASA 1 CAYXUT AN1a 610KMpoBaHUs [0CTyna A0 MoMeHTa, noka RADIUS-cepBep He BEpPHET KANEHTY KoppekTHyto VLAN B
oTBeTe.

LWar 2. flanee co3panTe bridge c dunbTpauneinn VLAN:

/interface bridge
add name=bridge vlan-filtering=yes
/interface bridge port
add bridge=bridge interface="wlanl - 2.4 GHz - ACME WiFi"
add bridge=bridge interface="wlan2 - 5 GHz - ACME WiFi"
add bridge=bridge interface="wlanl - 2.4 GHz - ACME Guest"
add bridge=bridge interface="wlan2 - 5 GHz - ACME Guest"
/interface bridge vlan
add bridge=bridge tagged="bridge,wlanl - 2.4 GHz - ACME WiFi,wlan2 - 5 GHz - ACME WiFi,wlanl - 2.4 GHz - ACME Guest,wlan2 - 5 GHz - ACME Guest" vlan-ids=52
add bridge=bridge tagged="bridge,wlanl - 2.4 GHz - ACME WiFi,wlan2 - 5 GHz - ACME WiFi,wlanl - 2.4 GHz - ACME Guest,wlan2 - 5 GHz - ACME Guest" vlan-ids=666
add bridge=bridge tagged="bridge,wlanl - 2.4 GHz - ACME WiFi,wlan2 - 5 GHz - ACME WiFi,wlanl - 2.4 GHz - ACME Guest,wlan2 - 5 GHz - ACME Guest" vlan-ids=667

LWar 3. Co3panTe VLAN 1 Ha3HauybTe IP-agpeca:

/interface vlan
add comment="Guest WiFi:" interface=bridge name=vlan52 vlan-id=52
add comment="PacketFence - Registration:" interface=bridge name=vlan666 vlan-id=666
add comment="PacketFence - Isolation:" interface=bridge name=vlan667 vlan-id=667
/ip address
add address=172.16.20.1/24 interface=bridge
add address=10.239.239.1/24 interface=vlan52
add address=192.168.10.225/28 interface=vlan666
add address=192.168.10.241/28 interface=vlan667

Apnpec 172.16.20.1 chakTu4eckmn HasHa4veH Ha VLAN 1 (untagged).
LWar 4. [lo6aBbTe HacTpoku, KoTopble onpeaensaoT AxelNAC kak RADIUS-cepsep 1 hnnbTpytoT Tpaduk B rOCTEBbLIX, PErMCTPALMOHHBIX Y N30/IALMOHHBIX CeTAX:

/radius
add address=<IP-agpec AxelNAC> comment=axelnac: secret=useStrongerSecret service=wireless src-address=172.16.20.1 timeout=1s



/radius incoming
set accept=yes
/ip dhcp-relay
add dhcp-server=172.31.31.1 disabled=no interface=vlan666 local-address=192.168.10.225 add-relay-info=yes name="AxeINAC - Registration"
add dhcp-server=172.31.31.129 disabled=no interface=vlan667 local-address=192.168.10.241 add-relay-info=yes name="AxelINAC - Isolation"
/ip firewall address-list
add address=10.0.0.0/8 list=local
add address=172.16.0.0/12 list=local
add address=192.168.0.0/16 list=local
/ip firewall filter
add action=reject chain=forward comment="Limit WiFi - Guest:" dst-address=!41.1.1.1 dst-address-list=local in-interface=vlan52
add action=reject chain=forward comment="Limit AxeINAC - Registration:" dst-address=!172.31.31.1 in-interface=vlan666
add action=reject chain=forward comment="Limit AxeINAC - Isolation:" dst-address=1!172.31.31.129 in-interface=vlan667

MNapameTp 'src-address' no3BonseT NMHNLMMPOBaTL 3anpockl € IP-agpeca, OT/IMYHOrO OT afpeca UHTepdenca, Yepes KOTOPbLIN AEeT MapLpyT K
AxeINAC. 172.31.31.1 — appec MapLipyTM3MPOBaHHON perncTpaumoHHon cetun, a 172.31.31.129 — agpec MapLupyTU3MpPOBaHHON U30SILMOHHON CETH.

Lar 5. BoinonHuTe KoHburypaumio AxelNAC:

/usr/local/pf/conf/switches.conf
[default]
guestVlan=52
registrationVlan=666
isolationVlan=667
always_trigger=1

[group MikroTik]

description=Default MikroTik Settings
deauthMethod=RADIUS
type=Mikrotik

uplink_dynamic=0

useCoA=N

[100.127.255.10]

description=ACME - Home Office - Bar
group=MikroTik
radiusSecret=useStrongerSecret

HacTtpomnka npoBogHou ayteHTudukauum 802.1X ¢ MAB (MAC authentication bypass)

Ina HacTpoikn TpebyeTcs bridge ¢ BknoyeHHon dunbTpaumen VLAN n akTusHeiM Spanning Tree Protocol. Hosble bridge no ymonyanuio ncnonssyiot RSTP
(Rapid Spanning Tree Protocol), n0o3ToMy A1 HACTPONKN MOXXHO MPUMEHATb T€ Xe LWaru, 41o u ana 6ecnpoBoAHon ayTeHTUdMKaumm 802.1X.

[ns HacTpoWKK NpoBoAHOM ayTeHTUdMKaumm 802.1X ¢ MAB (MAC authentication bypass) BbinonHWTe cneayowmne AencTeus:
LWar 1. HactponTte AxelNAC RADIUS-cepsep ans dotlx:

/radius
add address=<IP-agpec AxeINAC> comment=axelnac: secret=useStrongerSecret service=dotlx src-address=172.16.20.1 timeout=1s

LWar 2. lobasbTe Ethernet-nopTsl K bridge:

/interface bridge port
add bridge=bridge interface=ether2
add bridge=bridge interface=ether3
add bridge=bridge interface=ether4
add bridge=bridge interface=ether5

NHTepderic etherl ncnonb3yetcs kak uplink, nosTomy He ncnonb3yetcs B bridge.
LWar 3. Bknounte 802.1X ans uHtepdeiicos ¢ MAB Fallback:

/interface dotlx server
add auth-types=dotlx,mac-auth interface=ether2 interim-update=15m
add auth-types=dotlx,mac-auth interface=ether3 interim-update=15m
add auth-types=dotlx,mac-auth interface=ether4 interim-update=15m
add auth-types=dotlx,mac-auth interface=ether5 interim-update=15m

Hactpo#ka oTkpbiToro SSID
[ns HaCTPOWMKMW BbIMONHUTE Crneayolme AeACTBUA:
Lar 1. HacTpoirTe TO4Ky AOCTYyMna C MOMOLLbIO C/leaytoLen KoHUrypauuu:

/interface wireless

# managed by CAPsMAN

# channel: 5180/20-Ce/an(17dBm), SSID: OPEN, local forwarding

set [ find default-name=wlanl ] band=5ghz-a/n channel-width=20/40mhz-Ce disabled=no 12mtu=1600 mode=ap-bridge ssid=MikroTik-05A64D
/interface ethernet

set [ find default-name=etherl ] name=etherl-gateway

set [ find default-name=ether2 ] name=ether2-master-local

set [ find default-name=ether3 ] master-port=ether2-master-local name=ether3-slave-local
set [ find default-name=ether4 ] master-port=ether2-master-local name=ether4-slave-local
set [ find default-name=ether5 ] name=ether5-master-local

/interface vlan

add interface=BR-CAPS I2mtu=1594 name=default vlan-id=1

add interface=BR-CAPS I2mtu=1594 name=isolation vlan-id=3

add interface=BR-CAPS 12mtu=1594 name=registration vlan-id=2

/caps-man datapath

add bridge=BR-CAPS client-to-client-forwarding=yes local-forwarding=yes name=datapathl
/caps-man interface

#



add arp=enabled configuration.mode=ap configuration.ssid=0OPEN datapath=datapathl disabled=no I2mtu=1600 mac-address=\
D4:CA:6D:05:A6:4D master-interface=none mtu=1500 name=capl radio-mac=D4:CA:6D:05:A6:4D

/caps-man aaa

set interim-update=5m

/caps-man access-list

add action=query-radius interface=cap1l radius-accounting=yes signal-range=-120..120 time=0s-1d,sun,mon,tue,wed,thu,fri,sat

/caps-man manager

set enabled=yes

/interface bridge port

add bridge=bridge-local interface=ether2-master-local

add bridge=bridge-local interface=etherl-gateway

add bridge=BR-CAPS interface=ether5-master-local

/interface wireless cap

set bridge=BR-CAPS discovery-interfaces=BR-CAPS enabled=yes interfaces=wlanl

/ip accounting

set enabled=yes

/radius

add address=<IP-agpec Bawero Captive-noptana AxeINAC> secret=useStrongerSecret service=wireless

/radius incoming

set accept=yes

B 3Ton KoHpurypaunm nHtepdeiic ether5 ncnonssyetcsa kak trunk gns bridge, a etherl — kak nHTepderc ynpasneHus.

HacTtpo#ka Beb-ayTeHTUMKauum

Bbl MOXXeTe ncnosib3oBaTb Beb-ayTeHTUdMKAUMIO Ha Tovkax goctyna Mikrotik. Ons aToro Heo6xoanmo akTueuposaTb hotspot B KOHUrypaumm Toukn goctyna n
N3MeHUTb WabloH nepeHanpaBieHns Tak, 4Tobbl OH yka3sbiBaa Ha AxelNAC. BeinonHuTe cnepyiowive AeicTBus:

LWar 1. YcTaHoBuTe FTP-coeanHeHmne C Ballen To4kon aocTyna B canne hotspot/login.html:

<html|>

<head><title>...</title></head>

<body>

$(if chap-id)

<noscript>

<center><b>]avaScript required. Enable JavaScript to continue.</b></center>

</noscript>

$(endif)

<center>If you are not redirected in a few seconds, click 'continue' below<br>

<form name="redirect" action="http://<IP-aapec Bawero Captive-noptana AxeINAC>/Mikrotik" method="get">

<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="submit"
</form>

name="mac" value="$(mac)">

name="ip" value="$(ip)">

name="username" value="$(username)">
name="link-login" value="$(link-login)">
name="link-orig" value="$(link-orig)">
name="error" value="$(error)">

name="chap-id" value="$(chap-id)">
name="chap-challenge" value="$(chap-challenge)">
name="link-login-only" value="$(link-login-only)">
name="link-orig-esc" value="$(link-orig-esc)">
name="mac-esc" value="$(mac-esc)">
name="ap-id" value="IP-agpec Balueln To4kn gocTyna">
value="continue">

<script language="JavaScript">

<!--

document.redirect.submit();

11-->
</script></center>
</body>

</html>

LWar 2. HactpoiTe hotspot Ha Baluen To4yke foCTyna. Ta KOHDUrypauma caenaHa noeBepx cywecTaytowero SSID, KOTOPLIN Bbl Y>Ke HaCTPOUAN Ha MHTepdence:

/ip hotspot
setup

B npouecce HacTponku

YKaXXunte cnegyrwine napaMmeTpbl:

hotspot interface: wlanl
local address of network: 10.5.50.1/24
masquerade network: yes

CKoppeKkTupyinTe nms nHtepgerca wlanl npm Heo6xoaMMocTu.

LWar 3. HacTtponTte gnana3soH agpecos hotspot:

address pool of network: 10.5.50.2-10.5.50.254

Lar 4. Boibepute SSL-cepTugmkaT hotspot:

select certificate: none

LWar 5. Buibepnte SMTP-cepBep:

ip address of smtp server: 0.0.0.0

LWar 6. HacTtponTe KoHpurypaumio DNS:

dns servers: 8.8.8.8
LWar 7. Boibepute ums

dns name: myhotspot

DNS nokansHoro cepsepa hotspot:

LWar 8. Co3panTe nokasbHoro nosb3oBatens hotspot:



name of local hotspot user: admin
password for the user:

LWar 9. PaspewnTe poctyn K noptany AxelNAC B cnucke goctyna hotspot:

/ip hotspot walled-garden
add dst-host=<IP-anpec Bawero Captive-noptana AxelNAC>
add src-address=<IP-appec Balero Captive-noptana AxelNAC>

/ip hotspot walled-garden ip
add action=accept disabled=no dst-host=<IP-anpec Bawero Captive-noptana AxelNAC>
add action=accept disabled=no src-address=<|P-anpec Bawero Captive-noptana Axel[NAC>

LWar 10. YkaxuTe AxelNAC B ka4ecTse RADIUS-cepsepa ans hotspot:

/radius
add address=<IP-agpec Bawero Captive-noptana AxelNAC> secret=useStrongerSecret service=hotspot

/ip hotspot profile
add hotspot-address=10.5.50.1 name=hsprofl use-radius=yes

LWar 11. HacTtponTe AxelNAC Tak, 4Tobbl OH MCNoJIb30Baa Beb-ayTeHTUDUKaLUMIO ANS AAHHOW TOYKM [OCTYMNa, UCNOMb3Ys CeAyioLLyto KOHGUrypaumio:

[IP-appec Bawen To4YkM gocTynal
VlanMap=Y

RoleMap=N

mode=production
ExternalPortalEnforcement=Y
type=Mikrotik
radiusSecret=useStrongerSecret
registrationVlan=-1
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