NHTerpaumna Microsoft PKI

B paHHON cTaTbe onucaHa bbicTpas HacTpoika Microsoft PKI ¢ nomowbio AxelNAC.

O6wue ceepeHusn
Onsa nnnoctpaumn nHterpaumm AxelNAC ¢ Microsoft PKI npuHATbl cnegytowmne AonyLeHns:

. NmeeTca kak MuHUMYM oaunH cepeep ¢ AxelNAC 0.8 nnn 6onee nosgHen Bepcuu.

. K AxeINAC y>xe nogkto4eH npaBuibHO HaCTPOEHHbI KOMMYTaTOP UK ToYKa AOCTyna C nogaep»xkon 802.1X.

. Cepsep AxelNAC RADIUS paboTaeT B cyLuecTByloLLeln cpeae.

. YcTaHoBneH cepsep Microsoft Windows Server 2016.

. IP-appec ynpasneHus AxelNAC — 192.168.1.5.

. Obwas cekpeTHas pasa RADIUS — useStrongerSecret.

. OnncaHbl pasHble cnyyau ncnonb3oBaHns <ServerDNSName>, 60nbMHCTBO cny>k6 MSPKI TpebyeT B cBoel KoHdUrypaumm ucnonbzosats FQDN
cepsepa, a He ero IP-agpec.

NOoOuUbhs WNE

YcTtaHoBka Microsoft PKI

YcraHoBKa cnyxbbl cepTtudumkartos Active Directory (ADCS)

B naHHON cekumm paccMaTpuBaeTCs HacTponka cnyx6b ceptudukaumum Active Directory Certificate Services B Microsoft Windows Server 2016. YctaHoBka ADCS

He onucbiBaeTcs (MHpopmauma o6 3Tom NpuBefeHa B opuLManbHON AOKYyMeHTaumm Microsoft).
Ons nHterpaumm c AxelNAC B ADCS fo/KHbl BbITb yCTaHOB/IEHbI C/ieaytoLlne NoAnporpamMmsi:

e Certification Authority Web Enroliment
e Network Device Enroliment Service
e Online Responder

MNepen HaCTPOWMKOM MOXKET NOHAA0BUTLCA YCTAHOBUTL MCMpaBieHune, cBsizaHHoe ¢ npobnemoit Microsoft. Mocne nepesanycka cnyx6bbl ADCS cepBep He CMOXET
3aperncTpupoBaTb HOBble cepTUdMKaTbl 1 ByneT BblfaBaTh ciepytouee coobuieHne o6 owmnbke: RPC Server is unavailable. icnpaBneHne foCTyNHO 00 CCbUIKE.

Csa3b mexxay MSPKI n AxelNAC 6yneT ocywecTBnaTbCcs Yepes nopt 80.

Hactpo#ka cnyx6bl perucrpauum ceteBbix ycTpoucTB (NDES)

[ns pa3sepTbiBaHnA ADCS Heobxoammo HacTpouTb cnyxby Network Device Enroliment Service (NDES). 9Ta no3BoanT obMeHUBaTLCS cepTUhUKaTaMu C
cepepoM MSPKI no npoTtokony Simple Certificate Exchange Protocol (SCEP).

Kaxpoe nsmeHeHne KoHpuUrypaumm SOS>KHO BbINOJHATLCA yHeTHOI?I 3anncblo C NpaBaMn agMMHUCTPaTopa.

Maposnb BbI3OBa

Microsoft SCEP (MSCEP) no ymonyaHuio BkJto4aeT B cebs Naposib BbI30Ba, KOTOPLIA ABNSAETCS YHUKAJIbHbIM U AVHAMUYECKN FrEHEPUPYETCS ANS KaXKA0ro
YCTPONCTBA, XKenallLLero 3aperncTpmpoBaTbcs. B ycnosmax BYOD 3To MOXXeT CTaTb NPenAaTCTBMEM, MOCKO/bKY MOJIb30BaTeslb HE MOXKET 3aperncTprMpoBaTb
YCTPONCTBO CaMOCTOATENbHO 6e3 BMellaTebCTBa agMMHUcTpaTopa. Nockonbky NDES ncnonb3lyetca BMecTe ¢ AxelNAC, To ansa nonyyeHus ceptudurkaTa
noTpebyloTcs y4eTHble AaHHble, HeobXxoanMble AN [OCTYNa K CUCTEMe perncTpaumm.

[ns OTKNAOYEeHUs Napons Bbi30Ba HEOBXOANMO U3MEHUTb KoY B peecTpe Windows. /1 3TOro BbINOAHUTE C/liefyiolme AeicTBums:
LWar 1. HaxxmnTe KHoMKy Start 1 BBeanTe regedit.

LWar 2. MNepengute B pazgen Computer - HKEY_LOCAL_MACHINE -» SOFTWARE - Microsoft » Cryptography - MSCEP - EnforcePassword un
nomeHsanTe 3Ha4yeHne napameTtpa EnforcePassword Ha 0 (3Ha4yeHre no ymondanuio 1).
YBenuueHnue anunbl URL-appeca ana 3anpoca

PekomeHpyeTcs yBenmyiusaTtb AanHy URL, 4To6bl n3bexkaTb npobnem ¢ AAMHHBLIMK 3anpocamun. Ons 3Toro BBegnTe cieaytowyto komaHay B CLI Ha cepepe NDES:

%systemroot%system32inetsrvappcmd.exe set config /section:system.webServer/security/requestFiltering /requestLimits.maxQueryString:"16384" /commit:apphost
LLla6noH cepTudpukara

HenencTBUTENBHOCTb BALLEro LeHTPa CepTUPUKALIM MOXKET MOBNATL Ha BCIO apXUTEKTYPY CEPTUGDMKATOB.
MpepocTaBneHne CepTUMUKATOB A5 Ay TEHTUMPUKALMM NOJb30BaTENEN ABASETCS BaXKHOW Liefiblo, MO3TOMY HEOBX0AMMO HAaCTPOUTL CrieunasbHbli WabnoH.

Bo-nepBbix, WwWabnoH cepTudukaTa [O/KEH COAEepKaTb Kak MUHUMYM cnepytowme napameTpbl Enhanced Key Usage 1 Key Usage:


https://learn.microsoft.com/en-us/windows-server/identity/ad-cs/network-device-enrollment-service-overview
https://support.microsoft.com/en-us/kb/2633200

User Properties B m |
.Generall HequestHandIingI Subject Name  Extensions |Security|

To view an extension description, select an extension.

Extenzions included in this template:

|| Basic Constraints

|| Certific

Description of Enhanced Key Usage; Description of Key Usage:
Encrypting File System ;I Signature requirements: ;]
Secure Email Digital signature

Client Authentication
Allows key exchange only with key encryption
Critic:al extension.

El =
0k | Cancel I Apply | Help |

Cnepyrowmn sTan — gybanposaHue wabnoHa, B KOTOPOM yxxe HacTpoeHbl NnapameTpbl Key Usage 1 Enhanced Key Usage. PekomeHayeTca npoaybanposaTb
wabnoH User n n3amMeHnTb HaCTPONKW.

[lnsa 3Toro, BbINOAHUTE clieayowmne nencTBuA:

LWar 1. MNpoanybnupynTte wabnoH. Nepenante B Server Manager - Roles - Active Directory Certificates Services - Certificate templates , wenkHute
npaBoi KHOMKOW MbIwK Ha WwabnoHe User un BbibepnTe Duplicate this template.

Lar 2. KnvkH1Te NpaBoil KHOMKOWM MbILLM Ha HOBOM LwabioHe 1 nepeanTe B pa3nen Properties. Ha Bknagke Subject Name ybeaunTech, 4To B 3anpoce
BblbpaHo 3Ha4veHne Supplied, a He Built from information in Active Directory , nHave NDES nepe3sanuweT 3anpoteHHblin CN.

LWar 3. Pa3pewnTe NDES ucnonb3osaTb 3TOT WwabnoH. MNepenaute B pasnen Server Manager - Roles - Active Directory Certificates Services n
pa3BepHuTe napameTp <ServerDNSName>.

Lar 4. KnukH1TEe NpaBoil KHOMKOWN MbIlKn Ha wabnoHe cepTudumkaTa v Boibepute New template to issue, 3aTeM BbibepuTe B CNUCKE TONILKO YTO CO3AaHHbIN
WwabnoH.

LWar 5. HacTpoiiTe B peecTpe BbibpaHHbIN WwWabnoH. Ana 4ocTyna K pefakTopy peectpa HaXXMnTe KHonky Start n BeegnTte regedit.

LWar 6. B peecTpe nepenaute B pasgen Computer » HKEY_LOCAL_MACHINE -» SOFTWARE - Microsoft » Cryptography - MSCEP . [lJonxeH NosasuTbCA
CrMUCOK M3 TPex KJII04YeBbIX 3anncei:

e EncryptionTemplate,
e GeneralPurposeTemplate,
e SignatureTemplate.

Lar 7. 3aMeHUTe Kaxx[0e 3Ha4yeHne MMeHeM BHOBb CO3aHHoro wabnoHa.

LWar 8. MNepesarpy3ute NDES-cepBep, 4T0ObI MPUMEHNTb N3MEHEHUS B peecTpe.

KoHdurypaums IIS

Ncnonb3oBaHme SCEP ¢ AxelNAC Takxxe TpebyeT BHeCeHUst U3MeHeHUn B KoHpurypauumio 11S:

LWar 1. Nepengnte B pa3aen Server Manager —» Web(11S).

LWar 2. PackponTe anemeHT Default web site 1 Buibepute CertSrv » mscep.

LWar 3. BuibepuTe Authentication 1 nBaxabl KAIMKHUTE Ha 3HavyeHU Anonymous Authentication.

LWar 4. Ybeautech, 4710 BbIbpaH naeHTUMOUKATOP Nysa NpUIoXeHnN.

Online Certificate Status Protocol (OCSP)
[ns HacTporkn OCSP Heob6X0AMMO BHECTU Cielylolne NU3MeHeHNUs:

LWar 1. PaspewunTe cepBepy ncnosb3oBaThb WabnoH OCSPResponseSigning cepsepom. MNepenagnTte B pa3nen Server Manager - Roles - Active Directory
Certificates Services, packponTte napameTp <ServerDNSName>, kKMKHUTEe NpaBon KHOMNKON Mbiwn Ha Certificate template n BuibepnTe New template to
issue. 3aTem, B cnucke Bbibepnte OCSPResponseSigning.

LWar 2. Nocne yctaHoBkn OCSP co3panTe KoHpUrypauuio oT3biBa. MNepengnTte B pa3aen Server Manager - Roles - Active Directory Certificate Services,
packpoiiTe napameTp OnlineResponder: <ServerDNSName>, K11KHUTe NpaBoi KHOMKol Mbiwy Ha Revocation Configuration v Boibepute Add
Revocation Configuration. 3atem HaxxmnTe Next.

Lar 3. BuibepnTe nmsa KoHburypaumm n Haxxmmute Next.
Lar 4. BuibepuTe 3HaveHue Select a certificate for an existing enterprise CA un HaxxMnTe Next.
LWar 5. HaxxmMnTe KHOMKy Browse. HaliiuTe B CMCKe KOPNopaTUBHbLIN LEHTP cepTudurkaumm, BbibepuTe ero, HaxxmmtTe OK 1 3atem Next.

Lar 6. Ykaxxute aBToMaTu4eckuin Boibop cepTudukaTta noanucu: Automatically select a signing certificate. Y6eautecs, 4To BoibpaHa onuuns
aBToMaTu4eckomn peructpaumm Auto-Enroll for an OCSP signing certificate.

Lar 7. B packpbiBatowiemcs cnvicke pagom c Certificate Template sbibepute wabnoH OCSP no ymonyaHnio OCSPResponseSigning. [Jo6aBnaTb npoBainfaepos
HY>XHO TO/IbKO B TOM cay4ae, ecnm nomuMo OCSP Hy>XHO ncnonb3oBaTb CRL.

Llar 8. MNocne co3naHna KOHMUrypaummn, KIMKHUTE NPaBo KHOMKOWM MbILLN Ha KOHMbUrypaumm oT3biBa 1 BoibepuTeEdit properties.

LWar 9. MNepenaunTe Ha BkNaaky Signing v Boibepute Enable NONCE extension support, 3atem HaxxmnTe OK.



LWar 10. Y6eantech, 4To OCSP-cepBep NOSIBUICA B HACTPOMKaXxX LeHTpa cepTudukaumnmn. KnmkHUTE NpaBor KHOMKOW MbILWN Ha LeHTpe cepTudukauum n
BblibepuTe Properties. Mepenante Ha Bknaaky Extension n B packpbiBatowemcs cnvcke Select extension BoibepuTte 3HaveHne Authority Information
Access (AlA).

LWar 11. Y6ennTtech, 4TO B CMMCKE PAaCMOIOXKEHWI €CTb ciefytolee 3HavYeHne:
http://<DNS-ums_CEPBEPA>/OCSP.

Ecnun aToro aapeca HeT, fobaBbTe ero ¢ nomolubio KHonku Add.... B oTkpbiBLueMcs MeHto BBeauTe http://, 3aTem BcTaBbTe <DNS-uma_CEPBEPA> » BBegnTe
/OCSP, 3aTem HaxxmuTe OK.

LWar 12. Y6enutech, 4To BbibpaHo pacwmpeHmne Include in the online certificate status protocol(OCSP) . Mo ymonyaHutio OCSP numeeT ABYXAHEBHYIO
3afepxxKy obHoBneHns nHgpopmMaumm B CRL. 3To o3Ha4vaeT, 4To AXeINAC obHapyXnT O0T3bIB cepTudUKaTa TONbKO Yepes ABa AHS.

Lar 13. 3agep>XKy MOXXHO n3MeHUTb Ha cepepe NDES. 1na aToro nepenaute B pasgenServer Manager - Roles - Active Directory Certificate Service ,
KJIMKHUTE NpaBoi KHOMKo Mbilwn Ha Enterprise PKI 1 BbibepuTe Options....

Lar 14. NomeHAnTe 3Ha4yeHne napameTpa Set CRL status to Expiring when expiring in: Ha Hy>KHOe 3Ha4YeHMe 3alepXXKu.

NeHepauma ceptucdukatoB RADIUS

Mcnonb3oBaHune Microsoft PKI npeanonaraeT, 4To Bce cepTudmkaTbl OyAyT NOCTaBASATLCA KOPHEBLIM LIEHTPOM cepTudukaumm MSPKI. Ina ayTeHTUdbnkaumnm
RADIUS noTpebyeTcsa creHepupoBaTb cepTudukaT ansa AxelNAC. Onsa reHepauumn ceptucmkata RADIUS 6yneT ncnonb3oBaTtbes wabnoH WebServer. BoinonHuTe
cnepywoline AencTBmA:

LWar 1. Co3panTe 3anpoc (CSR) 3akpbiToro knto4a ¢ cepsepa AxelNAC n otnpaBbTe CSR Ha cepeep NDES. MNoaknio4ynTech K KOHTponnepy Yyepes SSH n Beegute
B CLI cnepyrowme komaHabl ons co3gaHna CSR n noanncaHns ero 3akpbiTbiM KIOHOM:

openssl req -new -newkey rsa:2048 -nodes -keyout server.key -out server.csr
ByneT npeanoxeHo BBeCTu MHopMaLuto. Mpumep NpaBuibHOW KOHMUIypaumm:

CN=AxelINAC.local;

C=CA;

ST=QC;

Locality=Moscow;
Organization=Nma_opraHusauuu;
Organization Unit=IT.

e o o o o o

Bce nons, kpome CN, He ob6si3aTesibHbI ANS 3aMN0JIHEHNS.

Ons ayTeHTudukauum cepsepa AxelNAC Heobx0AMMO BbINYCTUTL OAUH CEPTUDUKAT, KOTopbI ByneT ncnonb3oBaTbes ANs Bcex y3noB. CN B cepTudukaTe,
BbIMYLLUEHHOM [J151 CEPBEPa, MOXeT MMETL JIln6oe 3HaYeHue.

LWar 2. Nocne nonyyeHusa CSR oTnpasbTe ero Ha cepsep NDES. CkonvpyiTe conepxumoe 3anpoca (CSR) Ha canTe peructpaunm MCMKWN ons BBofa 3anpoca.
URL onsa sBona 3anpoca: http://<DNS-uma_CEPBEPA>/CertSrv/.

Lar 3. Ha oTkpbiBLencsa cTpaHuue HaxmnTe Request a certificate v Boibepnte 3HaveHne advanced certificate request.
Lar 4. BcTaBbTe conepxxumoe CSR-¢ainna n Beibepute wabnoH Web Server, nocne yero Haxxmute Submit.

LWar 5. B kayecTBe MeToAa WucpoBaHus Bbibepute Base 64 encoded n HaxxmuTe Download certificate. B pesynbTaTe nonb3osaTenb NONy4YnUT cepTudmkaTt
(oTKpbITHIN Kto4) ans AxelNAC.

LWar 6. 3arpysuTe caiin CA B 6pay3sepe no cnenyiouwiemy URL: http://<DNS-uma_CEPBEPA>/CertSrv. HaxxmuTe KHOMKY Ans 3arpy3ku ceptudgmkata LC,
uenoyvkn ceptudukaTos nan CRL: Download a CA certificate, certificate chain or CRL.

LWar 7. Buibepute ceptudmkaT LIC B cnmcke.
Llar 8. BuibepnTe Base 64 B kayecTBe MeToAa LWIMPPoBaHMA 1 3arpysmTte cepTudmukaTt LIC, Haxxas Download CA certificate.

LWar 9. CkonupyiTte 3Tn cannbl B AxelNAC.

HacTponka AxelNAC

YcTtaHoBKa ceptucgukarta cepsepa B AxelNAC

Mepepn BbINONHEHNEM CNeayoLWNX Waros ybeanTech, 4TO NpU BbiNycke cepTudmKaTa 6bln yCTaHOBMEH NapamMeTp "ayTeHTudhukauus cepsepa'’ nna EKU
(Extended Key Usage).

[nsi Toro 4Tobbl CKOHPUIYPUPOBaTL COEAUHEHNE C ayTeHTUdMKaumMen no npotokoay EAP-TLS Heob6xoAMMO yCTaHOBUTbL cepTuUdurKaTbl Ha cepepe AxelNAC.
Mons, KoTopble MOryT CoAepXaTb CepTUDUKaTLI MOKa3aHbl B Tabnmue Huxe.

O6sA3aTenbHbie U ONUMOHaJbHbIE NoJiIA cepTUdUKaToB

Mone OnucaHue Mpumep CraTyc
UPN User Principal Name nonb3osatens nbl@axeldemo.pro
119 BBINOSIHEHNA ayTeHTUMMKaLumn HeobxoAMMO 3aMoHUTL XOTS 6bl
CN ICommon Name nonb3oBaTens nbl@axeldemo.pro M
0[HO U3 3TNX nonewn
DNS DNS APM nbl.axeldemo.pro
IP Address IP-agpec APM 192.31.205.15
Street Address [Feorpadunyeckun agpec APM ul. Lenina, 9A
State or O6nacTb/NPoBNHLMA/WITAT, ANA KOTOPOro Mockovskaya
Province lnencTBmuTeneH ceptTudukaTt oblast [laHHble NoNs HOCAT MHMPOPMaLIMOHHBIN XapakTep 1 He TpebytoT
Country CTpaHa, 419 KOTOPON AeNCTBUTENeH cepTudunkaT Honolulu 3anonHeHns
Organizational [MoapasaeneHue, AN KOTOPOro AeicTBUTENEH HR
Unit cepTudukaT
Organization [OpraHu3auus, Ana KOTopon aencTemTeneH ceptudukatiAxelPRO

LWar 1. MNepenguTe Ha BkNaaky RADUIS B pa3nene Kondurypauus - HacTpoiku cuctembl - SSL-cepTudukaTbl 1 Ha)KMUTe Ha KHOMKY PepakTupoBaThb.

Lar 2. Ha oTKpbIBLUENCS CTPaHULE 3aMeHUTe NpefyCTaHOB/IEHHbIe AaHHble B Nonsx CepTudukar cepsepa RADIUS, 3akpbITbi KJ1l0Y cepBepa
RADIUS 1 CepTudukar(bl) ueHTpa ceptuduKaumm aHHbIMK, NoayveHHbIMU B LIC 1 HaxxMuTe COXPaHUTb B JIEBOM HVXXHEM Yrly CTpaHuLb.


mailto:nb1@axeldemo.pro
mailto:nb1@axeldemo.pro

Mocne ycTaHoBKK SSL-cepTudmrkaTa Bam ByneT npensioxeHo nepesanyctutb cnyx6by radiusd-auth. Bol Mo)keTe NponyCcTUTb 3TOT wWar, T.K. AaHHY0 ciyx0y, B
noboM cnyyae, Hy)KHo ByeT nepe3anyCcTuTb NOC/Te OKOHYaTeIbHOW HAaCTPONKIN COeANHEHMS.

LWar 3. MNepengute B pasnen Kondurypauusa » Hactpoiku cuctemol - RADUIS - SSL-ceptudukatbl PKI 1 HaxMmuTe Ha KHOonkKy HoBbi SSL-
ceptudmkar.

Lar 4. Ha OTKPbIBLUENCS CTPaHMULE 3anofiHUTe Mos ciedytowmum obpasom:

Unentudukatop — eeBegnTte ums npocuns;

Ceptudukart — ykaxute cepTuduKkaT, BbinyLeHHbI LIC ansa cepsepa;

LLeHTp cepTudmnKaumm — ykaxute cepTudmrKaT yIOCTOBEPSIOWEro LIeHTpa;

3aKpbITbIA KJIIOY — YKaXXUTe 3aKpbITbIf KJIIOY cepTUdmnKaTa;

Maposb ANA 3aKPLITOro KJa4Ya — yKaXnTe Naposib A5 KOHTeNHepa cepTUdrKaToB (Mpn Hanm4mm);

CepTudumkaTt(bl) NPOMEXXYTOHYHOro ueHTpa cepTucdukauumn (CA) — npy HaIM4MN NPOMEXXYTOHHOIO LleHTpa cepTudukaunm Heobxoanumo ykasaTb ero
cepTudUKaT, B MHOM CJly4ae, yKaXnte cepTudurKaT yA0CTOBEPSIOWEro LLeHTpa.

e o o 0o o o

Mocne 3Toro, HaxxmMmMTe Co3paThb B IEBOM HVXKHEM YIly CTPaHWLLbI.
LWar 5. Nepengnte Ha Bknagky Mpodunm TLS n HaxxmnTe HoBbi TLS-npocdhuns.
LLlar 6. Ha oTKpbIBLUENCA CTPaHMLLE 3anoNHUTE Noasa cneayowmm obpasom:

UpnenTudukatop — BBeaMTE UMS Npocns;

NMpodune cepTudpukarTa — ykakute nma SSL-npounnsa cosgaHHOro B NpeablayLuem wware;

MuHumanbHasa Bepcusa TLS — MuHuManbHas Bepcus TLS, nogaep>xmuBaemasn noakao4aeMbiMu yCTPOMCTBaMU;
MakcumanbHaa Bepcusa TLS — MakcuManbHasa Bepcus TLS, nogaep)xmBaeMas noakIto4aeMbIMU YCTPONCTBaAMMU.

e o o o

Mbl pekoMeHayeM BbibpaTh MUHUMasbHYI0 Bepcuto TLS 1.2 1 MakcMManbHyto — 1.3, T.K. 3TV BEPCUN ABASIOTCS CaMblMU aKTyaslbHbIMU.
Mocne 3Toro, HaxxMnTe Co3paTh B IEBOM HVXKHEM Yrjly CTPaHWLIbI.

LWar 7. MNepenauTe Ha Bknaaky Mpodunu EAP 1 HaxmnTe HoBbi npocduns EAP.

Lllar 8. Ha oTKpbIBLUENCA CTpaHuWLE 3aNoNHUTe Noss cieayiowmm obpasom:

Wpentndukatop — seeanTe nMsa npoduns;

Tun EAP no ymonyanuio — TLS;

Tunbl EAP-ayTeHTUdUMKauum — TLS;

Mpodunb TLS — ykaxuTte ums TLS-npodunnsa co3paHHOro B NnpeablayLlem ware.

e o o o

Mocne 3Toro, HaxxmMnTe Co3paThb B JIEBOM HUXKHEM yrny ctpaHuubl.

LWar 9. MNepesanyctute cnyxby radiusd-auth.

Mepe3arpyska AaHHON ciyX6bl MOXXET NPMBECTU K TanmayTy Tekywux RADIUS-ceccun ayTeHTudnKaumu.

Kondurypauusa nposangepa PKI B AxelNAC

[ns ucnonb3oBaHus PKI HeobxoAnMo Npon3BecTy KoHGpUrypaumuio nposanaepa B seb-nHtepdece AxelNAC. KoHgurypauus npoaingepa onpeaensieT, kak
AxeINAC nogkntovaeTcs kK MSPKI n kakasi HopmMauus 6yneT nepeaaBaTbcs. [n5 3TOro BbINOJHUTE Cnefylolwne 4encTBns:

LWar 1. MNepengute B pasnen Kondurypauus - PaclumpeHHble HacTpoilku paoctyna - PKl-npoBanpepsbl , HaxxmuTe HoBbi PKI-npoBaipep v B
BblMafatowem crnmcke Bolbepute 3HavyeHne SCEP.

Lar 2. 3anonHuTe chopmy Ana nposanaepa PKI B cOOTBETCTBMM C KOHDUrypaunen LieHTpa cepTudurkaumm.

Insa URL He ucnone3yinte npotokon https:.

e [1nA TakoW KOHduMrypaumm He TpebyeTtca kombruHaumsa nornHa v napons (VMms nonb3osaTtens/Maponb).

e B 3HayveHusix napameTpos ®ann ceptudukarta CA n ®ainn ceptucdukata cepBepa L0/KHbI ObITb YKa3aHbl abCONOTHbIE MYTU K haitnam
cepTtudukaTos. Mpumep abcontoTHoro nyTtu: /usr/local/pf/conf/ssl/tls_certs/MyCA.pem

e [MapameTp ATpuOGYT obLLLero MMeHM onpenenseT, kak byaeT reHeprMpoBaTbCA CepTUPUKAT 1 Kakoi Tun «BlagesbLa» byaeT cBA3bIBaTb cCepTUDMKAT C
noaknyeHnem. Ecnm BeibpaTh 3HaveHne MAC-agpec, To cepTudukat byaeT creHepupoBaH € ncnosb3osaHnem MAC-agpeca B KayecTse
noeHTudukaTopa. Ecnum Boibpath 3Ha4eHe UMA nonb3oBaTens, To cepTudmkaTt byaeT creHepnpoBaH C UCMOJIb30BaHNEM MMEHWN NOob30BaTeNs Ha
cepeepe ayTeHTUuduKauum.

KoHdpurypaumsa areHToB MHULLMAIU3ALUU

AreHTbl MHWLMaN3aLmn No3BONSAI0T yCTPONCTBaAM aBTOMaTUYECKM HAacTparBaTb NOAK/O4EHNE K COOTBETCTBYIOWEMY SSID (ecin npyMeHMMO), NCNOJb30BaTb
COOTBETCTBYIOLINA MeToL, ayTeHTudunKaunn (Hanpumep, EAP-TLS) n nosepsTb cepTudmkaTty LIC n nobomy noanmcaHHoMy nm cepTudukaTy. MoapobHbIn
npoLecc HaCTPOWMKMN areHToB MHULMaAn3aLmm onncaH B pasgene NHTerpauns ¢ areHTamu nHUUmnann3aumm.

Otnapka unterpauum MSPKI ¢ AxelNAC
[lns Toro 4To6bl NPOBECTUN NPOLIEAYPY PErMCTPaLmN BPYYHYIO, A8 OT/IaA04HbIX Liesieit, BbIMoJHUTE ceayowmne AeACTBUA:
LWar 1. CreHepupyiTe 3anpoc 1 ero 3akpbIThbIA KJIKOY C MOMOLLLIO KOMaHAabl openssl. BeeauTte cneaytowme komaHabl B AxelNAC CLI:

mkdir temp; cd temp
openssl req -newkey rsa:2048 -nodes -keyout local.key -out local.csr -subj
'/C=CA/ST=Moscow/L=Mytishi/O=Reverse/OU=IT/CN=www.test.example.ru'

B pe3ynbTaTe B 3TOM KaTanore 6yayT co3naHbl ABa danna: local.csr v local.key.
LWar 2. Nony4ute ceptudukat LIC n cneundunyeckne ceptudmkaTbl 13 MSPKI ¢ NnoMoLLbIO KOMaHAbI:
sscep getca -u http://<DNS-nmsa_CEPBEPA>/CertSrv/mscep/ -c MyCA.crt

LWar 3. Ucnonb3ynte ceptudukatel CEP encryption n Enroliment agent. O6a cepTudukaTta 66111 NoNyHeHbl NPU BbINOJHEHUN KOMaHAbl sscep getca. [Jo/KHO
6bITb, KaK MUHUMYM, TpU cepTUdMKaTa C 0ANHAKOBLIM UMEHEM 1 pa3HbIMU Lndpamn B KoHUe: Hanpumep, MyCA.crt-0 (cepTudukaT areHTa permcrpaumm),
MyCA.crt-1 (cepTudukaT wngpposaHus CEP) n MyCA.crt-2 (ceptugukat LIC). Ons oTobparkeHMs coaepXMMOro Kax ioro cepTudukaTta Ucnonb3ynre
cnepytoLine KOMaHabl:

openssl x509 -in MyCA.crt-0 -text
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openssl x509 -in MyCA.crt-1 -text
openssl x509 -in MyCA.crt-2 -text

LWar 4. B pe3ynbTaTax NoMcka Hanaute pacwmpeHne X509v3.
LWar 5. Wcnonb3yiiTe kKoMaHAy sscep enroll:

sscep enroll -c MyCA.crt-0 -e MyCA.crt-1 -k local.key -r local.csr
-I MyCert.crt -S shal -u http://<DNS-nma_CEPBEPA>/CertSrv/mscep/ -d

Mpu ncnonb3oBaHUM 3TOW KOMaHAbl B Ka4ecTBe aprymeHTa Ana -c notpebyetcs cepTudmkat areHTa Enrollment agent, a B ka4yecTBe aprymeHTa ons -e —
cepTudukaT wndposaHms CEP Encryption. napameTp -d ncnosb3yeTcs AN BbIBOAa O0TNaA04HON MHMopMaunn. -l — nokanbHbIN dain, B KoTopom byaeT
coxpaHeH cepTudukaT.

LWar 6. Jnsa npoBepku cepTudmkata no OCSP MOXKHO MCNO/Ib30BaTb CleyoLLyt0 KOMaHay openssl:

openssl OCSP -issuer path/CA-Certificate -cert path/Certificate-to-verify -text -url http://<DNS-uma_CEPBEPA>/OCSP

Otnapka Passthrough B Android

Ecnun B Passthrough Heo6xoanmMo [o6aBUTL JOMeHbI, NpeAiiaraeTca nepexsaTuTb Tpaduk, NAYLIMIA C yCTPONCTBA, KOTOPOE He MOXET MOJy4UTb AOCTYN K
Google Play Store. 115 3TOro MO>XHO 1CMNONb30BaTb, HaNpuMep, komaHay tcpdump, Nony4nThb IP-agpec yCTponcTBa U BbIMOAHUTL B KOMaHOHON CTPOKE MacTep-
y3na AxelNAC cnepyioLlyto KoMaHay:

tcpdump -i $REGISTRATION_INTERFACE -n dst port 53 and src host @IP-AQPEC_YCTPONCTBA

B pe3ynbTaTe Bce DNS-3anpockl ¢ ycTponcTea 6yayT oTobpaxkeHbl B kKoHcoam AxelNAC. HyxxHo ByaeT HaTu cBA3aHHbIN ¢ Google nomeH 1 1o6aBuTbL ero B
cnncok Passthrough.
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