KoHurypaumsa npoTokona SSH AN NoAKIOYEHNA K CKaHUPYEMOMY YCTPONCTBY

Bbl MOXXeTe co3aaTh He 6o/lee 5 CKaHEepOB C UCMoJsib30BaHWeM TpaHcrnopTa SSH. Co3aaHne 60/bLIero KoJim4ecTBa MoXKeT NPUBECTU K
oWKnBKaM (YHKLMOHNPOBAHMSA KNAaCTEPHOW MHCTaNNSALNN.

Ha Bknanke SSH HaxonaTcs 610k HacTponku noaknioueHus, Onpoc v NMpoBepKu. 3anonH1MTe napamMmeTpbl B HUX, YTOObI
HaCTpPOUTb NCNOJIb30BaHMe TpaHcnopTa SSH.

Bnok «<HacTpouku noaKn4YeHus»
HacTpolku nogknwyeHus

o Bkniounte SSH OTKNWYeHo

o Mopt

MopT AN NOAKNKYEHMA NO NPOTOKONY SSH He MOWET COBNagaTh C NOPTOM ANA NOAKNIOYEHWA No npoTokony WInRS. ECnu Bbl XOTUTE Ucnonb3osaTk oba npoTokona
ANA NOAKNIOYEHWSA, YKaWKUTe ANA HAX pasHble NopTel.

SSH UenTtp ceptudgmkatos ans

ayTeHTUPHKaUWK NoNb3oBaTeENs

o WUmMa nonbsosatens

VIM# Nonb3oBaTens ANA COEAMHEHWRA CO CKaHUpyeMbiM APM. [lartoe uma 6yaet oTobpaxeHo B xxypHanax coeMHenna SSH-cepsepa.

CkavaTb

o YcTaHOBOYHbIN CKPUNT

Y6euTeCk, YTO BbI COXPAHW/M HACTPOMKM KOH(BUIypaLuK, HaXas KHOMKY «CoXpaHuTe» B GopMe.

B naHHoM 610Ke [OCTYMHbI Cnepyiowme napamMeTpsbil:

1. Bknwouutb SSH — akTuBMpYyTE AaHHbIN NapaMeTp 4J15 BKJOYEHUS NCMOb30BaHUsS TpaHcnopTa SSH;
Ecnn He akTMBMPOBaTb AaHHbIM NapaMeTp, CKaHNMPOBaHMe MO AaHHOMY NMPOTOKOJ1y MPOBOAUTLCA He byaeT.

Ecnun napameTpbl Bkaountbe WinRS 1 Bknountb SSH akTUBMPOBaHbI — MPOUCXOAUT MapasyiesibHoe noakJstoyeHne no obomm
BKJIIOMEHHbIM MPOTOKOM1aM. B 3TOM cily4ae npoBepka NpoBoAUTCS B 3aBUCMMOCTM OT Tuna OC OKOHEYHOro yCTPONCTBa.

2. MopT — NopT A5 NOAKAYEHNS (N0 YMONYaHUIO NOPT 22);

3. SSH LeHTp cepTudukaToB ana ayteHTUdMKauum nonb3oBaTens — LIEHTPbl cepTudmrkaumm, ncnonb3syrowmecs ans
noAnucK cepTuduKaTa KAneHTa. NokasblBaloTCS LLIeHTPbl, CO3AaHHble Ha BK1adke LLeHTpbl cepTudukauum;

4. Amsa nonb3oBaTensa — UMA y4eTHOW 3arnmcn Ha KOHEYHOM XOCTe, K KoTopoMy ByaeT NoAK/IYaTbCa CKaHep.

Mocne coxpaHeHns BCeX HAacTpoek B 6/10ke NOSBUTCSA eLle 0AVH NapamMeTp:

5. YcTaHOBOYHbIW CKPUNT — CKavalTe 3TOT CKPUMT U 3anyCcTUTE ero Ha cynnankaHTe. OH BbINOJHAET HaCTPONKMN Y4eTHON
3anucuK € UMeHeM, yKa3aHHbIM B NnapameTpe Ma nonb3oBaTtens, SSH-cepsepa 1 nposepseT HeoOXoAMMbIe YTUANTLI ANS
npoBefeHns NpoBepok. B HacTporikax SSH-cepBepa ckpnnT ycTaHaBanBaeT napameTp PubkeyAuthentication B 3HavyeHne
YES. Takxe oH coaepxuT napameTp TrustedUserCAKeys c haiioM OTKPbLITOro K/o4a yoOCTOBEPSIOLLErO LLeHTpa,
ykasaHHoro B napamMeTtpe SSH LLeHTp cepTucdmnkKaToB Ans ayTeHTU(UKaLUM nosb3oBaTens .

o [N19 KOPPEKTHOW KOHUIrypaunm cCKpunT AosKeH 6biTk 3anyLleH 13 noj Cyneprosib3oBaTens;
o MWHUMasibHasa BepCUs AS1S peasm3aunm Takoro Tuna aytTeHTudurkaumm - 9.2.p3. NposBepka MUHMMaNbHOW BEPCUN
3a/10)KeHa B NHCTaNALMNOHHbLIN CKPUNT.

«HacTpoku SSH no ymonyauuio»

[nsa yctaHoBkn coennHeHus ¢ SSH-cepsepom AxelNAC ncnonb3yeT meToAbl o6MeHa KYamu, Wwnudpbl U UMUTOBCTaBKMW, YKa3aHHbIE B
Beb-uHTepdence.



HacTtpoiikn SSH no ymonyaHuio MeTon 06MeHa KioyaMm:

¢ diffie-hellman-group14-sha256, diffie-hellman-group16-sha512,
diffie-hellman-group18-sha512, ecdh-sha2-nistp256, ecdh-sha2-
nistp384, ecdh-sha2-nistp521, curve25519-sha256@Libssh.org,
curve25519-sha256, ext-info-c, kex-strict-c-v00@openssh.com

LWndpsi:

e aes128-ctr, aes192-ctr, aes256-ctr, aes128-gcm@openssh.com,
aes256-gcm@openssh.com, chacha20-poly1305

MMutoBCcTaBKM:

e hmac-sha2-256-etm@openssh.com, hmac-sha2-512-
etm@openssh.com, hmac-sha2-256, hmac-sha2-512

Opyrve 3HaveHne AxeINAC He NCrosib3yeT No yMOJIHaHUIO, TaK KakK OHU ABJIAIOTCA MeHee 3allUnLeHHbIMN.

Bnok «Onpoc»

Onpoc

o TaliMayT oTKMKa 2000

BpeMsi, N0 UCTeYeHUM KOTOPOTro COeANHEHNEe CUNTaeTCA HeakTUBHBLIM (Mc). lonycTuMble 3HaueHus: 1000~
5000 Mmc.

B naHHoM 6noke OOCTYNHbI cnegyoumne napaMmeTpbl:

1. TauMmayT OTKJAIMKa — [aHHbIN NapaMeTp 3af4aeT TanMayT 419 KaxXAon onepaunn (yCTaHOBKa coeguHeHus, ayTeHTuduKkaums,
OTKPbITNE KaHa/la KOMMYHMWKaLuuK, BbINOJIHEHWE onepauun, YTeHne pesysbTaTa, ANCKOHHEKT-coobLieHne). O6Lwun TanmMmayT
MO>XXET COCTaB/ISATb HECKOJIbKO CEKYHA Npu Nocief0BaTe/IbHOM BbIMOJIHEHMN onepaumin. onycTuMble 3HavyeHus: 1000-5000 mc.
PekomeHpyemoe 3Ha4veHne: 2000 MC. YMeHbLUeHNe NpUBEAET K NoTepe CoOeANHEHNS Npn HeCTabuabHOM NOAKAOYEHNN.

bnok «lMpoBepku»

[na npoBeneHns NpoBepok ckaHep ucnonb3yeT nakeTol hostnamectl, systemctl, kesl-control, test, md5sum, who, id.
OTCyTCTBME B CUCTEME NAKETOB BJIMSIET HAa PYHKLMOHAJ, OHU HY>XXHbI OJ1 KOPPEKTHOW paboThbl.



MNpoBepku
o MNposepka cTaTyca aHTUBMpYCa OTkNoYEHD

° MNpoeepka BepcUN aHTHBUPYCa OTkNle4eHD

MNpoBepka BepCUM NPOMIBOAMTCA NO NepesIM 3 paspaAfamM. Bee 3 paspAna o6AsaTeNeHE! K 3aN0AHEHHI.

° Mpoeepka obHoBNEHMA aHTHBKMPYCa OTKNOMEHC

DonycTuMoe KONMHECTBO AHER ¢ MOMeHTa nocnegHero obHosneHws Das auTuenpyca

o 0b6HoBneHuA agpa OC OTKNYEHD
o Tun OC | NobBaeute OC
o MpuHapnexHoCTL K rpynnam OTKM04EHD

o Onepatop  OR

o Mpynne

MepeywcnTe rpynne (vepea npoben)

o 3anyueHHble cnywbbl OTkMoYEHD

NepeyucnuTe cywbel, KOTOPEIE QOMKHE O6ITE 3anyweHe (yepes npoGen)

0 MNpoeepka asTozanycka cny*b HRmERe

ECNM NaHHbI NapaMeTp aKTHBMPOBaH, CKaxep GyAeT NPOBEPATE, BKIOYEHE NIV aBTO3aTPY3Ka Y NEPEYHCNEHHLIX BEILE CNymE.

° MNpoeepka Gainos OTkNYEHD

° Crmeor ganos

OTKN0YEHC

o Npoeepka hash-cymMmel

[ononHuTentsHan npoeepka hash-cymMMel daina

KnoHupoeaTb | CbpocuTb OTmeHa Ypanutb

B naHHoM 610Ke [OCTYMHbI Cnepyiowme napamMeTpsbil:

1.

MpoBepka cTaTyca aHTUBMpPYCa — MpU aKTMBaLMN [aHHOro NnapaMeTpa 3anyckalTcs MPOBEPKU BEpCUM aHTUBMPYCa 1 AaTbl
obHoBeHUs 6a3. Takxe napameTpbl IpoBepka Bepcum aHTUBUpPYca v lMpoBepka 0o6GHOBNIEHUIA aHTUBUPYCA CTAHOBATCSA
[OCTYMHLIMU 419 B3aUMOAENCTBIUS;

MpoBepka BepcuM aHTUBMPYCA — MNPU aKTUBALMM AAHHOIO NapaMeTpa BbINOJIHAETCS NPoBepKa BepCMmn aHTUBMPYCa,
yKa3aHHO B rnoJie Huke. B none HeobxoanMo ykasbiBaTb NepBble 3 OKTeTa BEPCUMU aHTUBUPYCa;

MNMpoBepKa OGHOBNEHUI aHTUBUPYCA — MPU aKTUBALMM AAHHOMO NapaMeTpa Npou3BoAMTCS NPOBEpPKa AaTbl NOC/AeLHEro
06HOB/IEHUA U CPAaBHEHME C MaKCUMasibHO AOMYCTUMbIM 3HAYEHUEM, YKa3aHHbLIM B M0Jie HUXE;

B pnaHHOM 6510ke npoBoASTCS NpoBepkn aHTusmpyca KESL.

OOGHoBeHus agpa OC — npy akTUBaALMM AAHHOIO NapaMeTpa BbIMOJIHAETCS NPOBEPKA COOTBETCTBMS MUHUMAJIbHOW BEPCUN
anpa OC;

. Tun OC — npu HaxxaTumn kKHonku JlobaBuTb OC, NokasbiBaeT none ans sbibopa Tuna OC 1 ycTaHOBKN MUHUMabHO

[onycTumol ee Bepcun sigpa. B none HeobxoAnMo ykasbiBaTb nepsble 3 okTeTa Tuna OC;

MpoBepka Bepcuy sapa NPOU3BOANTCSA MO NepBbIM TPEM OKTETaM.

MprHaaneXXHOCTb K rpynnaM — rpu akTMBaLMM JaHHOro NapaMeTpa NpoBepseTcs NPUHaANeXXHOCTb aKTUBHOMO
noJsib3oBaTens, ucnosb3ytowero GUI, K rpynnam, ykasaHHbIM B nose Fpynnsi;
OnepaTtop — BbI6Op onepaTopa:

o OR — MnpoBepKa CYUTAeTCs YCNEeLHOon Npu Hannyium xoTs Bbl 1 rpynnbl U3 CrUCKa HUXKE;



o AND — npoBepka c4YnTaeTCs yCneLwHoW Npy COOTBETCTBMM BCEX FPYMM U3 CNUCKa HUXE.

8. Fpynnbl — CNUCOK rpynmn, K KOTOPbIM AOJKEH NPUHaANexaTb NoJib30BaTeb;

9. 3anyuwieHHble cNy>XX0bl — Npy akTMBaLUKW AaHHOro NapaMeTpa YKa3aHHble B Mose Huxe cnyxbbl, KoTopble y4acTBYIOT B
nposepke, byayT npoBepeHbl Ha cTaTyc Active. Jllobon apyron ctaTyc cnyx6bl byneT o6paboTaH Kak ownbOYHBIN 1 NpUBEAET K
nosiBaeHuto Tpurrepa. NapamMeTp No3BoNASET AOMOHUTENBHO BbIMNOJIHATL MPOBEPKY aBTO3anycka ciy>6. Takxe napameTp
NMpoBepka aBTO3anycka cay>X6 cTaHOBUTCA AOCTYMNHbLIM AN B3aUMOAENCTBUS;

10. MpoBepka aBTO3anycka cay>06 — nNpu akTuBaLMy AaHHOr0 NapaMeTpa Npu 3arpyske CUCTEMbI BbIMOJIHAETCSA NPOBepKa
aKTUBHOCTW aBTO3arpy3Ku y nepeyvncieHHbIX cyxob;

11. NpoBepka cannoB — Npy akTMBaLUM LaHHOrO NapaMeTpa BbINOJIHAETCS NPoOBEpPKa MecTa PacrnosoxeHus aknia B cucteme.
Tak>xe napameTp NMpoBepka hash-cyMMbl CTaHOBUTCA AOCTYMNHbLIM A1 B3aUMOAENCTBUS;

MpoBepka HEKOTOPbIX CUCTEMHbLIX AUPEKTOPUi MoXeT BbiTb HeAO0CTYMNHa, HanpuMep root, proc (KOHKpPeTHbIn Habop 3aBUCUT OT
anctpubyTrBa). 3TO CBA3AHO C TEM, YTO JaHHbIe AUPEKTOPUMN SBNIATCA CUCTEMHBIMW U AOCTYN K HAM AJ15 NoJb30BaTeNs
3anpeLleH.

12. Cnucok pannoB — npu HaxxaTum KHonkn Jo6aBuTb pann, NoKasbIBAOTCSA NOJIA, KOTOpble HE0H6X0AMMO 3aNONHUTL NYTEM K
hanny, a Takxe ero hash-cymmon. MyTb 1 Ha3BaHMe alina MoryT ObiTb YKa3aHbl Kak Ha aHMIMACKOM, TaK 1 Ha PYCCKOM Si3blKe;

13. NMpoBepka hash-cyMMbl — Npu aKTMBaLUMN faHHOIO NapamMeTpa BbIMNOJHAETCS AOMNONHMTENbHAA NPOBEPKA LIEJIOCTHOCTM
¢danna no hash-cymme.

B cnydyae, ecnm hash-cymma He ykasaHa, AaHHas npoBepka byaeT nponylleHa 1 Ans NpoTokona SSH He ByaeT Bbi3BaH Tpurrep
ScanlisFailed n HashDoesNotMatch.
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