KpaTkasa nHgopmaumsa o cmcreme

B maHHOW cTaTbe npuBefeHbl obLuue CBeleHUsi 0 CUcTeMe KOHTpos ceTeBoro goctyna AxelNAC.

Ha3HayeHue cuctemMbl

AxelNAC — 3To aKTMBHO NoAAep>XKMBaeMas U HageXXHas cuctema KoHTpons cetesoro goctyna (NAC), npegHasHavYeHHas ons
yrnpasJieHnsa npoueccaMmn naeHTudnKaumumn n caep>XnBaHus yrpos B KOpnopaTusHou ceTu. MNMnaTdhopma 3alUnLaeT NpoBoOAHbIE,
6ecnpoBogHble U VPN-NOAK/IIOYEHNSA, KOHTPOIMPYEeT COOTBETCTBME YCTPOWNCTB NMOMTUKAM MHGOpMaLMoHHon 6e3onacHocTn (UB) un
BXOAUT B PEECTP OTeYeCTBEHHOro nporpamMmmHoro obecneyeHuns. Cuctema AxelNAC obecneymBaeT BbICOKYO 3PPEKTUBHOCTb U
HafeXHOCTb Npu ynpasJsieHnn AOCTYNoM n obecnevyeHnn ceTeson 6esonacHoCTw.

KniouyeBble BO3SMO>XXHOCTU CUCTEMBbI
Cnctema obecriedmBaeT peanmsaunio cnepyollero yHKLnoHana:

e KOHTpPOJIb AOCTYyNa B KOPNOPaTUBHYIO ceTb: nogaep»xxka npotokonos PEAP, EAP-TLS, 802.1x, TLS n MAB ans
aBTOpU3aL MM NoJsib30BaTesNIEN N YCTPONCTB;
KOHTpOJib AeCTBMA aAMUHUCTPATOPOB ceTeBOro obopyaoBaHusa: nogaepxka npotokosios TACACS+ n RADIUS;
UpeHTudUKaumsa TMNOB YCTPOWCTB M KOHTPOJIb NOAMEHDI: CMCTEMa orpejenseT Tvn Noak/o4aemMmoro obopyaoBaHUs n
rnpenoTBpallaeT ero nogMeHy;
FocTeBOM poOCTyn: NOALEP)KKA Pa3/IMyHbIX CLleHapreB nNpenocTaBieHns 6e3onacHoro rocTesBoro A4ocTyna;

e AHanus cooTBeTCcTBUA nonutukam UB: oueHKa yCTPONCTB MO pasfinyHbIM KpUTEpUsaM (Hannydme aHTusmpycHoro Mo,
aKTYya/IbHOCTb CUFHATYp, cTaTyc obHoBNeHnn OC, Y1eHCTBO B AlIOMEHE, CMMCOK 3anyLeHHbIX Cy>X6 n ap.);

e MHTerpauusa c BHELWHMMMU CUCTEMaMu: nepefada cobpaHHom nHgopmaumm o nonb3oaTtenax B MC3, SIEM, NDR u gpyrue
CUCTEMbl;

e YnpaBJsieHMe AOCTYNOM MO BHELWWHUM KOMaHAaM: NoafepxxkKa U3MEHeHUs napamMeTpoB AOCTYyrMNa Ha OCHOBE KOMaH[ 13
cuctem NDR, IRP 1 aHanormyHbix peweHunn.

KntoyeBble 0CO6EHHOCTM MpoayKTa:

¢ WUHTerpaums c ceTeBbiM 06opyaoBaHMeEM: NoaLepiKKa LWMPOKOro nepeyHs npodunaen, Bkaovasa paspaboTaHHble
KoHdpurypaumm ana Eltex, QTECH, SNR v apyrux seHaopos. VIHTerpaums ¢ BHewWHMN Nb-cucTeMmamm ocyLLecTBAsSeTCs
yepes Syslog, REST API v cneunannsnpoBaHHble MOAYN;

e Hapme>XHOCTb M OTKa30yCTOMUYMBOCTb: CUCTEMA BK/IOYAET BCTPOEHHbIE CpeACTBa Pe3epPBHOr0 KONMPOBaHWA 1
nogaep>XnBaeT OTKa30yCTONYMBYIO KJTaCTEPHYI0 MHCTaNnaumio no npuHumnny active/active cocrosawyio ns Tpex n 6onee
Yy3/10B CO BCTPOEHHbIM 6aNaHCUPOBLLMKOM Harpy3Kku;

e OTYETHOCTb M BM3yaJIM3aLMA: BCTPOEHHbIN MOAYJIb OTHETHOCTM obecneymBaeT AeTajibHbl aHaIM3 NOAKIOYEHNN
YyCTPOWCTB 1 NnoJsib3oBaTenenn. MHopmaunsa arpermpyeTcs B eANHOM UHTepdence, YTo NO3BOISET OTC/IEXKUBATb N3MEHEHMNA
KJINEHTa W BbIABJISATb TeHeBYI0 NT-HDOPaCcTpPyKTypy;

e 'nbkas ponesas MoAenb: BO3MOXXHOCTb pa3rpaHUYeHnsa AOCTyNa K PyHKUNSAM CUCTEMbl U OTHETAM B 3aBUCMMOCTM OT
ponewn nosb3oBaTenen;

e BcTpoeHHbi YL, n uHTerpauus c BHewHuMu YL: noanep)xka Kak BHyTPEHHEero yoCTOBepstoLLero LLeHTpa, Tak 1
MOOKJ/TOYEHNSA K BHELUHUM peLleHnsamMm;

e Moppep>kka pas3sIMiHbIX UCTOYHUKOB NOJib30OBaTesien: CoBMecTUMOCTb ¢ Microsoft Active Directory, FreelPA, LDAP,
RADIUS, a Takxe c BHyTpeHHUMYK 6a3amu nonb3oBaTenen n ycTponcTs. MNoaaepxmnsaeTcs ogHoBpeMeHHas paboTa ¢
HECKOJIbKUMU NCTOYHUKAMN U JOMEHaMU;

e BcTpoeHHasa OTP-ayTeHTudMKauma: Hanm4me cobCTBEHHOr0O MexaHMU3Ma 04HOPa30BbIX Maposen Ansa nojb3oBaTenen;
PaboTta c ceTeBbiM 060pypoOBaHUEM C orpaHM4eHHbIM (PYHKLMOHANOM: MOALEpP)KKa CLleHapueB B3aMMOLEeNCTBUSA C
yCTPOMCTBaMU, He noaaepXusamwmmm ctaHgapt 802.1x;

e Murpaumsa paHHbiX u3 apyrux NAC-cucteM: BO3MOXHOCTb NepeHoca MHMopMaLum N3 CTOPOHHUX PeLLeHUn KOHTPoas
nocTyna.
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