LDAP

B naHHOW CTaTbe ONUCaHO, Kak HAaCTPOUTb NCTOYHUK ayTeHTUdMKaLUKN, NCNONb3YOLWNA NpoTokoa LDAP ans aons ayteHTudukauum n
aBTOpM3aLNnmM Nosb3oBaTenen. 3TOT MeToA ayTeHTUdMKaunm ncnoab3yeT kaTtanor LDAP ons xpaHeHns y4YeTHbIX JaHHbIX
nosb3oBaTenen.

Co3paHue HOBOro UCTOYHUKA ayTeHTUupukauum LDAP

[nsa Toro 4Tobbl CO34aTh HOBBIN UCTOYHUK ayTeHTudukaumm LDAP, HaxxmuTe HoOBbIN BHYTPEHHMMW UCTOYHUK B JIEBOM BEPXHEM Yry
Tabnvubl. Nocne 3Toro 0TKPoeTCcs MeH KOHUrypaLmm HOBOr0 UCTOYHUKA.

OcHoBHOe

Ha paHHOM BKNagKe MOXHO yKa3aTb OCHOBHblE HACTPOMKN NCTOYHMKA ayTeHTudnKauum.

B npaBoM BepxHeM yrny Ha3BaHWs BKJIaAki OCHOBHOe 0ToOparkaeTCs KOJIMYeCTBO OCTaBLUMXCA 06a3aTeNbHbIX 415 3aMN0JIHEHMSA
nonem.
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B naHHOM MeHI0 OOCTYMNHbI cheaytowme HaCTpOIZKI/I:

1. AMA — M NCTOYHMKA ayTeHTUdUKauum, Kotopoe 6y,u,eT 0T06pa)KaTbCF| B Tabsivue co CnnMcKoM BCeX MCTOYHMKOB
ayTeHTUdUKaunmn. 3agaeTcs Npu cCo3faHnm NCTOYHNKA N HEe MOXKET 6bITb M3MEHEHO B AajibHeNLleMm;
2. OnucaHme — onucaHmne UCToOYHMKa ayTeHTudmKaumm, kotTopoe 6yp,eT OTOGpa)KaTbCFI B TabnmLe Co CMCKOM BCEX UCTOYHUKOB

ayTeHTudUKaumm;

3. XocT — agpec cepBepa LDAP, Ha KOTOPOM XpPaHSATCS yYeTHbIe 3anncK nosb3oBaTesiein. B nonsx cnpaBa MOXKHO yKa3aTb MopT,
no KoTopomy npoucxoant B3ammopenctene AxelNAC n KOHTpOIJIepoM KaTanora. Takxe MOXHO yKa3aTb MeToA WndpoBaHma
coefnHeHns, ecnun oH TpebyeTcs. MNpu Boibope MeToAa WKPOBaHNA HEOBXOAUMO HAaCTPOUTL COOTBETCTBYIOLLME MONSA Ha

BKNanke CepTudukarsl;

4. Pexxum Bepucdukaumm SSL — pexxum nposepkn SSL npu nogknoyeHun yepes LDAP. MpuMeHAETCa TONbKO Mpu
ncrnonb3osaHum Start TLS nnu LDAPS. Bo3MOXXHble BapuaHTbI:
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o HeT — Bepudukauus He TpebyeTcs;

o optional — B c/yyae, ecnu Bepudukauus He NponaeHa, coeauHeHne ycTaHaBINMBAETCA, a B XKypHaiax BbIBOAUTCS
COOTBETCTBYlOLee coobLieHne;

o require — B C/ly4yae, ecan Bepudukauns He nponaeHa, coeAuHeHne He ycTaHaBAMBaeTCA.

. Tav‘mep HefoCTYNHOCTUN — OaHHbIN napaMeTp onpenenseT, CKOJIbKO CEKYHO CepBeEpP A0JIXKEH ObITb OTMEYEeH Kak

He[OCTYMHbIN Nepef NOBTOPHbIM obpalleHneM K HeMy. Mpn yKasaHun Heckonbkux LDAP-cepsepoB unu DNS-nimeHwn,
yKa3blBaloLLlero Ha HeCKobKo IP-afpecos, 3TOT NapaMeTp MoXXeT 6blTb UCMoNb30BaH AnsA obecneyveHus bonee
nocneposaTenbHOro obxona oTkasa. 3HavyeHue 0 OTKJII0YaET 3Ty YyHKLUMIO;
TanMayT NOAKNIOYEHUA — MaKCMMaJibHOe BpeMs 0XXMAaHus ycTaHoBneHnsa LDAP-coeanHeHns nepen ero pas3pbiBoMm.
Ncnonb3yeTcs Ana npenoTBpaLLeHns 3aBMCcaHnsa NpoLLeccoB Npu HEAOCTYMHOCTY CepBepa;
TawMayT 3anpoca — MakCuMaJibHoe BpeMs 0XXuAaHuns BbinonHeHna LDAP-3anpoca nepepn ero npepbiBaHneMm. MNossonser
OrpaHny4nTb BpeMsa 06paboTKM CAOXKHBIX NN He3(hhEKTMBHbBIX 3aNpOCOB;
TanmayT OTKJIMKa — rnepuojg, B Te4eHNe KOTOporo cnctema oxugaet LDAP-oTkAnka nocne oTnpasku 3anpoca. NpumeHseTcsa
0019 NpefoTBpaLLeHns 3aBUCaHNA COEANHEHNI B ClyHae 3a[lepXXeK CO CTOPOHbI CepBepa;
BbasoBoe DN — HayasnbHasa To4vka (Distinguished Name) B nepee kaTanora LDAP, C KOTOPON Ha4YMHAETCS MOUCK YYETHbIX
3anucen. OnpenenseTt 06/1acTb BUAMMOCTY NOMCKa NoJib30BaTenen;
O6nacTb NPUMEHEeHUA — onpejenseT, Kakme 4acTu kaTasnora LDAP B6ynyT ncnonb3oBaTbCs AN ayTeHTUMUKaLMK.
B03MOXXHble BapraHThl:
o Base object ;— 6a30Bbii 06beKT, 63 yyeTa fo4epHNX 06BHEKTOB;
o One-level — 6nnxanwme goyepHue 06bLEKTbI YKa3aHHOro ob6bekTa;
o Subtree — Bce noyepHne 06bekTbl BaszoBoro DN, BkJIlOYas BJIOXKEHHbIE;
o Children — gomeH, KOTOpPbLI HAXOAUTCS B AepeBe NPOCTPaHCTBa MMEH Mo APYrMM AOMEHOM (POAUTENbCKMM), N B CBOEM
Ha3BaHUMN COAEPXKUT UMSA POANTENS.
ATpuOYT MMEeHM nosb3oBaTeNAa — OCHOBHOW SAML-aTpnbyT, copepikalinin MMsa noJsib3oBaTens;
Mpoyue aTpubyTbl — Npoyne aTpnbyThl, KOTOPbIE MOTYT ObITb NCNOJIb30BaHbI Kak MMS Mosb30BaTeNs (ANA NpUMeHeHns
N3MeHeHun HeobxoanMo nepesanycTuTb cnyx6by radiusd-auth.service);
HNobGaBneHue NnouckoBbix aTpubyToB LDAP-cbunabTpa — faHHble aTpubyThl 6yayT nobaBneHsbl kK creHepupoBaHHoMy LDAP-
¢nnbTPy, co3paHHOMyY A58 aTpubyTOB NONCKa;
Wmsa aTpubyTa 3/1eKTPOHHOM NouTbl — 1M aTpmbyTa LDAP, coaepkallero agpec 3/IeKTPOHHOW MOYThI, MO KOTopoMy byneTt
NPOVN3BOANTLCA PUNbTPALINS;
Mpueasate DN — yyeTHas 3anuck (Distinguished Name), ncnonesyemas ans ayteHTudunkauum B katasnore LDAP npn nouncke
noJsib3oBaTesien. OCTaBbTe 3TO NOJIe MNYCTbIM, €C/IN Bbl XOTUTE BbIMNOAHUTb aHOHUMHYO NMPUBS3KY;
Maponb — yyeTHble faHHble, HeobxoanMble Ona OOCTyna K cepeepy LDAP;
KawimpoBaTb COOTBETCTBUA NpaBUJly — MNpu akTuBauumn gaHHoro napametpa AxelNAC kawmnpyeT pe3yibTaThl, rae ecTb
COOTBETCTBME Npasuy;
OTcnexuBaTb — BKJIlOYaET JlorMpoBaHme cobbiTnin ayTeHTUMNKaLMM 1 ANarHOCTUKY paboTbl UCTOYHUKA;
CnyvyanHoe noaksnioueHne — Bolbupate LDAP-cepsep ANn5 3anpoca C/lyvyanHbiM 06pa3oM Npy HaJIMdnNmn HECKOJIbKMX CePBEPOB,
4YTO MO3BONIAET pacnpenenaTb HarpysKy;
CBa3aHHble obnacTn — o6nacTu, KoTopble 6yayT CBSi3aHbl C AaHHBIM NCTOYHNKOM;
MpaBuna ayteHTudUKauum — Habop ycnosuin, onpenensoLmnx, Kakum obpasom KANEHT NN YCTPOMCTBO AOJKHO ObITb
npoBepeHo nepea npefocTaBieHneM JoCTyna K ceTn. HaxmnTe JLlo6aBuTb npaBuno, 4Tobbl 406aBUTL NPaBunIo
ayTeHTUdrKaunu. 3anosHnTe caepyoLlimne nons:
o CTaTyc — aKTUBHO /11 NPaBWJIO;
o UMa — nmA npasuna;
o OnucaHue — onucaHune nNpasuna;
o OnepaTtop — MNPUHLMM NPOBEPKN YCI0BUIA. 3HaYeHne ALL yKa3biBaeT, YTO A0JIKHbl ObITb BbINOJIHEHbI BCE
nepe4ncneHHble ycaosus. 3HadeHne ANY yKasbiBaeT, 4TO A0/KHO OblTb BbINOJIHEHO XOTSA Obl 0AHO NPaBUIIO;
o YcnoBua — Habop KpuTepres, NCNOJIb3yeMblX OJ15 MPOBEPKN KAneHTa. Kon4ecTBo yC/I0BUA HEOr PAHUYEHHO U MOXKET
N3MEHSTBLCSA C MOMOLLbIO HAaXKaTNA Ha MKOHKMN . Kaxxpoe ycnosume cocTonT U3 CefyoLmnx 31eMeHTOB:
s ATpMOYT — nNapameTp, KOTOpbIN ByaeT NpoBepATLCS;
= OnepaTtop — TUM CPaBHEHWS UM MPOBEPKN;
s 3HauyeHue — oxunpaemoe 3HavyeHue aTpnbyTa AS15 BbINOJIHEHUSA YCO0BUS.
o JleWCcTBUA — OMNpenensoT, YTO NPON3oNAET NoCse YCMeLwHOoro BbiNoJIHEHUS YCNoBUS Npasuaa. KonmyecTso
OeCTBUA HEOr PaHNYEHHO U MOXKET M3MEHATLCA C MOMOLLbIO HaXKaTWUs Ha UKOHKMN . Kaxpgoe pencTtemne coctonT u3
C/lefyoLWNX 3/IEMEHTOB:
s Tun — BuA pesysbTaTa. Bo3MOXKHbIe 3Ha4YeHuUs:
Ponb;
Mepuop poctyna 6e3 peaBTopusauum;
JaTa CHATUA C perucTpauvm;
BanaHc BpeMeHu;
BanaHc Tpaduka;
Ponb U3 UCTOYHUKA;
WHuuumnposatb RADIUS MFA;
WHuuumposaTtb noptanbHyio MFA;
3apaTtb posib N0 *He HangZeHo* .
= 3HayeHue — 3HayeHue, COOTBETCTBYIOLLLEE YKa3aHHOMY TuMy.

Mpu ayTeHTUdUKaLMM Nosb3oBaTeNs B CeTW ero nms byaeT npoBepATbCS Ha Hann4yme B KaTanore Active Directory Ha ocHoBe
ATpuOyTa uMeHu nonb3oBatensa unv NMpouux aTpudbyToB.

MpaBuna agMUHUCTPUpPOBaHUA — Habop yCNIOBMIA, NCMOJb3YOWMECs ANS YyNpaB/IeHUa AOCTYNOM afMUHUCTPaTopa K cuctemMe
Ha OCHOBE pa3InyHbIX KpuTepues. M03BOAAIOT HACTPOUTL YPOBHM A0CTYMNa Nosib30BaTesIeN B 3aBUCMMOCTU OT poJien,
WUCTOYHUKOB ayTEHTU(MKaLUN 1 ApYrux napameTpos. HaxkmuTe JLo6aBuTb NnpaBuno, 41obbl [ob6aBNTL NpaBuIo
aAMUHUCTPUPOBaHMA. 3anonHnTe cnegytoume nons:

o CTaTyC — aKTMBHO 211 NpaBuJo;

o UMa — nm4a npasuna;

o OnucaHue — onucaHue nNpaBuna;



o OnepaTtop — MNPUMHLMM NPOBEPKN yCNOoBUA. 3Ha4eHne ALL yKa3biBaeT, 4TO A0JIKHbI ObITb BbINOJIHEHbI BCE
nepeyncreHHole ycnosus. 3HavyeHne ANY yKa3biBaeT, YTO AOJIKHO ObiTb BbIMOIHEHO XOTS 6bl O4HO NPaBWIO;

o YcnoBusa — Habop KpuTepres, NCNOJIb3yeMbiX A1 MPOBEPKU KneHTa. Koanm4ecTBo yC/I0BUA HEOr PaHUYEHHO N MOXKET
NU3MEHATLCA C MNOMOLLbIO HaXKaTusa Ha MKOHKM . Kaxxpoe ycnoBune cocToUT U3 CIeOyoLWNX 3/1eMeHTOB:

= ATpMOYT — napameTp, KOTOPbI ByaeT NPoBepATHCS;
s OnepaTop — TVM CPaBHEHWUSA UV NMPOBEPKM;
s 3HauyeHMue — oXxupgaemoe 3HayeHue aTpmbyTa A9 BbINOJHEHNS YCI0BUSA.

o J[leWcTBMA — onNpenensioT, YTO NPOU3ONAET NMOCse YCNEeLWHOro BbIMOJHEHUS yCnoBua npasunia. KonmyecTso fencTeni
HEOrpaHMYeHHO 1 MOXXET U3MEHATBCS C MOMOLLBIO HaXXKaTUA Ha UKOHKMN . Kaxxpoe gencreme cocTonT U3 CnefyroLmx
3/1eMEeHTOB:

s Tun — BuA pesynbTaTa. Bo3MOXHbIE 3HaYeHUs:
s YpoBeHb A0CTYNa;
= CpoK npepnocTaBJ/ieHus CMOHCOPCKOro pocTtyna;
s Ha3sHauuTb poJib COHCOpa.
= 3HayeHue — 3HayeHue, COOTBETCTBYIOLLLEE YKa3aHHOMY Tuny.

Mpy ayTeHTUdMKaLMM Nob30BaTeNs B CETU ero uMsi ByleT NpoBepsaTbLCS Ha HannyYue B KaTasnore Active Directory Ha ocHoBe
ATpubyTa MMeHu nonb3osaTens wiv NMpounx aTpubyTos.

CepTtudukarbl

Ha paHHOW BKNaAKe yKa3biBaloTCA Heobxoaumble ansi paboTbl LaHHOTO UCTOYHUKA CEPTURUKATDI.

B LaHHOM MeHI0 [OCTYMHbI Cnefytolme HacTPonKu:

1. ®ann cepTudukKaTa KJIMeHTa — NyTb K CepTUDUKaTy KIneHTa (ecnun TpebyeTcs cepTudmKaT KINeHTa).
2. ®ann Ka4a KJMeHTa — NyTb K KJIo4y KneHTa (ecnm TpebyeTcs cepTudnkaT KIneHTa).
3. ®@ann CA — nyTb K hanyly C AOMOJIHUTESIbHBIMU LLleHTpaMn cepTudurkaumm.

[ns Toro 4Tobbl CO3aTb HOBbIN UCTOYHUK, 3aMOHUTE MNapaMeTpbl KOHMOUIYpaLmMm U HaxxMnTeCozpaTb. YTobbl COPOCUTL BBEAEHHbIE
napamMeTpbl Ha CTaHAAPTHbIE 3HaYeHUs, Ha)KMUTe COPOCUTL. [1/14 BO3BpaLLEHMS Ha NpeablayLlyto cTpaHuuy 6e3 coxpaHeHus
BbIMOJIHEHHbIX Ha CTPaHULIE AENCTBUNA, HAXXMUTE OTMEHUTD.
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