MC3 Checkpoint

Mpouecc HacTponkn nHTerpaummn ¢ MC3 Checkpoint ngeHTu4eH npoweccy HacTporikm ¢ MC3 Barracuda. OgHako, MC3 Checkpoint
noAAEPXNBAET AOMONHUTENbHbIA (YHKLMOHAN.

BkniouyeHue dpyHkuum Ildentity Awareness Ha wnio3e 6e3onacHocTn

YT06bI BKNOYNTL yHKLUIO Identity Awareness, BbINoSIHUTE Cliegylolne Wwaru:

LWar 1. Bonaute B cuctemy SmartDashboard.

Lar 2. B nepese ceTeBbix 061ekTOB (Network Objects) passepHuTe BeTBb Check Point (Check Point branch).

LWar 3. [BakAbl KINKHUTE Ha WwJto3e 6e3onacHocTu (Security Gateway), Ha KOTopoM HeobxoaAnMO BKIUYNTL hyHKLUMIO Identity
Awareness.

Lar 4. B pasgene Software Blades Ha Bknagke Network Security BuibepuTte nyHkT ldentity Awareness. OTkpoeTcs MmacTep
HacTponku ldentity Awareness Configuration.

Lar 5. BeibepnTe 04ANH UM HECKOJIBKO BapMaHTOB. DTW ONUMUN 3a4al0T METOLbI NMOJyYeHNS MAEHTUMUKALMOHHBIX AAHHbIX
ynNpaBasieMbIX U HEeYMpaBJ/iseMblX aKTUBOB.

Lar 6. BoibepuTe nyHKT AD Query — 370 No3BOJIMT W03y 6e3onacHocTu 6ecnpensaTCTBEHHO MAEHTUDULNPOBaTb
nonb3oBaTenen n KkomnbotoTepbl Active Directory.

War 7. Haxxmute KHonky Next. OTkpoeTcsa OKHO nHTerpauum ¢ Active Directory.

LLar 8. BuibepuTte Active Directory gnsi HACTPOMKK U3 CNCKa, B KOTOPOM 0TOBparkatoTCst HACTPOEHHbIEe yYeTHble eauHMLbl LDAP,
AN cos3panTe HoBbI foMeH. Ecnum Active Directory elle He HacTpoeHa, Heo6xo4MMO BBECTU UMSA LOMEHA, NMS MOJib30BaTeNs,
rnaposib N y4eTHble faHHble KOHTPpOoJIlepa AOMeHa.

LUar 9. Beegunte y4yeTHble faHHble Active Directory n HaxxmnTte KHonky Connect 01 MPOBEPKN YYETHbIX OAHHbIX.

Onsa pabotbl AD Query Heo6xo4MMO yKa3aTb yYE€THbIe AaHHble aAMUHUCTPaToOpPa AOMEHa

LWar 10. Ha>xmuTe Finish.

BkniouyeHue akkayHTuHra RADIUS Ha wnio3e 6e3onacHocTH

Y7106kl BKAOYMTL RADIUS Accounting ans winio3a 6e3onacHOCTH, BbINOJIHUTE Clefyowmne eNCTBUSA:
LWar 1. B cucteme SmartDashboard B nepese Network Objects oTkporTe w03 6e3onacHOCTL.
LWar 2. Ha cTtpaHnue General Properties ybenntecs, 410 Identity Awareness Blade BkntoyeH.

LWar 3. Ha cTtpanuue ldentity Awareness Bbibepnte RADIUS Accounting.

HacTtpouka RADIUS Accounting Ha MC3
Onsa Toro 4Tobbl HacTpouTh RADIUS Accounting Ha MC3 Checkpoint, BeiInonHNTe cneayowmne AencTBUS:

Lar 1. B okHe Check Point Gateway, naHens Identity Awareness HaxxmuTe kHoMnky Settings (HaxoauTcs cnpaBa OT onuumn
RADIUS Accounting).

Lar 2. B okHe RADIUS Accounting Settings (cM. pucyHok Huxe) HacTponTe Message Attribute Indices cnepyowmm
obpasom:

e Device Name: Calling-Station-ld (31) — MAC-agpec yCcTponCTBa;
e User Name: User-Name (1) — ums nonb3oBaTens, ycTaHoB/eHHOe Ha nopTane AxelNAC Portal;
e IP Address: Framed-IP-Address (8) — IP-agpec ycTpoicTBa B NPOU3BOACTBEHHOM CETH.
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Pa3pewwienunna knueHtckoro pocryna RADIUS
NHTepdenchl wno3a AoKHbl 6bITb aBTOPM30BaHbl A1 NpreMa coeauHeHuin ot RADIUS akkayHTuHra AxelNAC.
YT06bI BEIOPaThL MHTEPdENCHI LWto3a:
LWar 1. B pa3sgene RADIUS Client Access Permissions Haxxmute kHonky Edit.

Lar 2. BoibepuTe All Interfaces — Bce nHTepdencol wio3a 6e30nacHOCTM CMOryT NPUHUMaTb cCoeaMHeHUs oT kaneHTos RADIUS
Accounting.

LWar 3. OctaBbTe NOPT NO ymMosi4aHuo — 1813.
LWar 4. Haxxmute OK B 0601Xx OKHax A4/ OTNpaBKn KOHpUrypauumu.

LWar 5. B cucteme SmartDashboard BribepuTe Monutuka — YCTaHOBUTD.

F'pynnol LDAP

Y6enunTech, 4To B Checkpoint co3gaHbl KoppekTHble 06bekThl LDAP.
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Mpouecc Bepucpukauum

MpoBepnTb paboTy MexaHn3Ma oTnpasBku User Identity 4epe3 MC3 Checkpoint moxHo ¢ nomowbio SmartView Tracker B pa3gene
Network & Endpoint Queries - Predefined - Identity Awareness Blade - Login Activity .
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