MC?3 FortiGate

KoHdurypaumsa aredita RSSO

[na HacTponku nHTerpaunm ¢ MC3 FortiGate Heobxoanmo ckoHpUrypmupoBaTb areHT RSSO B Beb-nHTepderice MC3. ins sToro
BbIMNOJIHUTE Cleayolmne OenCTBUS:

LWar 1. Nepengute B Beb-nHTepdence FortiGate B pasnen User & Device - User - User Groups un HaxMmnte Create New.
Lar 2. B oTKpbIBLUEMCSA OKHe 3anoJIHUTe noss cneayowmm obpasom:

¢ Name: RSSO_group;

e Type: RADIUS Single Sign-On (RSSO);

e RADIUS Attribute Value: RSSO _Student (ncnone3ynte nmsa ponu, cosgaHHon B AxelNAC, perncTp cMMBOIOB B UIMEHW POan
MMeeT 3HayeHue).

KoHdurypauums areHta RSSO Takxe goctynHa B pa3sgene User & Device » Monitor - Firewall .

KoHdurypauusa atpubyTta KnmeHTa

Mo ymonyaHuio atpubyTom knneHTa sensetca Calling-Station-ld, nosTomy B KavyecTBe nMeHn nonb3oBaTens otobparkaetca MAC-
agpec. [laHHbIA aTpMbyT MOXXHO 3aMEeHUTb C MOMOLLbIO MHTepdenca KOMaHAHON CTPOKK. 1A 3TOro BbINOJHUTE CaeayloLune
KOMaHAbl:

config user radius

edit RSSO_agent

set rsso-endpoint-attribute User-Name
end

AKTUBaLUA NPOCAYLUMBAHUA aKKayHTUHra

ONa akTuBaLUy NPOC/YLIMBaHUS aKKayHTUHIa BbIMOJIHUTE ciefyiowme AeiCcTBUS:

LWar 1. NMepengute B pa3gen System - Network - Interfaces.

Lar 2. Buibepute nHTEpdenc, Yyepes KoTopbi byaeTt ocywecTBnsaTbea cBasb ¢ AxelNAC.
LWar 3. AktusupynTte napameTp Listen for RADIUS Accounting Messages .

LWar 4. NMoateepanTe Bbibop, HaxxasB Confirm.

KoHndurypauusa SSO B AxelNAC

[na HacTponku nHTerpaunm ¢ MC3 FortiGate, BbimonHUTe cnegytowine nencteusa B Beb-nHTepdence AxelNAC:

LWar 1. Nepengute B pa3gen Kondpurypauusa -» UHTerpaumusa -» SSO yepes mexxcereBon 3kpaH (MC3) , HaxxmuTe HoBbIn
Me>XceTeBOW 3KpaH 1 B BbiNagaoLem crnmcke BbibepuTte FortiGate.

Lllar 2. B oTKpbIBLUEMCA OKHE 3aMoJIHUTE Nnosa cieayowmm obpasom:

Uma xocta unm IP-appec: IP-agpec FortiGate;

CekpeTHas ppa3sa UM KJIOY: CEeKpPeTHbIN (0bwmnn radius-cekpeT);

MopT: 1813;

Ponu: BuibepuTe ponu, Ans KOTopbiX MHGOpMaunsa byaet TpaHcampoBaTbcsa B MCI.

Mpouecc Bepucpukauum
[Ons NnpoBepKu UHTerpaunun, nogkaoymTecs K MC3 rno npoTokosy SSH 1 BbiNoNHUTE cnefyowme KOMaHabl:

di debug enable
di debug application radiusd -1
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