MC> PaloAlto

YcTtaHoOBKa € ucnosab3oBaHuem XMLAPI

Co3paHue ponu
Onsa Toro 4Tobbl co3naTb posib B MC3 PaloAlto, He06X0AMMO BbLIMONHUTL CrieayoLme waru:
LWar 1. B Be6-nHTepdeiice MC3 nepenaute B pa3nen Device - Admin Roles 1 HaxxmuTe +Add.

LWar 2. Co3pante ponb ¢ umeHem UsID_Role n akTusnpynTe BCe NnapameTpbl Ha BKJaake XML APl, noaTBepanTe NX HaXkaTuem
KHOMkn OK.

CospaHue yyeTHomu 3anucu B PAN-OS

Mocse Toro, Kak posb co3aaHa, HeobxoaMMo Co3AaTh MOJb30BATESS, KOTOPLIA ByAeT acCoOLMUPOBATLCA C 3TOM Posiblo. s 3Toro
BLINOJIHUTE CAeayloLme 0encTBus:

LWar 1. Nepengute B pa3nen Device » Administrators n HaxxmuTe +Add.
Lar 2. Bo BCN/bIBaloLWEM OKHe 3anoJiHUTe Nnossa cyeayowmm obpasom:

Name: xmluser;

Authentication Profile: None;

Password: xmluser;

Role: Role Based;

Profile: UsID_Role (npodwnnb, co3aaHHbIN B NpeablayLLen cekummn);
Password Profile: None.

MonyyeHue XML-knioua

Onsa Toro 4yTobbl Nony4nTb XML-K104, NepenguTe no ccoiike: https://@IP-AQPEC_BALLUEIO_MC3/api/?type=keygen&user=xmluser&
password=xmluser.

B oKHe [0/KHO OT06pa3I/ITbCF|Z

<response status="success">

<result>

<key>
LUFRPT1jeFV6SHd1QnJHaU55dnYVRIFNSkJNeTR6Uzg9TDgzNVIj0=
</key>

</result>

</response>

KoHdurypaumusa mexanusma ornpaBku User Identity B AxelNAC
Onsa HacTporku nHTerpaunm ¢ MC3 PaloAlto, BeinonHUTe cnepytowine nencTens B Beb-uHtepdence AxelNAC:

LWar 1. MepenguTte B paznen Kondurypauus - UHTerpaumus - MexaHusm ornpaBku User Identity , HaxxmuTe HoBbin
MmexaHu3Mm otnpaBku User Identity n B Boinagatowem cnucke Boibepute PaloAlto.

LWar 2. B OTKpPbIBLLEMCA OKHE 3anoJIHUTE Nona cnenyrwmnm o6pa30M:

Umsa xocta unm IP-apgpec: IP-agpec PaloAlto;

TpaHcnopT: HTTP;

CekpeTHas c¢pa3a WM KNKOU: UCMOJIb3YNTE paHee CreHeprMpPOBaHHbIA KJIOY;
MopT Ansa obcny>xuBaHma: 443;

Ponu: BuibepuTe ponu, Ans KOTopbIX MHGOpMaunsa bynet TpaHcampoBaTbcsa B MCO.

Mpouecc Bepucpukauum
[na npoBepkn MHTeErpaummn:

LWar 1. MposepbTe, 410 AxelNAC oTnpaBaseT nHMOPMaLUIo Npy perncTpaunn nosab3oBaTens Ha noptane. Ecnm npouecc npowen
ycnewHo, B 6a3e gaHHbIX PaloAlto nosiBUTCS 3anucek.

LWar 2. Moakntountecb K MC3 no npoTokoay SSH 1 BbINOAHUTE CNedyoLLYi0 KOMaHAY:
show user ip-user-mapping all
B cnyyae npaBuibHOM KOHGUrypaunm byneT nosyyeH oTBeT:

admin@PA-VM> show user ip-user-mapping all
IP Vsys From User IdleTimeout(s)
MaxTimeout(s)



192.168.100.10 vsys1l XMLAPI domainuserl Never
Never

YcTaHOBKa C ucnosb3oBaHueM syslog

[aHHbIN peXxnMm yCTaHOBKN He pekomeHayeTcs, ecnm User ldentity He ncnonbsyetca onsa o3HakoMmuTenbHoro goctyna. AxelNAC
byneT ncnonb3oBaTb sierko nogaatowmecs nogaenke UDP-nakeTsl onsa ceasm ¢ MCS PaloAlto. Ecnn xe TpebyeTcs wndpoBaHme n
npoBepKa npomcxoxxaeHus coobuwenunn User Identity, ncnonssyinte XML API.

Co3spaHue bunbTpa

LWar 1. Co3panTte punbTp A8 CUHTaKCUYeCcKoro aHaamsa cTpoku User Identity, koTopyto 6yneT otnpasnsatb AxelNAC. 3To MOXHO
cnenatb B pa3gene User Identification - User Mapping - Syslog Filters :

e Syslog Parse File: ANAC;
e Type: Field Identifier;

e Event String: Group <axelnac>;
e Username Prefix: User <;

e Username Delimiter: >;

e Addres Prefix: Address <;

e Address Delimiter: >.

LWar 2. HacTponTe ¢omunbTp A5 NCNOJSIb30BaHNA B NpMeMHUKe syslog Ha Palo Alto. Insa aToro nepengnte B pasgenuUser
Identification » User Mapping n HacTpoliTe oTnpasutens syslog:

Name: anac.acme.com;

Enabled: [a;

Type: Syslog Sender;

Connection Type: UDP;

Filter: ykaxnte ¢ounbTp, CO34aHHbIN B NpeabiAyLLEeM Lare.

KoHdurypaumusa mexaHusma otnpaBku User Ildentity B AxelINAC
[na HacTporku nHTerpaumm ¢ MC3 PaloAlto, BeinonHUTe cneaytowine genctens B Beb-uHtepdence AxelNAC:

LWar 1. MepenguTe B pa3nen Kondurypauus » UHTerpaumsa -» MexaHusm otnpaseku User Identity , HaxxmuTe HoBbi
mexaHu3sm oTtnpaBku User Identity n B Boinagatowem cnucke Boibepute PaloAlto.

LLlar 2. B oTKpbIBLUEMCS OKHE 3amnoJjIHMTe Noas crefyrwmm obpasom:
e Umsa xocta unum IP-appec: IP-agpec PaloAlto;

e TpaHcnopT: Syslog;
e Ponu: BbibepuTte ponn, Ang KoTopbix MHPopMaumsa byaeT TpaHcanposaTbcsa B MC3.

Mpouecc Bepucpukauum
Ons NnpoBepKu UHTerpaumn:

LWar 1. NMpoeepbTe, 4To AXxelNAC oTnpaBnseT nHpopMaLuto Npu perncTpauum nosb3oBaTensa Ha nopTane. Ecnm npouecc npowen
ycneuwHo, B 6a3e aaHHbIx PaloAlto nosBuTCcs 3anuch.

LWar 2. Moakno4yntecb kK MC3 no npoTokosy SSH 1 BbINOSHUTE CeAyIoLLY0 KOMaHAY:
show user ip-user-mapping all
B cny4vae npaBuibHOM KoHpUrypaunm byaeT noayyeH oTBeT:

admin@PA-VM> show user ip-user-mapping all
IP Vsys From User IdleTimeout(s)
MaxTimeout(s)

192.168.100.10 vsysl syslog domainuserl Never
Never

Ecnn npouecc He paboTaeT un BolaaeTcs owmnbka Usage: Socket::inet_ntoa(ip_address_sv), ybenouTtech, 4To nMs xocTa cepsepa
AxelNAC npaBun/IbHO pa3peLleHo Ha caMoM cepsepe. Ecim 3To He Tak, ybeanTech, 4To ann hosts nnnm DNS-cepsep HacTpoOeHbI
KOPPEKTHO.
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Pesusuns: 4
basa 3HaHum AxelNAC -> [lokyMmeHTaums -> CucrtemMa KoHTposs goctyna K cetu «AxelNAC». Bepcusa 2.1.0 -> AxelNAC. PykoBoacTso
agMuHuUCTpaTopa -> Peannsaumsa mexaHusMa oTnpasku User Identity yepes mexceTteBor akpaH (MC3) -> MC3 PaloAlto

https://docs.axel.pro/entry/1002/
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