HacTponka kKommyTaTopa Aasa Beb-ayTeHTUdmnKaumnm

HacTpo#ika nopTa KOMMyTaTopa Ansa Beb-ayTeHTUPUKaALUMU

Onsa Toro, 4Tobbl Be6-ayTeHTUpMKauns B AxelNAC cTana 40OCTYMNHON, HEO6X0AMMO HAaCTPOUTL NOPT KOMMYyTaTopa. BuinonHuTe
cnepyolie AeincTBus:

LWar 1. MNoaknao4nTecb K KOMMyTaTopy MO NPOTOKOJy SSH Kak agMuUHUCTpaTop.

LWar 2. BknouunTte hyHkumio Change-of-Authorization (CoA) B koHpurypauum kommyTtaTopa Cisco Catalyst 2960 n pa3spewwmnTe
cepsepy AxelNAC (172.20.100.2) nocbinaTe CoA-3anpocCbl Ha KOMMyTaTOp:

aaa server radius dynamic-author
client 172.20.100.2 server-key useStrongerSecre
port 3799

LWar 3. BkntounTe Beb-ayTeHTUMKaLMO Ha NopTe kKommyTaTopa Ne 10. [1na 3Toro nobasbTe ClefyoLLyo KOHpUIrypaumo B
rnobanbHy0 cekuumio:

ip device tracking
ip http server
ip http secure-server

LWar 4. lo6baBbTe Tpebyembin ACL:

ip access-list extended registration
deny ip any host 172.20.100.2
permit tcp any any eq www

permit tcp any any eq 443

HacTtpouka KoHdurypauum kommytatopa B AxelNAC

Mocne Toro, Kak NOPT KOMMyTaTopa HacTpPoeH ans Beb-ayTeHTUdnkaumm, Heobxoammo coobwnts AxelNAC, 4To oHa byaeT
MCMNOJIb30BaTbCSA Ha AaHHOM KOMMyTaTope. 118 3TOro BbINOJHMUTE Cleayloune nencTeuns

LWar 1. MepenignTte B pa3nen Kondurypauusa - NMoAUTUKKN U KOHTPOJIb AocTyna - CeTeBble YCTPOUCTBA .
LWar 2. KnukHuTe no IP-agpecy KoMMmyTaTopa, 4To6bl OTKPbLITh MapaMeTpbl ero KOHUrypaumm.
LWar 3. Ha Bknagke OnpepeneHue akTuBnpynTe napameTp ObecneveHue paboTbl BHELWIHero noprana.

LWar 4. Mepeknioyntecb Ha BkNaaky RADIUS un akTuBupynTe napametp Ucnonb3oBaTb CoA, a TakXe yCTaHOBUTE 3HavyeHne CoA-
nopT paBHbIM 3799.

LWar 5. Ha Bknagke Ponu BHecuTe criefyowme nsMeHeHus:

e B 6510ke HasHauyeHue VLAN ID ycTtaHoBUTe ansa perncrpaumoHHon u rocteson VLAN 3Ha4YeHune 20. 3To NO3BOANT
He3aperncTpMpoBaHHbIM KJIMEHTAM N3HavYanbHO nonagdaTth B VLAN 20 n nsbexxatb cMeHbl VLAN nocie ycrneLwHom
ayTeHTudurkaumn yepes Captive-nopran;

o B 6n10ke HasHauyeHue Local ACL akTusupyinTe napametp HasHauyaTb Local ACL 1 ycTaHOBUTE 418 POAN permcTpaumm
3Ha4eHue registration. 3To obecneymnT Bo3BpaT ACL (co3pgaHHOro Ha kommyTaTope) k VLAN peructpauum ans
He3aperncTpnpoBaHHbIX NMOJib30BaTeNen N orpaHNYnT nx aoctyn k Captive-noptany AxelNAC.

e B 6n10ke HasHayeHune URL Beb-ayTeHTUUKaLumM akTuBMpyliTe napameTp HasHayatb URL BebG-ayTeHTUMKauum 1
ycTaHosuTe URL peructpauun http://172.20.100.2/Cisco:: Catalyst_2960.

Llar 6. CoxpaHuTe BCe U3MeHeHNs KOHpUrypaumm, Haxas CoOXpaHUTb.
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