HacTponka kKommyTaTopa Aasa Beb-ayTeHTUdmnKaumnm

HacTpo#ika nopTa KOMMyTaTopa Ansa Beb-ayTeHTUPUKaALUMU

Ona Toro 4Tobbl Be6-ayTeHTUdMKauns B AxelNAC cTana fOCTYNHON, HEO6X0AMMO HAaCTPOUTL NMOPT KOMMYTaTopa. BuinonHuTe
cnepyolie AeincTBus:

LWar 1. MNoaknao4nTecb K KOMMyTaTopy MO NPOTOKOJy SSH Kak agMuUHUCTpaTop.
LWar 2. BknouunTte hyHkumio Change-of-Authorization (CoA) B koHpurypauum kommyTtaTopa Cisco Catalyst 2960.
LWar 3. Pa3pewnTe cepBepy AxelNAC (172.20.100.2) nocbinaTb CoA-3anpockbl Ha KOMMyTaTOp:

aaa server radius dynamic-author
client 172.20.100.2 server-key useStrongerSecre
port 3799

Lar 4. BknioyunTte Beb-ayTeHTUdMKaumo Ha nopte kommyTaTopa Ne 10. ina sToro nobaBbTe ClefyoLLYO KOHpUIypaLumo B
rnobanbHy0 cekuumio:

ip device tracking
ip http server
ip http secure-server

LWar 5. [lobaBbTe Tpebyembin ACL:

ip access-list extended registration
deny ip any host 172.20.100.2
permit tcp any any eq www

permit tcp any any eq 443

HacTtpo#ka KoHdurypauum kommytatopa B AxelNAC

Mocne Toro, Kak NOPT KOMMyTaTopa HacTpoeH Ans Beb-ayTeHTUdpMKaumm, Heobxoanumo coobwntb AxelNAC, 4To oHa bByneT
MCMOJIb30BaTbCs HA JaHHOM KOMMyTaTope. [1151 3TOro BbIMOJIHATE Clieayloline AeincTBums

LWar 1. NMepengute B pa3gen Kondpurypauusa - NMoAMTUKM M KOHTPOJIb goctyna - CeTeBble yCTPOUCTBA .
LWar 2. KnukHuTte no IP-agpecy komMmyTaTopa, 4Tobbl OTKPbITh MapaMeTpbl ero KoOHpurypaumm.
LWar 3. Ha Bknagke OnpepeneHue akTuBmpynTe napameTp ObecneveHue paboTbl BHELLHEro noprana.

Lar 4. NMepekntoyntecb Ha Bknagky RADIUS n akTnBnpynTe napameTtp Ucnonb3oBatb COA, a Takxe ycTaHOBUTe 3HavyeHue CoA-
nopT paBHbIM 3799.

War 5. Ha Bknagke Ponu BHecuTe crieaylowme n3MeHeHns:

e B 6n10ke HasHauyeHue VLAN ID ycTaHOBMUTE ANS perncrpaunoHHon n roctesorn VLAN 3HaveHne 20. 3To No3BOANT
He3aperncTpMpoBaHHbIM KIMEHTaM N3HavYanbHO nonagaTth B VLAN 20 n nsbexatb cMeHbl VLAN nocne ycrnewHom
ayTeHTUdnkaummn Yyepes Captive-noptan;

e B 6510ke HasHauyeHume Local ACL akTuBupyiiTe napameTp HasHauyatb Local ACL n ycTaHoBUTE AN pOav perucrpaumm
3HaveHwme registration. 3T1o obecneynT Bo3BpaT ACL (co3paHHOro Ha kommyTaTope) K VLAN pernctpauuun ans
He3aperncTpupoBaHHbIX NOsb30BaTesien K OrpaHnynT ux goctyn k Captive-noptany AxelNAC.

o B 6n10ke HasHayeHue URL Beb-ayTeHTUduKauum aktnsmpyrte napameTp HasHayatb URL BebG-ayTeHTUMKauum 1
ycTtaHoBuTe URL peructpauum http://172.20.100.2/Cisco::Cisco_IOS_12x.

LWar 6. CoxpaHuTe BCe U3MEeHeHNsa KoOHpUrypaummn, Ha>kas CoXxpaHUTb.
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