HacTpoika oTnpaBKu XXypHanoB C ycTponcTtea Palo Alto Networks (PAN-OS)

B naHHOWM CTaTbe OMMCcaHo, Kak HaCTPOUTb OTMpPaBKy XypHasoB ¢ Palo Alto Networks (PAN-OS).

OOLwue cBepeHun
[na ueHTpanmsoBaHHOro cbopa 1 aHann3a XXypHaJioB C MexxceTeBoro 3kpaHa Palo Alto Networks Heobxogumo:

1. Co3paTtb npodunb Syslog-cepsepa.
2. Ha3Ha4nTb €ro Ha Hy>KHble TUMbl XXYPHas0B.
3. (OnumoHanbHO) HacTpouTb popMaT 3arosioBka, TLS-wndpoBaHne n opyrmue napameTpsbl.

CTaHbapTHasa KoHdurypaumsa Syslog He nogaepxxumeaeTt cbop xypHanos B popmaTe CEF (Common Event Format). Ona CEF
TpebyeTcs pyyHas HacTpoiika.

Co3spaHue npocduna Syslog-cepsepa
LWar 1. MepenguTe B Beb-uHTepdeince Device —» Server Profiles » Syslog - Add .
LLar 2. YkaxuTe napameTpbl npoduns:

e Name: yHuKanbHoe ums npopuns;
e Location: ecnn ncnonb3yoTca BUpPTyasbHble CMCTEMBI (VSYS), BbibepnTe Hy>KHYt0 061acTb AOCTYNHOCTM NPOUAN: VSYS Uan
Shared.

LWar 3. JobaBbTe 0AUH UM HECKOJIbKO Syslog-cepBepoB (MakcuMym 4):

¢ Name: nms cepBepa BHYTpY Npouns;
e Syslog Server: IP-agpec nnm FQDN cepsepa.

Ecnun yka3zaH FQDN n ucnonb3yetca UDP, npy HEBO3MO)XHOCTU pa3peLleHns uMeHn byaeT ncnosib3oBaH rnpeabiayLni
K3LWmMpoBaHHbIN IP-agpec.

e Transport — npoTokon:
o UDP (no ymonyaHwuio);
o TCP;
o SSL (TLSv1.2) — Tonbko TLS 1.2.

LWar 4. (OnuuoHanbHO) Ecaun TpebyeTca nepepasaTb cobbiTMS B hopMaTe, OTJIMYHOM OT CTaHAAPTHOrO, OTKponTe
Bknanky Custom Log Format v 3apaiiTe nonb3oBaTenbCckuin popmaT coobuweHnn (Hanpumep, onsa CEF).

War 5. Haxxmute OK.

HacTpouka nepecbisiKu XXypHanos Tpacduka, yrpo3 n WildFire
LWar 1. Co3ganTte npodusib NepechbisiKm XXypHaoB:

1. NepengunTe B pasgen Objects -» Log Forwarding - Add .

2. Ykaxute Name npoduns.

3. Ana kaxporo Tuna xypHana (Traffic, Threat, WildFire Submission) n yposHs cepbe3HocTu/sepaunkta WildFire:
o BbibepuTe co3paHHbIN Syslog-npoduins.
o Haxmute OK.

LWar 2. Ha3sHauybTe nNpoduab npaBmiam 6eszonacHoCTu:

1. NepengnTe B pasgen Policies - Security.
2. BbibepuTe npaBmnIO NN Co3panTe HOBOE.
3. Ha Bknaake Actions ykaxunte Baw Log Forwarding Profile.
4. nAa XypHasoB Tpauka oTMeTbTe:
o Log at Session Start (npu Hayane ceccun);
o Log at Session End (npu 3aBepLueHnn ceccun).
5. Haxxmute OK.

HaCTpOﬁKa nepecbiJIKU CUCTEMHBIX U KOHd)MrypaLI,MOHHbIX XYypPpHanos
LWar 1. NMepengute B pasgen Device - Log Settings;

Lar 2. HacTponTe nNo KaTeropumsam:

Twvn XypHana || Hencreume

System, Ha)xMuTe No KaXkAoMy YPOBHIO CEPbe3HOCTU —
Correlation BblbepuTe Syslog-npocduns » OK




Tvn XypHana DencrBue

Config, HIP Match, |[OTpepakTupyite pasgen — Boibepute Syslog-
Correlation npotunb - OK

(OnuuoHanbHO) HacTpouka cpopMmaTa MMeHU XOcCcTa B 3arosioBke Syslog
370 rnobanbHas HacTpolka, BAUsOLWas Ha Bce Syslog-npodunan.

LWar 1. NMepengute B pa3nen Device -» Setup - Management - Edit Logging and Reporting Settings .
LWar 2. Ha Bknagke Log Export and Reporting Buibepute Syslog HOSTNAME Format:

FQDN (no ymonyaHui): hostname.domain;
hostname: T0/1bKO MMSA X0OCTa;

ipv4-address: IPv4-agpec nHtepdgeiica (06bi4HO MGT);
ipv6-address: IPv6-aapec nHtepdgeinca;

none: 6e3 ngeHTUdUKaTopa (He peKkoMeHayeTCs).

War 3. Haxxmute OK.

(OnuuoHanbHO) HacTpouka TLS-wuncppoBaHusa ¢ ayTeHTU(PUKaLUEen KAMeHTa
TpebyeTcs, ecnn Syslog-cepBep npoBepsieT NoAJIMHHOCTL firewall Yyepes cepTudukaT. TpeboBaHUS K cepTudurkaTy:

® 33aKPbITbIA KJIOY A0JKEH XpaHUTbLCA Ha camoM firewall (He Ha HSM);

e Subject # Issuer;

o cepTudumkaThl firewall n Syslog-cepsepa [Bo/MKHbI 6bITb NOANNCaHbI OQHUM AoBepeHHbIM YL, (nnn ncnonb3oBaTh self-signed
cepTUdMKaT, UMMOPTUPOBAHHbLIN Ha 06e CTOPOHGI);

e LlernoYka cepTndukaTos Ao/kHa nogaepxmaTb OCSP unm CRL (1 6bITb BannagHom).

Co3paHue cepTtudukarTa
Ona co3paHna cepTuduKaTa BbINOJHUTE Caelyiowme waru:
LWar 1. MepengnTe B pa3nen Device - Certificate Management - Certificates -

e Device Certificates (PAN-OS = 11.2);
¢ Custom Certificates (PAN-OS = 12.1);
- Generate.

LWar 2. 3anonHuTe:

e Name: nmsa cepTugunkaTa;
e Common Name: IP-agpec firewall (TOT, ¢ KOTOPOro oTNPaBAATCA XXypHasbl);
e Signed by: nosepeHHbin YL, nnu self-signed CA.

LWar 3. Y6eauTech, YTO He OTMe4eHbl onuuun:

o Certificate Authority;
e External Authority (CSR).

LWar 4. Haxxmnte Generate.
LWar 5. MNocne co3paHus:

1. KnukHnTe no nmeHun ceptudurkaTta - Edit.
2. OTmeTbTe Certificate for Secure Syslog.
3. HaxxmuTte OK.

LWar 6. BeinonHnte Commit.

(OnuuoHanbHo) NMpuHyauTenbHoe obHoBNeHne coegunHeHus npu cmeHe FQDN

Mo ymonyaHuio firewall coxpaHaeT coeanHeHne gaxke npu nsmeHeHumn IP-agpeca FQDN. YTobbl coeanHeHne nepeco3nasanocb npu
obHoBneHnn DNS-3anucu:

LWar 1. NMoakntounteck Kk CLI firewall.
LWar 2. BbinosHUTE KOMaHAy:

admin> set syslogng fqdn-refresh yes

3aBepLueHUEe HAaCTPOUKH
BbinonHuTte cnefyouine warn:

War 1. Haxxmute Commit, 4T06bl NPUMEHUTL N3MEHEHUS.



Lar 2. MpoBepbTe NOCTYyMNJEHNE XXYPHaNoB Ha BaweM Syslog-cepsepe.

Mpyn HeobxooMMOCTK CBepbTECh C AOKYMeHTauven Bawwero SIEM unu Syslog-konnektopa (Hanpumep, Splunk, QRadar, ELK).

Tenepb Baw MexceTeBol 3KpaH Palo Alto Networks 6yaeT HafleXkKHO nepefaBaTb XXYpHalibl Ha BHELLHWUA CepBep B HY>XHOM
¢opmaTe 1 ¢ TpebyeMbiM ypoBHEM He3omacHOCTH.
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