OnpepeneHne ceTeBbiX YCTPONCTB

OnpepeneHne NCNosb3yeTcs TONbKO 4S5 MPUHYANTENbHOro HasHavyeHnsa VLAN. B pexxume Inline gaHHbIn pyHKLMOHAN HEAOCTYMEH.

AxeINAC Heob6x0AUMO 3HaTb, KaKMMK KOMMYTaTOpPaMmn, TOHKaMU AOCTYMNa WM KOHTPOJIJIEPaMM OHa YNpaBAsieT, UX TUM U KOHpUrypaumio. VI3MeHnTb 3Ty
KOHUrypaumo MoXKHO 13 Beb-uHTepdeinca B pasaene MoJMTUKU U KOHTPOJIb AocTyna - CeTeBble YCTPOUCTBA .

Pa3fen ceTeBOro yCTponcTBa ANS KaXXA0ro ceTeBoro yctponcTsa (ynpasnsiemoro AxelNAC), BkNntoyaeT B cebs:

IP/MAC/anana3oH ceTeBOro ycTponucTaa;

MOCTaBLUWK/TWUMN CeTEBOro yCTPONCTBa;

nopThl uplink ceTeBoro ycrponctaa (MarmctpasnbHble U Heynpasnsemsble Ifindex);
nepeonpeneneHne VLAN Ons KaXx4oro ceTeBoro ycTponcTea (npu HeobxoammocTn).
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Jiob6ble nopThl, 06BbsABAEHHbIE Kak uplink, MrHopupytoTcs 1 He ynpasasioTcs AxelNAC. 3ToT napaMeTp HaCcTpauBaeTCsl BO BKJlafke OnpepeneHue oOkHa
KOH(Urypaumm ceTeBoro yCTponcTea. [/ Ka)XA0ro CeTEeBOro yCTPOMCTBa MoXeT 6bITb 3aZlaH cBoi cnucok uplink.

Pe>XuMbl paboThl
CeTeBble YCTPONCTBA MCNOMb3YIOT TPU PasINYHbIX pexxmuma paboTbl:

o TectupoBaHue: cnyxba pfsetvlan sanucbiBaeT B haiisibl XXypHanoB BCE, 4TO NPOUCXOAUT Ha CETEBOM YCTPONCTBE, HO MPU 3TOM HUKaKMNE N3MEHEHUNS
VLAN He npoucxoasT.

e Peructpauus: cnyxba pfsetvlan asTomaTuyeckun peructpupyet Bce MAC-agpeca, BUANMbIE HA MOPTax CETEBOro YCTPOMCTBA, HO NPY 3TOM HUKaKue
n3meHeHnsa VLAN He npoucxoasT.

o MpopykTuBHbIK: ciyxba pfsetvlan otnpasnseT SNMP-3anucu ons nameHeHus VLAN Ha nopTax ceTeBoro yCTpoucTBa.

RADIUS

YT106bl 3apaTb cekpeTHyto dpa3sy RADIUS, onpenennte ee B Beb-nHTEpdence npn gobaBneHnn ceTeBoro yCTpomncTea.

CekpeTHas pasa RADIUS Heobxoauma Ana nogaep>xku AuHammudeckonm ayteHtudnkaumm RADIUS (CoA nnm Disconnect), kak onpeaeneHo B RFC3576.

SNMPv1], v2c n v3

[ns cBA3n ¢ 60/IbLUIMHCTBOM CeTEBbIX YCTPONCTB ncnosb3yeTca npoTokon SNMP. AxelNAC noapep>xxnsaeT SNMPv3, KOTOpbIl CNONb3yeTca Ans
AByHarnpasJieHHOro obMeHa gaHHbIMK: OT ceTeBoro ycTponcTea K AxelNAC n oT AxelNAC K ceTeBOMYy YCTPONCTBY. PekoMeHayeTcs ncnosb3oBaTb SNMP
TONbKO AN CETEBbIX YCTPONCTB, KOTOPblE HEKOPPEKTHO B3amMoaencTeytoT ¢ AxelNAC.

O1 AxelNAC K ceTeBOMY YCTPOMUCTBY
Ha Bknagke SNMP okHa KOH(Mrypauum ceTeBoro yCTponcTBa yCTaHOBUTE CriefyioLine napameTpbl:

SNMPVersion = 3

SNMPEnginelD = AASED139B81D4A328D18ACD1
SNMPUserNameRead = readUser
SNMPAuthProtocolRead = MD5
SNMPAuthPasswordRead = authpwdread
SNMPPrivProtocolRead = AES
SNMPPrivPasswordRead = privpwdread
SNMPUserNameWrite = writeUser
SNMPAuthProtocolWrite = MD5
SNMPAuthPasswordWrite = authpwdwrite
SNMPPrivProtocolWrite = AES
SNMPPrivPasswordWrite = privpwdwrite

OT ceTeBoro ycrpoucrsa K AxelNAC
Ha Bknapke SNMP okHa KOH(Urypaumm ceTeBoro yCTponcTBa yCTaHOBUTE cineaylowme napameTpsbl:

SNMPVersionTrap = 3
SNMPUserNameTrap = readUser
SNMPAuthProtocolTrap = MD5
SNMPAuthPasswordTrap = authpwdread
SNMPPrivProtocolTrap = AES
SNMPPrivPasswordTrap = privpwdread

KoHdurypauumsa ceTteBoro ycTpomucTsa
Y106bI BKNOYNTE SNMPV3 B 0601Xx HanpaBfieHUsxX Ha ceTeBoM ycTpoicTee Cisco, BbIMONHUTE CNIeAYIOLLYI0 KOHMMIypaLuuio:

snmp-server enginelD local AASED139B81D4A328D18ACD1

snmp-server group readGroup v3 priv

snmp-server group writeGroup v3 priv read v1ldefault write vldefault snmp-server user readUser readGroup v3 auth md5 authpwdread priv aes 128 privpwdread
snmp-server user writeUser writeGroup v3 auth md5 authpwdwrite priv aes 128 privpwdwrite

snmp-server enable traps port-security snmp-server enable traps port-security trap-rate 1

snmp-server host 192.168.0.50 version 3 priv readUser port-security

MonyunTb naeHTndmkaTop aAsmxka SNMPv3 (SNMPEnginelD) MO>XHO € NOMOLLbIO KOMaHAbl show snmp engineid.

TECTHPOBaHVIe CBAA3M C CceTeBbIM YCTPOﬁCTBOM

MNakeT net-snmp no3sonseT npoTecTupoBaTb SNMPv3-cBS3b C CETEBbLIM YCTPOWCTBOM:



snmpget -v3 -| authPriv -u readUser -a MD5 -A "authpwdread"
-x AES -X "privpwdread" IP-AIPEC_CETEBOIO_YCTPOWCTBA sysName.0

LnvHa naponsi foJiXKHa COCTaB/SATb HE MeHee 8 CMMBOJIOB.

NHTepcdenc komaHpgHOU cTpoku: Telnet n SSH

B HekoTopbIx ciy4dasnx AxelNAC MoxeT yCTaHaBAnBaTb MHTEPAKTUBHbLIM CEaHC KOMaHAHOW CTPOKM C CeTeBbIM YCTPONCTBOM. [1115 3TOM0 MOXXHO UCMOJIb30BaTb
npoTokosbl Telnet n SSH. MepenanTte Ha BkNaaky CLI OkHa KOHUrypaLuy ceTeBoro yCTponcTea, BbibepnTe TPaHCMOPTHbLIA MPOTOKOJ U YKaXKMUTe YYeTHble
AaHHble AN18 JoCTyna.

UHTepdenc Beb-cnyxoO

AxeINAC MoXXeT nepuoamyeckun ycTaHaBIMBaTb Ananor Be6-ciyxx6 c ceTeBbIM YCTPOWCTBOM. 115 3TOro nepeniamTte Ha BKnankyBe6-cnyx6bl okHa
KOH(UIrypaLmm ceTeBoro yCTpomucTBa, BbI6epnTe TPAHCMOPTHBIN MPOTOKOJ U YKaXXUTe yYeTHble AaHHble ANs AOCTyna.

TpaHcnsuusa posiel ceTeBbIM YCTPOUCTBaM

HekoTopble ceTeBble YCTPONCTBa NOAAEPKMBAIOT Ha3HaYeHVe Noib30oBaTeNo onpeaeneHHoro Habopa nNpaBua (MexxceTeBbix 3KpaHoB unn ACL). 3Tn npasuna
60J1ee TOYHO KOHTPOJIMPYIOT, YTO MOXKET UJIM HE MOXKET AeNaTb NoJib30BaTe b, N0 CpaBHeHMIO ¢ VLAN, koTopas He3(h(heKTUBHO MHOIO TPAaTUT Ha
ynpasneHue ceTbto. AxeINAC MOXXeT Ha3HavyaTb PoaM Ha KOMMyTaTopax u KoHTpoanepax Wi-Fi, koTopble noaaepxmBatoT Ha3HavYeHMe Ha OCHOBe poJen.

[na sToro obecneybTe Ha3HavyeHNe BHYTPEHHUX U BHELLHUX poJsieit 1mbo Ha ceTeBOM yCTpoicTBe, b0 B POAUTENLCKOW rpynne ceTeBblX YCTPONCTB, C
nomolublo Beb-nHTepderica AxelNAC B pasnene Kondurypauusa - MosMTUKKN M KOHTPONb AocTyna - CeTeBblie YCTPOUCTBA .

MpeaBapuTensHo y6eanTech, YTO Ponan onpefeneHbl B CETEBbIX YCTPONCTBAX.

WHTerpauusa VolP c CDP, LLDP u LLDP-MED

[ns uenen onpepeneHns aboHeHTCKMX yCTPONCTB IP-TenedoHnn cuctema AxelNAC ncnonb3syeT faHHble, MosyvYaeMble Mo ABYM npoTokosnam: CDP u LLDP.

Cisco Discovery Protocol (CDP) — 3To nponpureTapHbIii NpoTOK0J1 06Hapy>XeHWs YyCTPONCTB, NoALep>XuBaembli Ha BceMm obopynoaHum Cisco, BKaoYas
MapLUpyTM3aTopbl, CEPBEPbI AOCTYMNa, MOCTbl U KOMMyTaTopbl. C noMoLbio CDP yCcTPONCTBO MOXKET 00BbSBUTH O CBOEM CYLLLECTBOBaHWM APYrMM YCTPONCTBaM
M NONYy4nTb NHGOPMaLIMIO O APYrMX YCTPOWCTBaX B TON e JIOKaslbHOW CeTU AN Ha yaaneHHON cTopoHe rnobasbHol ceTu.

CDP MOXeT onpenennTb, SBASETCS N NoAKJo4aeMoe yCTPoNCTBO IP-TenedoHoM, 1 faTbk eMy yKa3aHue MapkmpoBaTb Kaapbl Ethernet ¢ nomouwbio
HacTpoeHHol ronocosoi VLAN Ha KOMMYyTaLMOHHOM MOPTY.

MHorune npounssoanTenn noaaepxunsatoT LLDP unn LLDP-MED. Link Layer Discovery Protocol (LLDP) — 3T0 OTKpPbITbI NPOTOKON KaHaJIbHOro YpOBHA M3
Habopa MHTepHeT MPOTOKOJI0B, MCMOJIb3yeMbli CETEBLIMN YCTPONCTBAMUN A5 OMOBELLEHNS O CBOEW MAEHTMYHOCTM, BO3MOXHOCTAX 1 coceasax. Kak n CDP,
LLDP Mo>xeT yKa3biBaTb IP-TenedgoHy, kakon VLAN ID sBnseTCS rofIoCOBbIM.

Moanepikka AaHHbIX MPOTOKOJIOB peasiM3oBaHa B paMKax [ABYX CLleHapueB B3avMOLEeNCTBUS:

o AKTMBHbIA onpoc (Polling) — cuctema AxelNAC nHuummpyeT akTUBHbIN c6op MHMOpMaLMM Npy NOAKAOYEHUN YCTPONCTBA K CETY, OCYLLLeCTBNASA
3anpockl K CeTeBbIM KOMMyTaTopaM no npoTokosy SNMP. B xofe onpoca 3anpalivBaloTca AaHHbIe, MOJlyYeHHbIE KOMMYTaToOpaMu 0T KOHEYHbIX
YCTPOWCTB Yepe3 NpoTokonbl LLDP n CDP;

e MaccuBHbi npuem yBepomneHun (SNMP-Trap) — ceTeBoe obopyaoBaHMe akTUBHO HanpassseT B CTOPOHY cucTeMbl AXelINAC aCMHXPOHHbIE
yBefoMIeHUs no npotokosy SNMP-Trap. [laHHble yBeLOMJIEHNSA FeHepUpYyTCA Npu obHapyxeHnn kKommyTaTopamu LLDP-chpenimos nnm CDP-hpelimos
OT abOHEHTCKUX YCTPONCTB 1 NepefatoTcsa Aas o6paboTky B peasibHOM BpeMeHU.

TaknM obpa3oM, KOMOMHaLUSA aKTUBHOro onpoca 1 naccMBHOro npnema SNMP-trap obecneynBaeT KOMMIEKCHbIV 1 onepaTuBHbIN cbop Heobxoanmon
VHMbOopMaLmn Ans TOYHON naeHTudukaumm IP-tenedoHoB.

VoIP n Ha3HayeHue VLAN

B AxeINAC nogaep>kaHbl pa3siviHble MeToabl Ha3HavyeHusa VLAN, Takume Kak port-security, MAC-ayTeHTudumKauma n 802.1X.

Port-security

Mpwn ncnonb3oBaHum port-security VolP-ycTpoiicTBo Ha ocHoBe CDP/LLDP mapkupyeT Ethernet-kanpbl, MCNonb3ys HacTpoeHHyto ronocosyto VLAN Ha nopTy
KoMmMmyTaTopa. [Mocne aToro n3 ronocosor VLAN nocbinaetcs port-security trap, 4To6sl AxelNAC mor aBTopu3soBaTb MAC-anpec nopTta. Korga ycTponcTBo
noaKJlYaeTcs, elle oanH port-security trap otnpasnseTca us VLAN gaHHbIX. TakuM obpasom, oanH MAC-agpec aBTopu3syeTcsa B ronocoBoi VLAN, a oanH —
Bo VLAN pocTtyna.

VolIP ¢ nomoLublo thyHKLUMKM port-security noaAepxnBaeTcs He BCEMU BEHA0PAMM.

MAC-ayTteHTudukauusa n 802.1X

KommyTaTopbl Cisco noaaep>XnBatoT MHOMOAOMEHHYI0 KOH(UIYpaLMIo C NCMoJib30BaHMEM aTpubyToB KOHKPeTHOro noctasLmka (Vendor-Specific Attributes,
VSA), 4T0 No3BonseT UCNonb30BaTh OAHO YCTPONCTBO B AoMeHe VOICE n ogHO yCTpONCTBO B AoMeHe DATA.

Korpna TenedoH nogknovaeTcs kK nopTy kommyTaTopa, AxelNAC oTBe4aeT ToJIbKo NpaBuabHbiMU VSA, 6e3 TyHHenbHbix aTpnbyTos RADIUS. 3aTtem CDP paet
TenedoHy ykasaHue nomeyaTtb Ethernet-kagpbl, ncnonb3ys HacTpoeHHyto ronocosyto VLAN Ha nopTy KomMyTaTopa.

Korpna noaknyaeTcs NnepcoHanbHbIN KoMnbloTep, cepeep RADIUS Bo3BpallaeT TYHHENNPOBaHHbIE aTpUbyThl, 1 KOMMYTaTOp NoMellaeT nopT B
npenoctasneHHyto VLAN gocTyna.

Ha obopypnoBaHumn apyrux npovssogutesnen VolP paboTaeT ¢ ncnonb3oaHnem RADIUS VSA. Korga IP-TeneoH nogkioydaeTcs K NopTy KOMMyTaTopa,
BO3BpallaeTcsi COOTBETCTBYOLWMIA VSA, 4TOoObl NPONHCTPYKTUPOBaTb KOMMYyTaTOp pa3peLlnTb /1M MPUEeM TermpoBaHHbIX KaApoB OT 3TOro YCTPOUCTBa. MNpu
nogkntodeHnn MK AxelNAC Bo3BpallaeT KOMMyTaTopy CTaHAapTHble aTpuby Tl TyHHens RADIUS gns HeTermposaHHon VLAN.

ANroputM AeucTBMA NpM OTCYTCTBMM noapep>xku CDP/LLDP
Ecnu IP-TenedoH He nopaep>xmBaeT CDP wnu LLDP, To ona npenocTaBfieHns yCTPONCTBY ronocosoit VLAN MOXXHO ucrnons3osate DHCP.

[na HekoTopbix Mogenen TpebyeTca onpeneneHHas onuma DHCP, 4Tobbl DHCP-cepBep npefocTaBua yCTPOUCTBY naeHTudukatop ronocosonn VLAN. MNMocne



nepesarpy3sku Ethernet-kagpbl MapKupyTCs C UCNONb30BaHWEM MPeaoCcTaBAeHHOro Tera VLAN.

YT106bI 3TOT CLUEHapuin paboTan: perncTpaumoHHbIA 1 NPoAyKTUBHbLIA DHCP-cepBepbl A0JIKHbI 6bITb HACTPOEHBI Ha NpefocTasseHne onuum DHCP; Ha nopTy
HacTpoeHa ronocosas VLAN, a IP-TenedoHbl f0JIKHbI aBTOMaTUYECKN PErMCTPUPOBATHLCSA (MPY NepBOM NOAK/IYEHUN TenedOoH Ha3HavyaeTCs Ha
pernctpaumoHHyto VLAN).
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