Mpodnnn nogknoyYeHns

Ucnonb3oBaHue npoduna nopknawyeHus no ymondyaumio (default)

AxelNAC nmeeT nNpeaycTaHOBJIEHHbIA NPoduUab NOAKIOYeHMA no ymonvaHuio — default. Huxe npueeaeHbl napameTpbl, KOTOPbIE HY>XHbI 415
HacTpoWKK Toro, 6yAeT M NCNob30BaTbLCA CTaHAAPTHLIN NPOdUIb NOAKIYEHNS Unn ByneT co3aaH HOBbIN:

URL pnsa nepeappecauum

[aHHbIN NnapameTp HaxoanTcs B pa3aesne KoHdpurypaumsa - MoAMTUKKU U KOHTPOJIb gocTyna - Mpodunu nogkniovyeHusa - Bbi6paHHbIH
Bamy npoguab —» Captive-nopran.

Mpun ncnonb3oBaHMM HEKOTOPLIX Bpay3epos NpeanoyYTUTENIbHEE NepeHanpaBaaTb NoJb30BaTeNsd Ha onpeaeneHHbln URL, a He Ha TOT, Ha
KOTOPbIA OH M3HavYanbHO cobupancsa nepenTn. Ans Taknx 6paysepoB URL, 3anaHHbIn B cTpoke URL pnsa nepeappecaumm, OyneT aBAsTLCA TEM
afpecoMm, Ha KoTopbln 6yaeT nepeHanpasieH Nosb3osBaTenb. [laHHbIN NapameTp 3aTparvsaeT paboTy 6paysepos Firefox, HaumMHasa ¢ Bepcun 3.

IP-appec obHapy>xeHus B ceTu
[aHHbIN NnapameTp HaxoauTcs B pa3fene KoHndpurypaumsa » PaclumpeHHble HAaCTPOWUKM paoctyna - Captive-noprtan.

370T IP ncnonb3yeTcs B KavyecTBe Beb-cepBepa, Ha KOTOPOM pasMeLleH aii common/network-access-detection.gif, npencrasnsiownia
coboli NMNKCeNbHYO KapTUHKY, NCNOJb3yeMyto AN oBHapy>XeHusa focTyna K ceTu. IToT IP-agpec He MoXKeT 6bITb JOMEHHBIM UMEHEM, MOCKOJIbKY
OH NCMNONb3yeTCsa BO BpeMs peructpaumm n nsonaumm, korga DNS ewle 3akpbiT. PekoMeHAyeTCs pa3pellmnTb NoJib30BaTenam obpaliaTbes K
cepsepy AxelNAC c nomouwbio IP-agpeca nokanbHon ceTn AxelNAC.

B HekoToOpbIX C/y4asix MoXeT bbITb NpeacTaBneH apyron Captive-noptan (CM. H/MXE 0 AOCTYMHbIX HAaCTPOMKax) B cooTBeTCTBMMU C SSID, VLAN,
IP/MAC-agpecom kommyTaTopa unm URI, K KOTOpoMy noaknovaeTca kameHT. [na aToro B AxeINAC ncnonb3syeTtcs KoHuenunsa npodunen
nopkoveHns, obecneynsaroLLLan Takyo BO3MOXHOCTb.

Hu>xe npuBeaeHbl pa3ivyHble NapamMeTpbl KOHPUrypaLuum 4Ns Kakaoro npoduisa NoaKAYeHUs. EAMHCTBEHHbIM 0653aTe/IbHbIM MapaMeTpoM
apnsieTca PunbTp — 6e3 Hero AxelNAC He CMOXXeT KOPPEeKTHO NPYMeHUTb NPOog UL NOAKIIOHEHNS.

Mpu HacTpoiike Npodunan NoakNYeHns byayT nepeonpenensTb 3Ha4eHUSA No yMonyaHuo. Ecnv Balle coeiHeHne He nognagaeT HU NMoA, OAMH
13 3afaHHbIX hnnbTpoB, AxelNAC ByneT ncnonb3oBaThb 3HaYE€HMSA MapaMeTpoB U3 Npoduna noakntoyveHns default.

YnpaBseHne npounamMmm NoaKAIOYEHUR ocywecTBnseTcs n3 Beb-nHtepderica AxelNAC — B pa3saene Kondurypaumsa - MoAUTUKN U KOHTPOJIb
pocTtyna - NMpodunm nopkniovyeHms.

Mpwn nobasneHnn HOBOro npounsa NoAKYEHNS CO34aeTCs KONUa CTaH4apTHOro wabnoHa, B KOTOprI7I noJsib3oBaTeslb MOXKET BHeCTUn
n3MeHeHunA.

dunbTpaLmna NOAKIIOYEHNUN

[aHHbIN NapameTp HaxoauTca B pasfene KoHdurypauusa - MosMTMKKN M KOHTPOJIL gocTyna - Mpodunm noaknioyeHus - BoibpaHHbIH
BaM#u ripoguib.

Ons paboThl ¢ hunbTpamm HeobxoamMo BbibpaTb onepaTop dunbTpaunu. Mpu Beibope 3Ha4YeHMsany KOHEYHOe YCTPONCTBO ByneT nonagaThb B
OaHHbIN Npodnab npu cobnogeHnn noboro n3 BeibpaHHbIX GUALTPOB. Ecnn BbibpaHo 3HaveHwue all, KoHe4yHoe ycTpoincTBo byaeT nonafaTth B
[aHHbIA NPotKb NOAKIOYEHUS TONIbKO NpK cobnoaeHnn Bcex BbiIbpaHHbIX (UIbTPOB, B TOM YMCSIE PaCLUMPEHHBbIX.

B AxelNAC peanunsoBaHa pnabTpaums No caeayowmnM napaMmeTpam:

e [poToKON ayTeHTUdUKaLnm;
e Tun NOAKNOYEHUS,

e CeTb;

e Ponb y3na;

e [lopT;

e Ob6nacTb;

e SSID;

e CeTeBOE€ YyCTPOWCTBO;
e [pynna ceTeBblX YCTPONCTB;

e MAC-afpec ceTeBOro yCTponcCTBa;
e [lopT ceTeBOro yCTPOWNCTBA;

e [epnon BpemeHu;
e URI;
e FQDN:
e VLAN.

MprMep ncnosb3oBaHNA GUNLTPOB:

e SSID: Guest-SSID;

e VLAN: 100;

e [lopT ceTeBOro yctponcTea: <Switchld>-<Port>;
e Cetb: IP-appec nnun CIDR ceTu.

DunbTpaumsa No ponu ysnia MoxeT HblTb UCNOb30BaHa TONbKO AN coennHeHuii 802.1X 1 cOBMECTHO € pmibTpom no VLAN.

PacwupeHHble hunbTpbI

[aHHbIN NapameTp HaxoauTca B pasgene KoHdurypauusa - MosMTMKKU M KOHTPOJIb gocTyna - Mpodunm noaknioveHus - BolibpaHHbIH
BaM#u ripogusb.



0na npodunsa NooKAYEHUS MOXXHO 3aZlaTb PacLUMpPeHHbI PUIbTP COOTBETCTBUS onpeaesieHHbIM aTpubyTaM. [JaHHbIN uibTp MoXeT 6biTh
3a4aH Kak B 6a30BOM, Tak U B pacCLUMPEHHOM pexume.

Ba30Bbi peXXxum

B 6a30BOM peXxuvMe Bbl MOXKETe HaCTPOUTb AOMNOJIHUTENbHbIE (hUbTPbI C MOMOLLbIO ONEPaTOPOB U 3Ha4YeHWUn. [na Toro 4Tobbl L06aBUTL HOBYIO
CTPOKY, HaXKMUTE Ha UKOHKY LLeCTepPeHKN CripaBa oOT noJis Bbibopa onepaTopa v BbibepuTte TUMN CTPOKK, KOTOPYIO Bbl XOTUTE A06aBUTD.

PaclmpeHHbIi dUnLTp Basosblit pexum

ALL (AND) o

vlg

TpebyeTcs yKasaTe onepaTop.

- -]

[ TpeGyeTcs ykasaTs none. TpebyeTca ykasaTs onepatop TpebyeTc ykasaTk 3HaueHMe.

o

PacLunpeHHsIf GHNLTP REFCTBYET Kak ROMOHITENLHEIR GUNLTR, KOTOPLIA KOMEUHHRYETCA C OCHOBHBIMM GUALTPaMH M YUMTIBAET NapaMeTpLI ¢ onepatopamu ALL/ANY

Onsa Toro 4TO6bI KJIOHUPOBaTb UM yOa/INTb CTPOKY, Bbl TaKXe MOXXeTe NCMNOoJIb30BaTb MKOHKY LLeCTepeHKN.

PacLUMpeHHbIN peXxum

Onsa nepeksioyeHUs B paclUMPEHHbIA PeXKM, akTUBMPYINTE nepekioyaTesb CBepXy oT (hopMbl Bbibopa NapaMeTpoB paclUMpeHHbIX (hUbTPoB. B
[aHHOM peXXuMe Bbl MOXKeTe HaCTPOUTb PacLUMPEHHbIe (UNbTPbI C MOMOLLbIO CUHTAKCMCA, ONMUCAHHOMO HUXKE.

PacluMpeHHbIi GUALTP Q PacumpenHeIi pexinm
not_contains(bandwidth_balance, "321") && (bypass_role == "4213" || (bypass_role_id != "4321" || {(computername == "5421" && (category == "5421" || !
(bypass_role_id == "5421" && (not_contains(bypass_vlan, "5241") || (not_contains(bypass_role, "421") && (not_contains(bandwidth_balance, "5421") &&
true()))))))))

PacwwupenHbIi PUALTp AeficTBYeT KaK A0MONHUTENLHIA GUALTP, KOTOPLIA KOMEMHUPYETCS C OCHOBHBIMU GUALTPAMM M YUHTLIBAET NapaMeTpel ¢ onepatopaMu ALL/ANY

CHMHTaAKCUC pacLUMPEHHOro pe>XxuMma KoHcpurypaumm punbTpos.
Huxe npueeneHbl NpuMmepbl anI/I6yTOB, onepaTtopos ” 3Ha4YeHun.
ATpuOyTbI NpeabiayLUX NnoaknioueHun (6asa paHHbIX, npoduanpoBaHue):

autoreg

status

bypass_vlan
bandwidth_balance
regdate

bypass_role

device_class

device_type
device_version
device_score

pid

machine_account
category

mac

last_arp

lastskip

last_dhcp

user_agent
computername
dhcp_fingerprint
detect_date

voip

notes

time_balance

sessionid

dhcp_vendor

unregdate
fingerbank_info.device_name
fingerbank_info.device_fq
fingerbank_info.device_hierarchy_names
fingerbank_info.device_hierarchy _ids
fingerbank_info.score
fingerbank_info.version
fingerbank_info.mobile
radius_request.User-Name



radius_request.username
radius_request.Called-Station-Id
radius_request.Calling-Station-Id
radius_request.NAS-Identifier
radius_request.NAS-IP-Address
radius_request.NAS-Port-Id

Ncnonb3oBaHune aTpubyTta radius_request.NAS-Port-ld MoxxeT BbiI3BaTb HEKOPPEKTHYI0 paboTy ckaHepa WinRS. Mpu ncnonb3oBaHnm ckaHepa
WinRS B npodune NnoakIoyYeHna pekoMeHayeTCs NCnoib3oBaTh 6a30BbI hunbTp ¢ NapameTpom MopT.

ATpubYTbl TEKyLLLEro NOAKAIOYEeHUs:

connection_sub_type
connection_type
switch

port

vlan

ssid

dotlx_username
realm
machine_account

OnepaTtopbl:

&& —n

|| — nnn

!= — He paBHO

== — paBHO

() — npropuTeT rpynnbl

3HavyeHusn:

B kayecTBe 3Ha4YeHMN MOryT 6bITb NCMONb30BaHbl Kak LNMPOBLIE BbIpaXKeHUs, Tak 1 ByKBbl 1aTUHCKOro andaBnTa.
3HayeHre _ NULL__ MoxeT 6bITb MCM0/Ib30BaHO AJ1si MOWCKA MyCThIX 3HAaYEHWI NapamMeTpoB B 6a3e AaHHbIX.

MpuMepbl UCNOJIL3OBAHUA PaCLUUMPEHHbIX cbuanPOB

CooTBeTCTBME MALUMHHOW ayTeHTU(UKaLUM Ha 3almueHHoOM BecnpoBoaHOM ssid:

machine_account!="" && connection_type == Wireless-802.11-EAP

CooTBeTCTBME MALLMHHON ayTeHTU(UKaLUM OT NpeAbIAYLLEro NOAK/IOYEHUA U NOAKIIIOYEHUE HA 3alLULLLEHHOM ssid:
machine_account!="" && ssid == Secure

CooTBeTCTBME NOJIb30BaTEJIbCKOW U MAaLLMHHOM ayTeHTUdUKaLMM Ha 3aLLUMLLLEHHOM ssid:

last_connection_type == "Wireless-802.11-EAP" && machine_account!="" && last_dotlx_username!"~ "~host/"

CooTBeTCTBME NOJIb30BaTesIbCKOW ayTeHTU(dUKauum 6e3 MalLMHHON ayTeHTU(MKaLMKM Ha 3aLLULLLEeHHOM ssid:
last_connection_type == "Wireless-802.11-EAP" && (machine_account == "" || machine_account == \__NULL__) && last_dotlx_username!~ "~host/"
CooTBeTcTBMe 6e3 yyeTa MaluMHHOM ayTeHTudukauuu (BYOD):

machine_account ==\__ NULL__

Mpumep dunbTpauum no atpubyram:

1 'radius_request' => {

2 'NAS-Port-Type' => 15,

3 'Service-Type' => 2,

4 'State' => '0x7cfd15627dba0f5a45baeel6526652a6',
5 'Called-Station-ld' => '00:8e:73:5d: f6:9¢’,
6 'FreeRADIUS-Proxied-To' => '127.0.0.1',

7 'Realm' => 'null',

8 'EAP-Type' => 26,

9 'NAS-IP-Address' => '172.30.255.13',

10 'NAS-Port-Id' => 'GigabitEthernet1/0/30',
11 'SQL-User-Name' => 'gwten’,

12 'Calling-Station-Id' => '00:11:22:33:44:55',
13 'AxeINAC-Domain' => 'ZAYM',

14 'Cisco-AVPair' => 'service-type=Framed',
15 'User-Name' => 'zaym’,

16 'Event-Timestamp' => 'Aug 15 2019 17:10:03 BST',
17 'EAP-Message' => '0x024700061a03’,

18 'Framed-IP-Address' => '172.30.250.149',
19 'NAS-Port' => 50130,

20 'Stripped-User-Name' => 'gwten’,

21 'Framed-MTU' => 1500

221},

23 'autoreg' => 'yes',

24 'last_port' => '37',

25 'device_class' => 'Windows 0S',

26 'bandwidth_balance' => undef,

27 'bypass_role' => undef,

28 'device_type' => 'Windows 0OS',



29 'pid' => 'gwten’,

30 'dhcp6_enterprise' => ",

31 'last_seen' => [

32 'NOW ()

331,

34 'dhcp6_fingerprint' => ",

35 'category' => 'Wire',

36 'mac' => '00:11:22:33:44:55',

37 'portal' => 'Wire',

38 'lastskip' => '0000—00—00 00:00:00',
39 'eap_type' => 26,

40 'last_dhcp' => '0000—00—00 00:00:00',
41 'user_agent' => 'ccmhttp’,

42 'computername' => 'zamtop’,

43 'dhcp_fingerprint' => '1,15,3,6,44,46,47,31,33,121,249,43',
44 'detect_date' => '2019—08—15 15:33:30',
45 'last_vlan' =>'0',

46 'last_connection_sub_type' => 26,

47 'fingerbank_info' => {

48 'device_fq' => 'OnepauunoHHas cuctema/Windows OS',
49 'device_name' => 'Windows OS',

50 'version' => ",

51 'score' => '73',

52 'mobile' => 0,

53 'device_hierarchy_names' => [

54 'Windows OS',

55 'OnepaunoHHas cnctema’

56 ],

57 'device_hierarchy_ids' => [

581,

59 16879

60 ]

611},

62 'bypass_role_id' => undef,

63 'last_role' => 'Wire',

64 'dhcp_vendor' => 'MSFT 5.0',

65 'unregdate' => '2019—08—15 20:10:04',
66 'last_switch' => '172.20.20.1",

67 'auto_registered' => 1,

68 '_from_table' => 1,

69 'source' => 'Wire',

70 'last_ifDesc' => 'GigabitEthernet1/0/30',
71 'device_version' => ",

72 'status' => 'reqg',

73 'bypass_vlan' => undef,

74 'regdate' => '2019—08—15 17:10:04',
75 'last_dotlx_username' => 'zayme’,

76 'tenant_id' =>'1',

77 'category_id' => '166',

78 'machine_account' => ",

79 'last_connection_type' => 'Ethernet-EAP',
80 'last_ssid' => ",

81 'realm' => 'null’,

82 'last_ip' => '172.20.20.2',

83 'device_score' => 73,

84 'last_arp' => '0000—00—00 00:00:00',
85 'last_start_timestamp' => '1565885356',
86 'stripped_user_name' => 'zayme’,

87 '_old_data' => {

88 'autoreqg' => 'yes’,

89 'device_class' => 'Windows OS',

90 'bandwidth_balance' => undef,

91 'bypass_role' => undef,

92 'device_type' => 'Windows 0OS',

93 'pid' => 'gwten’,

94 'dhcp6_enterprise' => ",

95 'last_seen' => '2019—08—15 16:09:16',
96 'dhcp6_fingerprint' => ",

97 'category' => 'Wire',

98 'mac' => '00:11:22:33:44:55',

99 'lastskip' => '0000—00—00 00:00:00',
100 'last_dhcp' => '0000—00—00 00:00:00',
101 'user_agent' => 'ccmhttp’,

102 'dhcp_fingerprint' => '1,15,3,6,44,46,47,31,33,121,249,43',
103 'computername' => 'zamtop’,

104 'detect_date' => '2019—08—15 15:33:30',
105 'bypass_role_id' => undef,

106 'dhcp_vendor' => 'MSFT 5.0',

107 'unregdate' => '2019—08—15 20:09:16',
108 'device_version' => ",

109 'status' => 'reg’,

110 'bypass_vlan' => undef,

111 'regdate' => '2019—08—15 17:09:16',
112 'category_id' => '166',



113 'tenant_id' =>'1',

114 'machine_account' => undef,

115 'last_arp' => '0000—00—00 00:00:00",
116 'device_score' => '73',

117 'voip' => 'no',

118 'device_manufacturer' => 'Toshiba',

119 'notes' => 'AUTO-REGISTERED',

120 'time_balance' => undef,

121 'sessionid' => undef

122},

123 'voip' => 'no’,

124 'device_manufacturer' => 'Toshiba',

125 'notes' => 'AUTO-REGISTERED',

126 'time_balance' => undef,

127 'last_switch_mac' => '00:8e:73:5d: f6:9¢e’,
128 'sessionid' => undef,

129 'last_start_time' => '2019—08—15 16:09:16'

AxelNAC ncnonb3yeT Apache gns paboTsl ¢ Captive-noptanom, Beb-uHtepdencom n Beb-cnyxbammu. KoHdurypaums AxelNAC Apache HaxoauTca B
kaTanore /usr/local/pf/conf/httpd.conf.d/. B 3ToM KaTasiore HaxoAsTCA KOHDUTYypaLuMoHHbIe (alinibl Cy>K6, NCMosb3yeMbiX 4S5t CeAYoLWnX
uenen:

e httpd.admin: ynpasneHue Be6-uHtepdencom AxelNAC;

e httpd.portal: ynpasneHne nHtepceiicom Captive-noptana AxelNAC;

* httpd.webservices: ynpasneHune nitepdencom seb-cnyx6 AxelNAC;

e httpd.aaa: ynpasneHue Bxoaswmmm 3anpocamu RADIUS.

3Tu halsibl AUHAMUYECKN FreHeprpyoTCa C MoMOLLbIO fi3bika Perl, a cny>X6bl akTUBUPYIOTCS TOJIbKO Ha Tex ceTeBblX MHTepdencax, KoTopble
HeobxoAuMbl ANs Kakaon uenn. OcTanbHble halibl B 3TOM KaTanore ynpasnaoTca AxelNAC ¢ noMoLbio WwabnoHoB, NO3TOMY UX JIerko
MOANGMLIMPOBATb B 3aBUCUMOCTU OT KOHurypaunn. na obecneveHmsa 6e3onacHOCTM AOCTyMa Mo YMOJHaHWIO BKJIlo4YeHa paboTa npoTokona
SSL.

B npouecce ycTaHoBKM B KaTasnore /usr/local/pf/conf/ssl/ 6ynyT co3naHbl camonoanuncaHHble cepTudukaThl (server.key u server.crt). 3Tu
cepTudrKaTbl MOTryT 6bITb B J060/ MOMEHT 3aMeHeHbl cepTuukaTaMm CTOPOHHMX NPOM3BOAUTENEN AN CYLLEeCTBYIOLUMU cepTudurkaTaMm
wildcard. O6paTuTe BHUMaHMe, 4To 3HavyeHe CN (Common Name) [0/KHO coBnajaTb € MMeHeM, 3afaHHbIM B KOH(MrypaLnoHHOM canne
AxelINAC /usr/local/pf/conf/pf.conf.

MoBTOpHOE UCNoJNb30BaHUe Y4eTHbIX AaHHbiX 802.1X

Mpwn onpepeneHHbIx 06CcTOATENLCTBAX (HanpuMep, Ana AeMoHcTpauun MoAuTUKKM aonycTtuMmoro ucnonb3oBaHusa (AUP) nocne ycnewHoro
nopknodeHns no 802.1X) MOXXeT UCNOb30BaTbCA «3MynsAUns SSO», 4Tobbl NOSIb30BaTEO HE HY>XXHO OblJ1I0 MOBTOPHO BBOAUTL CBOW YYEeTHbIE
OaHHble Ha nopTaJie nocje ux Beoga B pexxmme 802.1X-EAP. [1ns 3Toro Heo6xoaMMo akTUBMPOBaTb NapameTp Ucnosnb3oBaTb Yy4E€THbIE JaHHble
dotlx noBTOpPHO B Npocdhuie NOAKIOHYEHMNS.

NMs nonb3oBaTens, UCMOJIb30BaHHOE BO BPEMS MOAK/OYEHUS C MCcNosib3oBaHueM 802.1X, 6yaeT Ucnosib3oBaTbhCs C Pa3INYHBIMU UCTOYHUKAMMN
ayTeHTUdMKaLun Ans NOBTOPHOIro onpeaesieHNst posiv Ha nopTasie. B kayecTBe Mepbl MPeAoCTOPOXXHOCTUN 3Ta onums 6yaeT NnoBTOPHO
MCM0J/1b30BaTb Y4eTHble AaHHble 802.1X TONbKO MPU HAMYUM UCTOYHUKA ayTEHTUMUKAL MK, COOTBETCTBYIOLLEro YKazaHHOMY AOMeHY. To
O3HayaeT, YTO eCc/v Nosb30BaTeNN UCMOJb3YIOT yYeTHble AaHHble 802.1X ¢ YacTblo AoMeHa (username@domain, domainusername), To 4acTb
OOoMeHa foJKHa 6biTb HAaCTpoeHa Kak foMeH B pasgene RADIUS, a UICTOYHUK ayTeHTUdUKauMm AosHKeH bbiTb HACTPOEH AJ1a 3TOro AoMeHa. Ecnn
NnoJsib30BaTe/IN HE UCMOJIb3YIOT yYeTHble AaHHble 802.1X ¢ JoOMeHHOW YacTbio, To byaeT conoctasneHa Tonbko NULL-o6nacTh (ecnn onsa Hee
HaCTPOEH NUCTOYHUK ayTeHTUDUKaLnm).

ID cTaTbu: 966
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ba3a 3HaHun AxelNAC -> [lokyMeHTauums -> Cuctema KOHTponsa goctyna k cetn «AxelNAC». Bepcua 2.1.0 -> AxelNAC. PykoBoAcTBo
agMuHUCTpaTopa -> PaclumpeHHas KoHduUrypaumusa goctyna -> Mpodunn noakaoHeHns
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