MpocMoTp ceccum

Ha faHHOW BKNagke oTobparkaeTcs aKTUBHAS CECCUSt MOHUTOPUHTa BbIGpaHHbIX XXYPHA/IOB B peasibHOM BpeMeHu. MHTepdeic
Nno3BOJISET MPOCMaTPMBaTL MOCTYMNatoLLne CTPOKM XKYpHana, ynpasiaTe 0TOBpa)KeHNeM AaHHbIX U NPUMEHSTb pa3inyHble GUibTpsbI.

YXypHanbl B peanbHOM BpeMeH!

Coapatb ceccuio keepalived.log ¥

Onumu ceccum ry a

DOunstp

PerynapHoe BhipaKeHWe
OTknioyero

Dec 3 14:81:11 dcl-anac3-nl Keepalived_vrrp[1455]: (10.31.207.27) ip address associated with VRID 5@ not present in MASTER
advert: 1@.31.207.35

Dec 3 14:01:16 dcl-anac3-nl Keepalived wrrp[1455]: (10.31.207.27) ip address associated with VRID 58 not present in MASTER
advert: 108.31.2087.35

Dec 3 14:81:21 dcl-anac3-nl Keepalived_vrrp[1455]: (10.31.207.27) ip address associated with VRID 5@ no
500 hd advert: 10.31.207.35

Dec 3 14:01:26 dcl-anac3-nl Keepalived_vrrp[1455]: (10.31.207.27) ip address associated with VRID 58 no
advert: 10.31.207.35

Dec 3 14:81:42 dcl-anac3-nl Keepalived_vrrp[1455]: (10.31.287.27) ip address associated with VRID 5@ not present in MASTER

advert: 10.31.207.35

Dec 3 14:01:42 dcl-anac3-nl Keepalived wrrp[1455]: (10.31.207.27) ip address associated with VRID 5@ not present in MASTER

W5 wypHana v advert: 1@.31.207.35 v
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Pazmep bydepa

+

present in MASTER

+

present in MASTER
Wma xocTa

dcl-anac3-nl L]

O6nacTb MOHUTOPMHIA

MpaBas YacTb UHTepdenca ABNSETCA OCHOBHOW 30HOM CECCUN MOHUTOPUHIA. 34ecb 0TobpakaeTcs MOTOK CTPOK >XXypHaia B peasibHOM
BPEMEHM 1 PACMOJIOKEHbI 3/1IEMEHTbI YMNPaBJIEHUs BbIBOLOM

Dec 15 12:32:55 dcl-anac3-nl haproxy-admin-docker-wrapper[35872]: <134>Dec 15 12:32:55 haproxy[9]: 180.64.0.1:3894@ [15/Dec/2025:12:32:55.939] admin-https-

108.31.207.35~ api/10.31.207.27 @/e/2/5/7 200 2831 - - ---- 1/1/@8/@/@ /0 {1@.31.207.35:1443} "GET https://10.31.207.35:1443/api/vl/logs/tail/c7f32c5e-666d- a
4549-bf43-8e919815def3 HTTP/2.0"

Dec 15 12:32:56 dcl-anac3-nl proxysql-docker-wrapper[49849]: 2025-12-15 12:32:56 MySQL_Thread.cpp:3786:process_all_sessions(): [WARNING] Closing unhealthy
client connection 100.64.8.1:56172

Dec 15 12:32:56 dcl-anac3-nl pfperl-api-docker-wrapper[31674]: pfperl-api(732011) INFO: [mac:[undef]] Using 3@@ resolution threshold

(pf::pfcron: :task: :cluster_check::run)

Dec 15 12:32:56 dcl-anac3-nl pfperl-api-docker-wrapper[31674]: pfperl-api(732288) INFO: [mac:[undef]] processed @ security_events during security_event
maintenance (1765791176.03824 1765791176.07414) (pf::security_event::security_event_maintenance)

Dec 15 12:32:56 dcl-anac3-nl pfperl-api-docker-wrapper[31674]: pfperl-api(732011) INFO: [mac:[undef]] All cluster members are running the same

configuration version (pf::pfcron::task::cluster_check::run)

Dec 15 12:32:55 dcl-anac3-nl api-frontend-docker-wrapper[33248]: [GIN] 2825/12/15 - 12:32:55 | 200 | 93.485ps | 100.64.8.1 | GET
"fapi/vl/logs/tail/c7f32c5e-666d-4549-bf43-82919815def3"

Dec 15 12:32:56 dcl-anac3-nl api-frontend-docker-wrapper[3324@]: t=2025-12-15T12:32:564030@ lvl=info msg="API login for user system” pid=8 request-
uuid=0970efle-d999-1178-9b4b-66812eef175b

Dec 15 12:32:56 dcl-anac3-nl api-frontend-docker-wrapper[33240]: t=2025-12-15T12:32:56+830@ lvl=info msg="API login for user system" pid=8 request- L
uuid=097124ea-d999-11f0-9b4b-66812eef175b

Dec 15 12:32:56 dcl-anac3-nl api-frontend-docker-wrapper[3324@]: api-frontend-access 100.64.0.1 - - [15/Dec/2025:12:32:56 +@300] "POST
Japifvl/config/maintenance_task/cluster_check/run HTTP/1.1" 206 14 "-" "Go-http-client/1.1"

Dec 15 12:32:56 dcl-anac3-nl api-frontend-docker-wrapper[3324@]: api-frontend-access 100.64.8.1 - - [15/Dec/2@25:12:32:56 +0300] "GET

Japifvl/logs/tail/c7f32c5e-666d-4549-bf43-8e919815def3 HTTP/1.1" 280 517 "https://108.31.2087.35:1443/admin™ "Mozilla/5.@ (Windows NT 1@.8; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 Edg/143.0.0.0"

Dec 15 12:32:56 dcl-anac3-nl pfcron-docker-wrapper[32006]: t=2025-12-15T12:32:56+0300 lvl=info msg="API call

Japi/vl/config/maintenance_task/cluster_check/run" pid=8

Dec 15 12:32:56 dcl-anac3-nl api-frontend-docker-wrapper[3324@8]: [GIN] 2025/12/15 - 12:32:56 | 200 | 180.513722ms | 100.64.0.1 | GET
"fapifvl/logs/tail/c7f32¢5e-666d-4549-bf43-8919815def3"

Dec 15 12:32:56 dcl-anac3-nl haproxy-admin-docker-wrapper[35872]: <134>Dec 15 12:32:56 haproxy[9]: 100.64.0.1:38940 [15/Dec/2025:12:32:56.313] admin-https-
16.31.207.35~ api/10.31.207.27 ©/0/2/107/189 200 710 - - ---- 1/1/0/0/@ ©/0 {10.31.207.35:1443} "GET https://10.31.207.35:1443/api/v1/logs/tail/c7f32c5e- .
666d-4549-bf43-8e919815def3 HTTP/2.@" v
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dneMeHThl NHTepdenca:

1. OKHO BblBOpA — O0TOOparkaeT CTPOKW XXypHasa B peajlbHOM BpEMEHU;
2. NMay3a/Bo306HOBUTbL — OCTaHaB/IMBAET 1 BO30OHOBASET BbIBOA AAHHbIX;
3. KonupoBaTb — KONupyeT BbiBeAeHHble hainbl B Oydep obmeHa;

4. CoXxpaHUTb — COXpPaHseT BbiBeAEeHHbIE halifibl B OTAENbHOM daline;

5. O4MCTUTBL — OYMLLAET OKHO BbIBOAA AaHHbIX;



~

PeXXuM — nepekioyaeT MHTephenc Mexay CBeT/ION 1 TEMHON TeMaMu;

PasMep TeKCTa — M3MeHseT pa3Mep LWpUPTa B OKHE BbIBOAA;

dopMaTUpoOBaHUe — MNPy AeaKTUBaUUV AaHHOMO NapamMeTpa BK/YaeTCs aBToMaTM4eckoe (hopMaTpoBaHe oTobparkaemblix
OaHHbIX ANs yAyyleHus YutaemocTu. Mpu akTMBaUMK NapameTpa AaHHble NoKasbiBaloTcs 6e3 popMaTMpoBaHuUs;
NMepeMeLieHne — nepeHocUT 610K KHOMOK YNpaB/ieHUs B BEPXHIO WU HVKHIOK YacTb nHTepderica.

MapaMeTpbl ceccum

JleBasi 4acTb NHTepdeiica NpeacTaenseT coboi NaHe b NapamMeTPOB TeKyLen ceccun. Bca nHgopmaums, oTobpaxkaemasi B pamMmkax
AKTVBHOW CECCUN, OTHOCUTCS TOJTbKO K BbIBELEHHbIM 3aMWUCAM Ha AAHHbLIA MOMEHT.
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dcl-anac3-nl

Hma mypHana

o fusr/local/pf/logs/pfstats.log 7

YPOBEHE MYyPHANE

nfo

®
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Hmg npouecca
o pfstats 7

Hmg Syslog

° pfstats 7

MapameTpbl ceccun:

1.

N

Noukuw

OnuMMU CeCCUM — OMLUN CECCUM, KOTOPbIE MOXKHO U3MEHUT:
o @aunbl XXypHana — CnncokK BbiGpaHHbIX XKYPHaNoB B CECCUN AN MOHUTOPUHTa;
o ®UABLTP — MO3BOJISET OrPaHNYUTb BbIBOA (DAISIOB MO KJOYEBLIM C/I0BaM;
o PerynspHoe Bblpa>keHUe — Mpu aKkTMBaLMWN 3TOr0 NapaMeTpa 3HaYeHue, ykasaHHoe B nose ®unbTp, 6ynet
ob6pabaTbiBaTbCA KAk perysispHoe Bbipa)keHue. MoapobHyto MHHOPMaLUO Bbl MOXKETe NOCMOTPETh B CTaTbe C ONvMcaHUeM
paboThl C perysiapHbIMY BblpaXKeHUAMU.

PenakTnpoBaHve rnonein ONLMUM CECCUM [OCTYMHO TOJIbKO NMOCAe OCTaHOBKW ceccun. Ana NpuMeHeHnNs BBEAEHHbIX (PUNbTPOB
NMOBTOPHO 3anyCcTUTe ceccuto, Haxas COpPOCUTD.

Pasmep 6ydepa — KonmyecTBo oTobpaKaeMblx CTPOK. Mpn LOCTUXKEHUM IMMUTA MexaHn3M Bydepa yaanseT cTapble 3anucu
ons nobaBneHns HoBbiX, 0becneynBas oTobparkeHne TONIbKO aKTyaslbHbIX AaHHbIX XXYPHaJ0B;

UmMa xocTta — 1MA y371a, OT KOTOPOro NocTynatT danbl;

UmMsa xxypHana — nMs XXypHaJsia, K KOTOPOMY OTHOCSATCS oTobparkaeMble CTPOKU;

YpoBeHb XXypHaJjia — ypoBHU BaxkHoCTM 3anucu: info, debug, warn, error, HeT;

Uma npouecca — npouecc nam cnyxba, koTopble chopMmmpoBanu ganbl;

Umsa Syslog — nms Syslog.

Pspom c napameTpamu UMa xocTa, UMsa XXypHana, YpoBeHb XypHana, Umsa npouecca n UMma Syslog oTobparkaeTcs 4ncnosom
VHANKATOP, KOTOPbIN NOKa3biBaeT KOIMYECTBO CTPOK, COAEPXKALLUX KOHKPETHOe 3HaYeHne napamMmeTpa B AaHHbIA MOMEHT.

Bbl MOXXeTe 0T(UAbTPOBaTbL 3aMnCK MO HY>XXHOMY NapameTpy, A5 3TOro HaXKMUTE Ha COOTBETCTBYIoLLEee 3HaYeHne. [lonyckaeTca
BbIGOP HECKOJIbKUX NMapaMeTpPoB 04HOBPEMEHHO, YTO NMO3BOJISET KOMOVHUPOBATb KPUTEPUN DUSIbTPALUM N YTOYHATL pe3ysibTaTbl
BbIBOAA.
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