RADIUS-punbTpbl

OunbTpbl RADIUS B3anMoaeincTBYOT HEMOCPEACTBEHHO C TOW YacTblo KOAa, KOTOpas OTBeYaeT 3a Bo3BpaleHune atpubytos RADIUS
AN BbINONHSAET BbI30BbI API npu nony4eHun 3anpoca RADIUS. ®unbTpel RADIUS MOXXHO 3afaTh B pasgenie KoHdurypauusa -
PacwimpeHHble HacTPOMKM pocTyna —» MexaHusmbl punbTpaLum.

RADIUS punbTpsbl:

e MoryT 6bITb NCMOJIb30BaHbl B Pa3/iN4HbIX 061aCTAX NPUMEHEHNS:

o returnRadiusAccessAccept: Bo3BpaT 0TBETa 4J1A AOCTynNa YCTPONCTBa;
returnAuthorizeRead: Bo3BpaT oTBeTa 419 AOCTyNa KOMMyTaTopa AN YTEHUA NOrnHa;
returnAuthorizeWrite: Bo3spaT oTBeTa ANa A0CTyna KOMMyTaTopa A5 3anncun JIornHa;
returnAuthorizeVoip: Bo3BpaT oTBeTa ansa VolP-ycTponcTs;
preProcess: ynpaBneHne KoHTekcToM RADIUS (HanpuMep, nobaBneHne nosb3oBaTebCKMx aTpnbyTOB B 3anpoc);
packetfence.authorize: BbizoB RADIUS-punbTpa B cekumm AxelNAC authorize;
packetfence.authenticate: Boi3o8 RADIUS-cbmnbTpa B cekumm AxelNAC authenticate;
packetfence.pre-proxy: Bbi3o8 hunbTpa RADIUS B cekumm AxelNAC pre-proxy;
packetfence.post-proxy: sbizos punbTpa RADIUS B cekummn AxelNAC post-proxy;
packetfence-tunnel.authorize: BbizoB punbTpa RADIUS B cekunm AxelNAC-tunnel authorize;
packetfence.preacct: BbizoB RADIUS-mnbTpa B cekumnm AxelNAC preacct;
packetfence.accounting: BbizoB RADIUS-unbTpa B cekumm AxelNAC accounting;
eduroam.authorize: BbizoB RADIUS-unbTpa B cekumm eduroam accounting;
eduroam.pre-proxy: Bbi308 RADIUS-pnnbTpa B cekumm pre-proxy accounting;
eduroam.post-proxy: sBbi3o8 RADIUS-punbTpa B cekumm post-proxy accounting;
eduroam.preacct: Bbi30B RADIUS-chunbTpa B cekuum eduroam preacct.

e 2. MOXHO onpenennTb No pPasjinyHbIM KpUTEPUAM, HarnpuMep:

node_info.attribute (Hanpumep, node_info.$attribute);

switch;

iflindex;

mac connection_type;

username;

ssid;

time;

owner.attribute (Hanpumep, owner.$attribute);

radius_request.attribute (Hanpumep, radius_request.$attribute) security_event user_role vlan.
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Mo ymonyaHumio B AxelNAC y>xe co3faHbl npumepbl punabTpoB RADIUS, KOTOpble MOXHO NCNONb30BaTb A5 CAefyloWwnx uenen:

o EXAMPLE_Ethernet-EAP-Accept — faHHbIN hunbTp Bo3BpaLLaeT Access-Accept (c atpubyTom Cisco-AVPair), ecam Tvn
nogknoveHns — Ethernet EAP, a oTkpbiToe cobbiTne 6€30MacHOCTM OTCYTCTBYET;

¢ EXAMPLE_Session-timeout_ldle-Timeout_Terminate_action — paHHbI hunbTp oTcemBaeT IP-agpeca kommyTaTopa ”
pobasnset aTpmnbyThl js Session-Timeout (co 3HavyeHnem mexay 10620 n 12600), Idle-Timeout 1 Terminate-Action
RADIUS;

o EXAMPLE_eap-tis-preProcess — naHHbIi unbTp co3paeT aTpmnbyTel RADIUS, KoTopble By AyT NCM0/b30BaTbCA Ha
cnepyoWwmx Wwarax (HanpyMmep, B NpaBunax ayTeHTudnkauumn). Hanpumep, nobasnset B 3anpoc RADIUS-aTpubyT
TLSStripped-UserName, KOTOpPbI1 MOXHO MCMOJIb30BaTh B NpaBuiax ayTeHTUPUKaLUM/aAMUHNCTPUPOBaHNS.
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