PacLLIMpPEHHbI KOHTPOJIb AOCTYyNa A1 BX0o4a aAMUHUCTpaTopa

Mo ymon4yaHwuio B Be6-nHTepderice AxelNAC paspelleH BXo4 N0 UMEHU NoJib30BaTesNsa/Naposito Yepes Niobor BHYyTPEHHUA NCTOYHMK
ayTeHTUdmrKaumm (NokanbHas 6a3a faHHbIX, LDAP n ap.). Echn ons Beb-nHTepdenca HeobxoAMMOo MCNoNb30BaTb APYrue Tunbl
ayTeHTUdukauymm (Hanpumep SAML, MHOrohakTOPHYIO ayTeHTUHUKALUIO 1 Ap.), TO AN ayTeHTUdmnKaumm agMMHUCTPaToOPOB
MO>XHO MCMOJIb30BaTb BCe BO3MOXHOCTW Captive-nopTana.

ba3soBas KoHchurypauus

Onsa Toro, 4To6bl BbINOMHUTE 6@30BY0 HACTPOWMKY pPaCLUMPEHHON ayTEHTUDMKaLMM afMUHUCTPATOPa, BbINONHNTE cneaytowmne
nencTeuns:

LWar 1. NMepengute B pa3nen Kondpurypauusa -» HacTtpouku cuctemsl » Bxop non y4yeTHOM 3anucbio agMUHUCTpaTopa .
LWar 2. AktuBupynTte napametp Cratyc SSO. 3710 Heobxoaumo ons Toro, 4Tobbl akTMBMpPoBaTb SSO Ana Bxoda B Beb-nHTepdenic.

LWar 3. Ecnum HY>XHO NPUHYANTENbHO MCMNOJIb30BaTh NOAUTUKY SSO Ana Bxoga B CUCTEMY (T. €. OTKJIIOYUTb NMS
rnosib30BaTeNs/Naposib), cnefyeT OTKYMTL onumio PaspewnTb ayTeHTU(PUKaLLUMIO C MOMOLLLBIO YYETHbIX AaHHbIX .

HononHuTenbHO MoxeT noTpeboBaTbCA HacTporika 6a3osoro agpeca SSO Base URL, ecnu goctyn k Captive-noptany AxelNAC
[OJKEH BbIMONHATLCA NOA UMEHEM, OT/INYHBLIM OT TOro, KOTOpoe 3afaHo B 3Ha4yeHMax UMa xocta 1 JloMeH, KoTopble
pacrnosioXeHbl B pa3aesie OCHOBHbIE HACTPOWUKM.

LWar 4. HacTponTe npoduab NOAKNIOYEHNSA A1 ayTeHTUdUKaLMmM adMMHUCTPaTopoB. 4ns 3Toro B pa3aene Kondurypauusa -
MonuTUKM 1 KoHTponb pocrtyna - Mpodunmn noaknioyeHns Haxxmmte Hoebld Nnpocdusb NOAKAIOHEHNA.

Lar 5. Ha oTKpbIBWENCS CTpaHuLe 3anojiIHMTE Nos crenyiowmm obpasom:

e KopHeBo# noptanbHbit Moaynb: Default admin SSO policy;
o ®unbtp: URI co 3HaveHneM /admin-sso;
¢ MNICTOYHMKM: NCTOYHMKMN ayTeHTUDUKaLNN, KOTOPbIE LOJIKHbI UCMOJIb30BaThLCS AN BXOAA B CUCTEMY.

Lar 6. Mepe3anycTuTe cnyxbbl api-frontend n httpd.portal.

Mocne 3Toro, Ha cTpaHuue BXxoAa B Beb-uHTepdenc fomkHa oTobpasnTbCcsa HoBas onumsa ¢ HasBaHueM Single Sign On. 3ToT TekcT
MO>XHO M3MEHUTb B pa3aenie KoHpurypaun Bxoa noa y4eTHOW 3annucbio agMUHUCTpaTopa .

Ona ayTeHTUdMKaunMm agMMHNCTPATOPOB C MOMOLLbIO 3TOr0 NpoLLecca MOXXHO UCMOJIb30BaTb 060N MexaHN3M ayTeHTUdUKauum,
npumeHseMbln Ha nopTane (SAML, Akamai MFA, TOTP n gp.). Ansa HaCTPOKN Kaxxaon PyHKUNK B Npodursie NoAKII0HEHNS, KOTOPbIN
MNCcnonb3yeTcs ANA ayTeHTUdMKaLUM agMMHNCTPATOPOB, 06paTUTECh K COOTBETCTBYIOLLEMY pa3fesly PyKOBOACTBA.

PacwupeHHas KoOHdUrypauums

KoHdurypaumio nonnTukn foctyna Ha Captive-nopTane npu ayTeHTUDMKALUM aAMUHUCTPATOPOB MOXXHO M3MEHUTb. Moaynu
nopTana LenawT 3TOT NPoLLecc o4eHb FMOBKMM U HaCTpanBaeMbIM.

B pa3pnene KoHdwurypauusa -» PacluMpeHHble HacTPOMKM pocTtyna - Moaynu noprana MOXHO U3MeHUTb SSO-NoanTmnky no
yMondaHuto (Default admin SSO policy). Tak)xe MO>XHO co3faTb COBCTBEHHYIO MOJINTUKY, 3aTEM HAaCTPOUTL ee B Npocune
MOAKJIIOYEHMNA, KOTOPbIN ayTeHTUdNLMPYeT adMUHUCTPATOPOB.

NHdopMauma o TOM, Kak A0NOJIHUTENbHO HAaCTPOUTL MopTan 3axsBaTa, NpueBefeHa B pa3aese PaclivpeHHas KoHpurypaumsa
Captive-nopTana.

ID cTtaTbu: 551

MocnepHee obHoBNEHME: 26 UIOH., 2024

O6HoBneHo oT: Eropos B.

PeBunsnsa: 1

Ba3za 3HaHun AxelNAC -> [JokyMmeHTaums -> CucteMa KOHTpoaa foctyna K cetn «AxelNAC». Bepcusa 2.0.1 -> AxelNAC. PykoBoacTBo
afAMuHUCTpaTopa -> UCTOYHUKKN ayTeHTUdmnkKaymm -> PaclUMpeHHbIN KOHTPOJIb A0CTYyMNa AN8 BXOoA4a afMUHUCTpaTopa
https://docs.axel.pro/entry/551/



https://docs.axel.pro/index.php?CategoryID=26
https://docs.axel.pro/entry/551/

	Расширенный контроль доступа для входа администратора

