Paspen «MAVIS Settings»

B maHHOM pa3gfene Bbl MOXETE NPON3BECTU KOHPUrypaLMio 0KabHOM 6a3bl AaHHbIX MAVIS, BBINONHUTL MHTErpauunio C BHELIHWM
NCTOYHUKOM ayTeHTudmrKaumm LDAP, a Tak)Xe NpoTecTMpoBaTh B3aMMoAeicTBue ¢ 6a30i AaHHbIX.

Ctpanuua «MAVIS Local»

Ha paHHOM cTpaHULe Bbl MOXKETE BbINMOJIHUTL OCHOBHbIE HACTPOMKN PaboTbl SlokanbHOW 6a3bl AaHHbIX.

MAVIS Local

Bbl MOXKeTe U3MeHUTb cnepywouime napamMeTpbl:

e MAVIS Local Enabled: naHHbIN NapaMeTp akTUBMPYET UCMOJIb30BaHME JIOKabHOWM 6a3bl AaHHbIX ANA ayTeHTUdhKauum n
aBTOpM3aLNN;

e Change Password via NAS CLI: gaHHbI NapamMeTp NO3BOJISIET MOJIb30BaTENO CMOXKET N3MEHSATb CBOM Naposib Yyepe3s CLI
ceTeBoro yctponcTtsa (NAS). Ecnm naposib He yCTaHOBJIEH, Mpu BXo4e B CUCTEMY, NOJIb30BaTE/IO NpefocTaBaseTCs
BO3MOXXHOCTb YCTaHOBUTb CBOW Naposib;

e Change Password via GUI: gaHHbIi MapamMeTp NO3BOJISET MOJIb30BaTENI0 NU3MEHATb CBOW Naposib B Beb-nHTepdence
ynpasneHus TACACS.

Ona nppmeHeHuns M3MEHEeHU HaxMunTe Save.

CrtpaHuua «Mavis LDAP»

HacTpo#Wka uHTerpauum

Ha maHHOI cTpaHuLe Bbl MOXETe MPON3BECTM HAaCTPOWKY UHTErpaLun C BHELIHUM UCTOYHUKOM ayTeHTudmrKaumm LDAP.



MAVIS LDAP

LDAF Port
0232 LC 3B9
LDAP Bose LDAP Search Attribute
de=domaindc=name samAccountName
Username P
tes
Advanced Settings >

Bbl MOXKeTe U3MeHNUTb cnefytoLime napameTpsbi:

MAVIS LDAP Enabled: naHHbIi napamMeTp akTMBMpYeT nHTerpaunio ¢ LDAP;
LDAP Type: Bbibop Tvna LDAP. Nopnep>xxaHa nHterpauyms ¢ Microsoft AD n OpenLDAP;
LDAP Server List: agpec cepsepa LDAP ona noakno4eHus;
o MNMone BBopa IP-appeca: crnncok IP-agpecoB [oMeHa, pa3fesieHHbIN 3anaTon;
o KHomnKa BbiOOpa Bepcumn: HaxxMnTe Ha KHOMKY, 4Tobbl BbibpaTb Bepcuto LDAP. MopaepxmBaeTcs knaccmyeckuin LDAP
1 3awuuieHHbIn LDAPS.
LDAP Port: noptT nomMeHa;
LDAP Base: 1MA KOHTpoJiiepa LOMEHa;
LDAP Search Attribute: aTpnbyT noncka B gfomeHe. No ymMosiy4aHMo yCTaHOBNEHO 3HaYeHe sAMAccountName;
Username: nma nonb3oBaTens Aa8 NOAKIOYEHNSA K OOMEHY;
Password: naposib 18 NOAKNOYEHNS K OOMEHY;
Advanced Setings: fonosHUTENbHbIE HACTPONKU MHTErpaLmmn:
o Enable password as Login: ncnonn3osaTb Napojb Enable B kayecTBe nmeHn nonb3oBaTens;
o PAP password as Login: ncnosb3oBaTb napoJib PAP B kKa4yecTBe MMeHW Nosib30BaTens;
o User can switch Tacacs Group: gaHHbIN NapaMeTp NO3BOASET MONb30BaTEI0 N3MEHSATL CBOKO Fpynny;
o Default Message: naHHbIi NapamMeTp MNO3BOJISET OTNPaBAATb NOJb30BaTEs0 CTaHAapTHoe coobLieHe npu
ayTeHTudgpunKaumn.

05 NpUMeHeHNs M3MeHeHNn Ha)xMnTe Save. 1718 Toro 4Tobel NPoBepnTb NOAKJIIOYEHME K AOMeHY HaxxMmuTe Test.

Mpu ncnonb3oBaHum npoTokona LDAPS HeobxoanMo CKOHpUrypupoBaTh 3alumiieHHoe coegnHeHne B AxelNAC. ins aToro
BbIMOJIHUTE Criefyoume 0encTBums:
1) OobaBbTe cepTUdUKaT KOPHEBOrO YA0CTOBEPAIOLLLEro LeHTpa B pa3aen Kondurypaumsa -» Hactpoku cuctemol » RADIUS



- SSL-ceptudukaTtsl » RADIUS.
2) B pasgene Cratyc - Cny>x6bl nepe3sanyctute cnyxby tacacs-ui.

3) NobaBbTe LDAP-cepBepbl, yKa3aB UMeHa, YKa3aHHble B X cepTudmrkaTax. NMpun nobasneHun cepsepos no IP-agpecy
3alnLeHHoe coeanHeHne He byaneTt yctaHoBsieHOo n AXelNAC He CMOXXEeT NOAKIIOHYUTBLCSA K HUM.

MpocmoTp LDAP-rpynn

[nsa Toro 4106kl NpocMoTpeTb LDAP-rpynnbl, MONy4eHHbIE MOCAE MOAK/YEHNSA K LOMEHY, Ha>KMUTe Ha Bknaaky LDAP Groups B
BEPXHEN YaCTu CTPaHuLbI.

MAVIS LDAP

LDAP Settings

Group Search Group Bind Table

Bbl MOXKeTe BbINOSIHUTbL MOUCK MO rpynnam. [Ons 3TOro HaXXMUTE Ha MnoJsie NoONCKa 1 BBeauTe KJ4eBoe CJ10BO.

MAVIS LDAP
LDAP Settings LDAP Gro
Group Search Gro ind Table
Search for. Morg Columns
Action DN

No data found

Mo ymon4aHwuio, Ha cTpaHuLe cnucka oTobparkaeTcs 10 3anncen, ogHako Bbl MOXXeTe BbiIbpaTb oTobpaxkeHue 20 n 30 3anncen Ha

cTpaHuue. [1na 3Toro HaXxxMmuTe Ha none X items per page B NpaBoOM HNXXHEM yrny Crnmcka n BblﬁepMTe B BblMagaloleM Cnncke
HeobxoAuMoe KOIM4YeCcTBO AN15 OTOﬁpa)KeHI/IFI.

10 items per page 2

10 items per page
20 items per page

30 items per page

Onsa Toro 4Tobbl NpocMoTpeTh Tabnuuy NpUBA30K, NepenanTe Ha noaeknanky Group Bind Table.

MAVIS LDAP

LDAP Settings

Group Search I Group Bind Table

Search for.



CtpaHuua «MAVIS Test»

Ha paHHon CTpaHWULE Bbl MOXeETE MNMpoTeCcTUpoBaThb ayTeHTVICpI/IKaLI.I/I}O C MOMOLLbIO JIOKaJIbHON 6a3bl AaHHbIX.

MAVIS Test

Result will appeared here

Test

05 Toro 4Tobbl MPOBEPUTL Ha/IMYME YYETHbIX AaHHbIX B 6a3e faHHbIX, BBEAUTE MMS MoJsib3oBaTess B nose Username 1 naposib B
none Password, nocne yero HaxxmuTe Test. Mocne 3Toro Bbl NOAyYUTE 3aMNnCh XXypHasa ¢ nHgopMauuein 06 ayTeHTUdUKauuum.
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