Pa3pen «Tacacs Users»

B naHHOM pa3nene Bbl MOXKeETE no6aBuTh n HAaCTPOUTb JIOKa/IbHbIX rnosib3oBaTenen onsg ayTeHTVICpVIKaLI.I/II/I Ha CeTeBOM
OGOpyﬂ,OBaHVIVI, a TaKXXe HaCTpouTb rpynnbl nonb3oBaTesien c onpeneneHHbIMU NpasnnamMmu.

CrpaHuua «Users»

OOLwue cBepeHun

Ha cTpaHuue Users Bbl MOXeTe co34aTb, OTPEAAKTNPOBaTb U yAa/INTb JIOKaJIbHbIX MOJib30BaTeNen o ayTeHTUpmnkaumm Ha
ceTeBoM obopypoBaHun ¢ nomoubio moaynst TACACS+.

Cnucok nonb3oBaTtenen

Mpu nepexofe Ha cTpaHuuy Users Bbl yBUAUTE CMMCOK A0OaBMEHHbIX JIOKaNbHbIX MO/b30BaTENEN.

Tacacs Users

Sedarch for Actions

1F Username Action

== admin F o

+ User_ E @
4 User_2 Z @
o User_3 E @
& User_2 Z B

SNeMeHThI ynpaBJieHUA CNUCKOM JIOKaJibHbIX nosib3oBaTesien
B BepxHe 4acTu CTpaHULbl PacroJIoXKeHbl 3/IEMEHTbI yrpaB/eHUs CNNCKOM JIOKaJlbHbIX NoJib30BaTenei:

e +Add: faHHasa KHOMKa Ucnonb3yeTcsa Ansa AobaBieHNA HOBbIX JIOKaJIbHbIX NMOJIb30BaTeNeN B CNUCOK;

e Search for: gaHHoe none ncnosb3yeTcs ANA NOUCKa MO CMUCKY C MOMOLLbIO Pa3INYHbIX aTpMbyTOB U ONEPaTOPOB;
e Actions: faHHas KHOMKa UCNOJb3YeTCH ANs MPUMEHEHUS Pa3/INYHbIX AEACTBUIA K BbIOPaHHbIM 3JIeMeHTaM Crucka;
e More columns: gaHHas KHOMKa NCNONb3yeTCs AJ19 HACTPONKN 0TobpaKaeMblX KOJIOHOK CMUCKa.

Bbl6Op 321eMEeHTOB cnUcKa

[ns BbibOopa KOHKPETHOro 3/1IeMeHTa CINCKa, KIMKHUTE MO CTPOKE C 3TUM 3/1eMeHTOM. 15t Toro, 4Tobbl BeibpaTh HECKOJIbKO
3JIEMEHTOB CMUCKA, 3aXXMUTe Kasuwy Ctrl n KNMKHWUTE Mo CTpokaM, KoTopble Heo6xoaMMo BbIGpaThb.

MpeanpocMmoTp KOHdUrypauum

[ns Toro, 4Tobbl OTKPLITb OKHO MPEANPOCMOTPa KOHMUIYPaLIUKN NoJib30BaTeNs, HAXKMUTE Ha MKOHKY + C/1eBa OT UMEHU
nosb3oBaTens. [ocne 3Toro 0TKPOeTCs TEKCTOBLIA NMPeAnpoCMOTP KOH(UIypaLmm 3NeMeHTa.



Tacacs Users tacacs user list

=+ Add Search for_ Actions More Colurming

1F Username Action
T Jocimin Z @
-+ Z B
+ Z @
+ Z @
o= User_4 ]

NMouck 3aneMeHTOoB

[Ns Noucka 371eMeHTOB B CMINCKE, HAaXKMUTE Ha MNoJie Noucka v BBeauTe Ko4eBoe C10B0. TakxXe, A5 paclUMPEHHOro NoMCKa Bbl
MOXXKeTe UCMoJIb30BaTb aTpunbyThbl 1 ornepaTopbl NoncKa.

Tacacs Users tacacs user list
&= Add Sadrch for_ Il Actions Moreg Columns
IF Username Action

== admin F O

g User_l o

g User_2 F O

<+ User_3 o

4+ User_4 @
ATpuOyTbI NOMcka
[ns noncka no cNUCKy MOryT BbITb MCMO/Ib30BaHbI Cieaytolmne aTpnbyThbl.
|ATpu6yT|| Tvn || OnucaHue |
Iusername”string ||V|M$| noJsib3oBaTens |

. . Mownck n KTUBMPOBaHHbLIM Nosb3oBaTenam (1 - KTUBMpPOBaH, 0 -
disabled |[integer OMCK MO Aea poBa oJib30BaTe (1 - pea posaH, 0
aKTUBHbIN)

Igroup ||integer (group id) ||ID rpynnbl, K KOTOPON NPUHAANIEXUT NoJib30BaTeNb |
|ac| |integer (acl id) |ACL Ha3Ha4YeHHas NMosib3oBaTesNto
|service |integer (service id) |CJ1y>K6a Ha3Ha4yeHHas Nosb30BaTesIo

OnepaTtopbl NOUCKA

Ons nomncka no CMUCKY MOryT ObITb NCNONBb30BaHbI cnepyrouimne onepaTtopbl.

|0nepaTop|| OnucaHue

|= ||KocseHHo paBHO

== ||PaBHO

|!== ||He paBHO

|

|

|!= ||KOCBeHHO He paBHO I
|

|

, ||EyneBo n




OnepaTop”

OnucaHue

ATpubyT paBeH NMyCcTOMY 3Ha4YeHuo (He Bce aTpubyTbl MOryT 6bITb OTHWUSILTPOBAHLI MO 3TOMY

JlobaBsnieHue nonb3oBaTenen

[ns Toro, 4To6bl 06aBMTL JIOKALHOIO NOJIb30BaTeNs, HaxxmuTe +Add B BepxHeM JIeBOM yray cnucka. MNocse 3Toro oTkpoeTcs
OKHO KOH(MIypaLumn HOBOroO Mosb30BaTesIsl, KOTOPOE COAEPXKUT CneaytoLlme pasaesbl U napameTpbl:

e General: B faHHOM CEKLMN Bbl MOXXETE BbIMOJHUTbL OCHOBHbIE HAaCTPOMKM NOJib30BaTesEN:

Add New User

Username Default User Group

Login Password Local Database (MAVI

Enable Passw

Enable Possword MDS

Service

. Default Service Permit

Extra Options

Manual Configuration

Valid From valid Until

o Username: YHUKaJ/IbHOE UMA NOJib30BaTeNd,

o

o

o o o

Default User Group: Ka)kAbli Nosib30BaTeslb MOXET ObITb YJIEeHOM NpefonpeneneHHON rpynnbl nosib3oBaTenen. Ecnm
y Nonb30BaTeNI HET HEKOTOPbIX HACTPOEK, OH MOMbITAETCA B3ATb UX U3 FPynnbl;

Login Password: oCHOBHOW MapoJjlb HOBOrO MOJib30BaTeNs;
Type: Naposib MOXET XPaHUTbCA B BUAE YNCTOro TekcTa, md5-xawa nam B NokanbHowm 6ase AaHHbIX. B cnyyae
MNCMNOJIb30BaHNA JIOKaNbHOM 6a3bl AaHHbIX Bbl MOXKETE pa3pellnTb Nob30BaTesl0 CaMOCTOATE/IbHYO CMEHY Napos;
Enable Password: naposns Enable ons paHHoro nonb3oBaTtens;

Type: naponb Enable MoXeT XxpaHUTbCA B BUAE OTKPLITOro TekcTa, xawa md5 nnn gybnnposaTe Naposib 415 BXO4A;
Service: BbI6op cy>kObl, Ha3Ha4YaeMoW KINEHTY;

o Access Control List: Bbibop ACL, Ha3Ha4YaeMoro KJneHTy.

¢ Message: coobuieHune, koTopoe byaeTt oTobpakeHo Npu ayTeHTUHUKALNM NONb30BaTENS:
e Access Control: B faHHOIM ceKunmn Bbl MOXKETE HAaCTPOUTb NpaBua AOCTyna:
o Action For The List Below: npasuna 6yayT NnpyMeHATLCA TONIbKO
s BKAIOYEHO: A1 YCTPONCTB, YKa3aHHbIX B CMUCKE;
= OTKJIIOYEHO! )1 YCTPOWCTB, HE YKa3aHHbIX B CIUCKE.

255 Control List



o Device List: ykaxmute CnMcoK yCTPOMNCTB AN18 MPUMEHEHUSA NPaBnIa;
o Device Group: yKaxxuTe Cr1COK rpynn yCTPOWCTB A1 NMPUMEHEHNs npasuna.
o Extra Options: B faHHOW CEKLUM Bbl MOXKXETe BbIMNOJHUTb AOMNOJIHUTENbHbIE HACTPOMKN MOJib30BaTeNA
o PAP Authentication: HekoTopble ycTponcTBa TpebytoT ayTeHTudukaumnm PAP, Hanpumep Nexus, PaloAlto n Tak nanee;
o Type: naposib PAP MOXeT XpaHUTbCHA B BUAE OTKPLITOrO TEKCTa, Xawa md5 nnm Kak KJioH napons Ass Bxona B
cncrTemy;
o CHAP Authentication: naponb ayteHTudunkaumm CHAP. MOXXeT XpaHUTbLCA TOSIbKO B BUAE OTKPLITOrO TEKCTa;
o MS-CHAP Authentication: naponb ayteHTudunkaunm MS-CHAP. MoxxeT XpaHNTbCS TOJIbKO B BUAE OTKPbLITOrO TEKCTA.
Manual Configuration: B faHHON ceKLNM Bbl MOXKETE CKOHMUTYPMPOBaTb NOJIb30BaTENSA B PYHYHOM PEXUME;
Valid From/Until: cpoku BanngHoOCTU y4eTHOWN 3anncy noJsib3oBaTens;
Disabled: naHHbIN NapameTp No3BoONSET AeaKTUBUPOBATbL/aKTMBMPOBaTbL NOJIb30BaTeNs. [leakTUBMPOBaHHbIN MoJib30BaTe b
6yneTt coxpaHeH B 6a3e faHHbIX, HO HE MOABUTCA B OCHOBHOW KOH(UIypaLuuu.

Mocne Toro, Kak BCe Moss 3anosiHeHbl, HaxxmuTe Create, 4Tobbl co3naTh nMosb3oBaTens, nan Cancel, 4Tobbl OTMEHUTH.

YpoBeHb [0CTYNa, 3aaHHbIA C MOMOLLbIO CEPBMCOB /15 KOHKPETHOr0 NoJib3oBaTensi uMmeeT 6oee BbICOKUIA NPUOPUTET, YeM
ypOBEeHb A0CTYMa, Ha3Ha4YeHHbIN rpynne nonb3oBaTenen.

PepakTupoBaHMue noJsib3oBaTesiel

[na Toro 4T06bl BHECTUN U3MEHEHNS B KOHCbI/IpraLI,I/IIO nonb3oBaTeniad, HaXXMUTE Ha MKOHKY pefakKTpoBaHNA CripaBa OT UMEHN
nonb3oBaTensd.

Tacacs Users

¥ Username Action
= admin =) @
& User @ @
& User_2 E @
+ user_3 Z @
4+ User_4 Z @

YT106bI NMPUMEHNTb N3MEHEHNA, HaXKMUTe Save. YTo6bl OTMEHUTb U3MeHeHus, HaxxmnTe Cancel.

YpaneHuve nosib3oBaTtens

Onsa Toro, 4TobbI YAaJINTb NNOKaJIbHOro NoJsib3oBaTeNd, HaXXMNTE Ha MKOHKY yaaNneHna crpaBa OT ero MMeHu, nocnie 4ero
nooTeepanTe ynaneHne, Haxxas OK BO BCr/ibiBaloLLEM OKHE.

Tacacs Users
Sedarch for Actions More Colurnr

1F Username Action
== admin -l I
& User Z @
o= User_2 EF O
o+ user_3 EF @
== User_4 E o

Bbl Tak)xe Mo)xeTe BblbpaTb HECKOJIbKO MOJIb30BaTeseN C nomoLbio knasuwm Ctrl. NMocne sToro HaxxmnTe Actions 1 BeibepuTe
Delete 13 Bbimagatowero cnmcka.

MMnopT/3KcnopT nosb3oBaTenen



AxelNAC nopnep>xmBaeT 3KCNOPT U MMMOPT nosib3oBaTenen B/n3 CSV-chann.

MMnopT nonb3oBaTenen

Onsa Toro, 4Tobbl MMMOPTMPOBATL CMNUCOK NoJib30BaTesnel, HaxxmuTe Actions, BbibepnTe B BbiNagatowem cnmcke Import v
BbIbepuTe CSV-halin co CNMCKOM MoJib30BaTeNen, Nocsie 3Toro HaxxmuTe Import. Ecnuv Bbl nepeaymany NpousBoguTb UMMOPT,
HaxmuTe Clear.

CSV-thann pomkeH coaep>xaTb 3arosloBOK CO CMMCKOM BCEX MCMOJIb30BaHHbIX aTpnbyToB. CNncok aTpnbyToB NpefacTaB/eH B
Tabnnue Hyxe. 3Be3404K0N * NoMeyeHbl ob6a3aTeNbHble aTPUbYThHI.

I ATpubyT H Tun || OnucaHue

|username* “string ||VIM;| nosb3oBaTens

ldisabled Hinteger ||,£l,eaKTv|Bv|pOBaHHbu7| nonb3oBaTenb (1 - geakTneBuposaH, 0 - aKTUBHbLIN)

|Iogin* “string ||Kmoq TACACS+

login_flag* integer 0 - Nnaposib B BUAe OTKPbLITOro TekcTa, 1 - naposb B BuAe xawa md5, 3 - nokanbHas 6a3a

OaHHbIX

1 - akTMBMpPOBaTb X3WwmpoBaHue. Hanpumep, ecun login=123, login_flag=1 v login_encrypt=1,

login_encrypt |linteger
gin_ ye 9 naponb 6yneTt npeobpasoBaH B CTPOKY X3LUa

enable ||string ||r|aponb Enable

0 - Nnaponb B BUAE OTKPLITOro TekcTa, 1 - naposb B Buae xawa md>5, 4 - oy6nMpoBaTb Naposib

enable_flag integer
Ons BXoga

1 - aKTMBMpPOBaTL X3LWMpoOBaHuUe. Hanpumep,

enable_encrypt||integer ecnn enable=123, enable flag=1w enable encrypt=1, naponb Enable 6ynet npeobpasoBaH B
CTPOKY X3Lla

pap ||string ||I'Iaponb PAP

pap_flag integer 0 - Nnaposb B BUAe OTKpbITOro TekcTa, 1 - naponb B Buae xawa md5, 4 - oy6banposaTb Napob

Ona Bxona

1 - aKTMBMpPOBaTb X3WMpoBaHue. Hanpumep, ecnn pap=123, pap_flag=1w pap_encrypt=1,

pap_encrypt integer naposib PAP 6yneT npeobpa3oBaH B CTPOKY X3LUa

|chap “string ||I'Iaponb CHAP

|ms-chap “string ||I'Iaponb MS-CHAP

|defau|t_serviceHinteger ||ATp|/|6yT cny>6bl Mo ymon4yaHuto (1 - oTknao4eHo, 0 - BKIOYEHO)

group :geger (group ID rpynnbl, K KOTOPOW MPUHAANEXUT MoJib30BaTe b

|ac| “integer (acl id) ||ACL, Ha3Ha4eHHas NnoJib3oBaTeso

service :ggeger (service Cny»x6a, HasHa4YyeHHas Nonb30BaTENIO

|message Hstring ||I'Ip|/|BeTCTBeHHoe coobuieHne

valid_from date (YYYY-MM- Y4yeTHas 3anuck byneT BanaHa C Aathl
- DD HH:mm)

valid_until date (YYYY-MM- Y4yeTHas 3anuck BypeT BannaHa A0 AaThbl
- DD HH:mm)

client i inaddress/prefix BbicTpbIi cnocob orpaHnynTb goctyn 6e3 ACL. ocTyn byneT pa3pelleH TOIbKO ec/n
-'P P P nosnb3oBaTeNb ByaeT HaxoAUTbLCA B 3TOM IP-afipece unn BHYTpW 3TON ceTn

server i inaddress/prefix BbicTpbIn cnocob orpaHnymTe goctyn 6e3 ACL. flocTyn byneT pa3pelueH TO/bKO Ha KOHKPETHOM

-P P P YCTPOWCTBE NN B KOHKPETHOWN CeTun
|manua| “string ||Py‘~lHaﬂ KOHMUrypauma ons 4aHHOro nosb3oBaTens

SKCNopT nosnb3oBaTeneun

Ons Toro, 4Tobbl BbINOJIHATL 3KCMOPT NoJib30BaTeNeN, BbibepuTe Nnosib3oBaTenen, KoTopble Bbl XOTUTE 3KCMNOPTUPOBATL, HAXXMUTE
Actions, BbibepuTe B Boinagatowem cnucke Export Selected/All n HaxxmnTe Download.

CtpaHuua «User Groups»

OOLwue cBepeHun

Ha cTpaHuue User Groups Bbl MOXXeTe C034aTh, OTPeAaKTUPOBaTh U YAaAUTb Fpynnbl NoJib3oBaTesnen, Ans KOTopbiX byayT
NnpyMeHsTbCS obLue rpynmnosble Npasua.

CnucoK rpynn nosb3oBaTenen

Mpu nepexone Ha cTpaHuuy User Groups Bbl YBUAUTE CNUCOK A06ABIEHHbIX Py Nosb30BaTesen.



Tacacs User Group

+ Add search for_ Actions Maore Colums

¥ Name Action
== defaultUserGroup F @O
o TestUser_Group F @O

SN1eMeHTbI ynpaBJjieHua CNMCKOM rpynn nosib3oBaTesien
B BerHeVI HaCTu CTpaHMLUbl PaCrnoJIoXKeHbl 3J71IEMEHTbI ynpaBaieHNA CNCKOM rpynn rnosb3oBaTenen:

+Add: gaHHas KHOMKa Ucnosb3yeTcs Oas Aob6aBsieHUs HOBbIX FPYMM NoJib30BaTesNen B CrCOoK;

Search for: faHHOe none Ucnosib3yeTcs AMs MOUCKA MO CMUCKY C MOMOLLbIO Pa3JiMyHbIX aTpnbyTOB 1 ONEpPaTopPoB;
Actions: faHHas KHOMKa NCMoJIb3yeTcs A1 NPUMEHEHNS Pa3/INYHbIX AeNCTBUN K BbIOPaHHbLIM 31eMeHTaM CNNCKa;
More columns: faHHasa KHOMKa MCMOb3yeTcs s HAaCTPOMKKN 0TobparkaeMblxX KOJIOHOK CrncKa.

BblOOp 3/21eMEeHTOB cnNUcCKa

[ns Bbibopa KOHKPETHOro 3/1IeMeHTa CINCKA, KINKHUTE Mo CTPOKE C 3TUM 3/1eMeHTOM. 115t Toro, 4Tobbl BelbpaTh HECKOJIbKO
3JIEMEHTOB CMWCKa, 3aXXMUTe Knasuwy Ctrl n KNMKHMUTE Mo CTPoKaM, KoTopble HeobxoaMMo BbIGpaThb.

MpeanpocMmoTp KOHdUrypauum

[ns Toro, 4To6bl OTKPbLITL OKHO MPEANPOCMOTPa KOHMUIYPALIMKN FPynMbl N0/Ib30BaTeNel, HAaXKMUTE Ha UKOHKY+ CJieBa OT MMEHMU
rpynnbl. Mocsie 3Toro 0OTKPoeTCA TEKCTOBbLIV MPeanpoCMOTP KOHMUIypaLunun 31eMeHTa.

Tacacs User Group

+ Add search for_ Actions More Colurni
1F Name Action
—
+ F @
—
+ Z @

Mouck aneMeHTOB

Ona noncka 3fieMeHTOB B CMUCKE, HAXXMUTE Ha NoJie NOUCKa N BBeAuTe KJlo4eBoe CJ10BO. TakxXKe, A1 pacluMpPeHHOro noucka Bbl
MOXXeTe NCNnoJsib30BaTb anI/I6yTbI 1 onepaTtopbl MONCKa.

Tacacs User Group

+ Add search for_ I| Actions More Golum

1F Name Action
== defaultUserGroup F @
o TestUser_Group F @

ATpuOyTbI NOUCKa

[ns noncka no cnucky MoryT 6biTb MCMOJIb30BaHbI CieaytoLmne aTpnbyThbl.

|




|ATpu6yT|| Tun || OnucaHue |
IAa'MﬁyT”string Tvn ||V|MF| rpynnbl Nosi-SyBacanve |

|ac| ||integer (acl id) ||ACL, npuHaanexatlas rpynne nonbsoBaTenel?l|

|service ||integer (service id)||CJ1y>K6a, Ha3Ha4eHHas rpynne nonb3OBaTene|7||

OnepaTopbl NOUCKA

Ons nomncka no CMUCKY MOryT ObITb NCMONBb30BaHbI cnepyrouimne onepaTtopbl.

IOnepaTop” OnucaHue

= ||KOCBeHHO paBHO

== ||PaBHo

|!== ||He paBHoO

|

|

I!— ||KOCBeHHO He paBHO |
|

|

, ||EyneBo 7 |

o ATpubYT paBeH NyCcTOMY 3Ha4eHuto (He Bce aTpubyTbl MOryT BbITb OTCHMIBTPOBaHbI MO 3TOMY
YCN0BUIO)

[Jo6aBneHue rpynnsbl nosb3oBaTesien

Add New User Group

MName LDAP Group

Usar Group Name *

Enable Password

Enable Pa ord MDS e
Service Access Control List
- +
ACL Association Priority
* a
. Default Service Permit
Message ?
Access Control >
Manual Configuration >
valid From valid Until

Onsa Toro, 4Tobbl L06aBUTL rpynny noJsib3oBaTenen, Haxxmute +Add B BepXHEM NIEBOM Yry Crucka. Mocne 3Toro 0TKPoeTCsi OKHO
KOHUrypaL M HOBOM rpynmbl Nosb30BaTesNei, KOTOpoe COAEPXUT creaylollne pa3aessl 1 napameTpsb:

e General: B JaHHOW CEKLMM Bbl MOXXETE BbINOJIHATL OCHOBHbLIE HAaCTPOMKN FPYyNM NnoJib3oBaTenei:
o Name: yHUKanbHoe UMs rpynnbl Nosib30BaTenei;

o LDAP Group: rpynna MoxeT 6bITb accoummpoBaHa ¢ LDAP-rpynnoi gna astopusaumu;
o Enable Password: naponb Enable ons paHHown rpynnbl nonb3oBaTenen;

o Type: naposb Enable moxeT XpPaHNTbCA B BUAE OTKPbLITOro TekKCTa, XaWa md5 nnn D,yﬁ)'ll/lpOBaTb naposib ona BxoAaa,



Service: BbI6op cnyxbbl, Ha3Ha4YaeMom rpynne nosib3oBaTenen;
Access Control List: Bbibop ACL, HasHa4yaemoro rpynne rnosib3oBaTenen;
ACL Association: Bbibop, c kakumn ACL byaneT accoummpoBaTbCa rpynna nonab3oBaTesnen;
Priority: npuopuTeT rpynnsi;
o Default Service Permit: pa3spewaTb ntoboi 3anpoc cnyxbol oT NAS (ycTpoiicTBa).
Message: coobuieHne, koTopoe byaeT oTobpa)keHo Npu ayTeHTUdrKaLmm noab3oBaTesna U3 rpynnebl:
Access Control: B faHHOI CEKLUN Bbl MOXKeTe HaCTPOUTb NpaBuia AocTyna:
o Action For The List Below: npasuna 6yayT NpuMeHATLCS TONIbKO
s BKJIOYEHO: A1 YCTPONCTB, YKa3aHHbIX B CMUCKE;
s OTKJIIOYEHO: A1 YCTPOWNCTB, HE YKa3aHHbIX B CMINCKE.
o Device List: ykaxxunte cnncok ycTponcTs Ana NpUMEHEHNs Npasunna;
o Device Group: yKaxxuTe CrUCOK rpynn yCTPOWCTB A1 NMPUMEHEHNS npasuna.
Manual Configuration: B faHHOW ceKUNM Bbl MOXXETe CKOH(UTYpPMpPOoBaTb NOJIb30BaTENSA B PYHHOM PeXUME;
Valid From/Until: cpoku BanngHoOCTU y4eTHOW 3anncy Nosib3oBaTesNien rpynmnol.

L]
o o0 o o

Mocne Toro, Kak BCe NMoss 3anosiHeHbl, HaxmuTe Create, 4T06LI CO3aaTh rpynny none3oBaTtenen, unuCancel, 4T06bI OTMEHNTD.

YpoBeHb [0CTYNa, 3aaHHbIA C MOMOLLbIO CEPBUCOB /11 KOHKPETHOr0 NoJib3oBaTenst uMmeeT 6oiee BbICOKUIA NPUOPUTET, YeM
ypOBEHb A0CTYMa, Ha3Ha4YeHHbIN rpynne nosb3oBaTenen.

PepakTupoBaHue rpynnbl NoJsib30BaTesNen

[ns Toro 4Tobbl BHECTU U3MEHEHUSA B KOH(MUIYPaLWIO FPYNbl MO/b30BaTeNeil, HaXXKMUTE Ha UKOHKY peaaKTUpOoBaHUs cnpasa oT
VMEHU rpynnbl.

Tacacs User Group

1F Name Action

+ defaultUserGroup

e i

/ Z @

YT106bl NPUMEHUTb N3MEHEHUS, HaXkxMuTe Save. YTobbl 0TMEHNTb n3mMeHeHus, Haxxmute Cancel.

YpaneHue rpynnbl nonb3oBaTenemn
,D,J'lﬂ TOro, 4TObBbI yAoananTb rpynny ﬂOﬂbBOBaTeﬂeVl, Ha)XXMUTe Ha UKOHKY yOaneHnda crnpaBa OT UMeHW rpynnbl, Nocsie 4ero

noaoTeepanTe yaaneHune, Ha>kas OK BO BCM/bIBAlOLLLEM OKHE.

Tacacs User Group

Action
/ ﬁ
F @

Bbl Tak>xe Mo)xeTe Bbi6paTh HECKOJIbKO FPYMM € NoMoLLbio knasuwu Ctrl. Mocne 3Toro HaxkmuTe Actions 1 BeibepuTe Delete u3
BblMafaloLwero crncka.

MMnopT/3KcnopT rpynnsbl noJsib3oBaTenen

AxelNAC nogpep>XmBaeT 3KCNOPT 1 MMNOPT rpynn nojib3oBaTtenen B/u3 CSV-gann.

UMmnopT rpynn

Ons Toro, 4Tobbl MMNOPTMPOBATbL CMMCOK rPynn noJsib3oBaTenien, HaxxmMnTe Actions, BbibepuTe B Bbinajatowem cnmcke Import n
BblbepuTe CSV-halin co CNMCKOM rpynmn rnoJsib3oBaTesnien, nocse 3Toro Haxxmute Import. Ecav Bbl nepegymManm nponsBoanTb
nMmnopT, HaxxmnuTe Clear.

CSV-thann oosmKeH cogep>kaTb 3aroJIOBOK CO CMUCKOM BCEX MCMOJIb30BaHHbIX aTpubyToB. CNncok aTpnubyToB NpencTaB/ieH B



Tabnuue Huxe. 3Be3404K0N * noMeyeHbl 06s3aTesNbHble aTpubyThl.

| ATpubGyT “ Tun || OnucaHue |
|name* Hstring ||VH|/|Kaanoe MMS Tpynnbl |
|enab|e “string ||naponb Enable |
enable_flag integer g};ﬂn:f::: B BMAE OTKPLITOro TekcTa, 1 - naponb B BuAe xawa md5, 4 - nybanposaTb Naposb
1 - akTMBUpPOBaTHL X3LWMpoBaHMe. Hanpumep,
enable_encrypt|linteger ecnn enable=123, enable_flag=1 v enable_encrypt=1, naponb Enable 6ynet npeobpasosaH B
CTPOKY X3Lla
|defau|t_service“integer ||ATpI/I6yT cny>x6bl No ymonyaHuo(l - oTkao4veH, 0 - akTUBMpPOBaH) |
lacl Hinteger (acl id) ||ACL, Ha3Ha4YeHHbIN rpynne |
service :2;eger (service Cnyx6a, Ha3Ha4yeHHas rpynne
|message “string ||I‘IpV|BeTCTBeHHoe coobLyeHune |
valid_from date (YYYY-MM- Y4yeTHble 3anncy 4aeHoB rpynnbl 6yayT BafNAHbI C AaTbl
DD HH:mm)
valid_until date (YYYY-MM- Y4yeTHble 3anuncy YaeHoB rpynnsl 6yayT BaJMAHbI 40 AaThbl
DD HH:mm)
client ip ipaddress/prefix BbicTpbIi cnocob orpaHnynTb gocTtyn 6e3 ACL. [loctyn 6yneT pa3peLleH ToJIbKO ecnu
- nosb3oBaTeNb U3 rpynnbl byaeT HaxoAnTbCA B 3TOM IP-agpece nam BHyTpU 3TOWN CceTn
server ip ipaddress/prefix BbicTpbIi cnocob orpaHnynTb goctyn 6e3 ACL. [locTtyn 6yaeT pa3peLleH TOJIbKO Ha KOHKPETHOM
- YCTPOWCTBE WM B KOHKPETHOMN CeTU
|manua| ||string ”Py‘-IHaFI KOH(Urypaumsa ons gaHHOW rpynnbl

AKcnopT rpynn

Ons Toro, 4To6bl BbIMOHUTBL 3KCMOPT rPynn nosb3oBaTesien, BoibepuTe rpynnbl, KOTOPbIE Bbl XOTUTE 3KCMOPTUPOBATh, HAXXMUTE
Actions, BbibepuTe B Boinagatowem cnucke Export Selected/All n HaxxmuTe Download.
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