Pexxum npunHyonTenbHoro nepeonpeneneHnsa Out-of-Band

BBepeHue

Ha3HaveHne VLAN Mo>)eT 6bITb OCYLLECTBIEHO C MOMOLLIO HECKOJIbKUX Pa3fInyHbIX METOANK. TN METOAUKN COBMECTUMbI APYr C
OPYroM, HO He MOryT 6bITb MPUMEHEHbl Ha 0AHOM MOPTY KOMMyTaTopa. TO O3Ha4YaeT, YTO A8 HOBENLLMX KOMMYTaTOPOB MOXXHO
ncnonb3oBaThb 6osiee 6€30NacHy0 U COBPEMEHHYIO METOANKY, @ A5 CTapblX KOMMYTaTOPOB, HE NOAAEPKMBAIOLLMX HOBENLLME
MeTOAUKN — APYrylo.

Kak cnepyeT n3 Ha3BaHus, B AaHHoM pexume AxelNAC sBnsieTcs cepBepoMm, KOTOPbIN HasHa4vaeT ycTponcTey VLAN. 3Ta VLAN
MoXeT 6bITb ogHoM 13 VLAN komnaHum nnm cneumansHon VLAN, B koTopoii AxelNAC nepeHanpasnseT nonb3oBaTenen Ha Captive-
nopTan ona ayTeHTudukaumm nim obHoBNeHNS perncrTpaumu.

Ha3Ha4veHune VLAN no3BosisieT N30JMpoBaTh XOCTbl Ha ypoBHe OSI| Layer 2. 9T0 03Ha4aeT, 4TO Takon MeToA ABASETCHA CaMbiM
CNIOXKHbIM Ana o6xofa v nydlle BCero afanTUpyeTcsa K cpene, MOCKOJIbKY OH BMUCbIBAETCS B UCMOJIb3yEMYO METOL0JIOM U0
Ha3Ha4veHusa VLAN.

MeTopabl Ha3HaveHua VLAN

CyLlecTByeT MHOXXECTBO pa3/IM4yHbIX MeToA0B Ha3HavyeHus VLAN. PaccMOTpuM OCHOBHbIE U3 HUX.

MposopHoe noaknoyeHue: 802.1X + MAC-ayTeHTUdUKauus

CtaHpapT 802.1X obecneymBaeT ayTeHTMHUKALNIO Ha OCHOBE NOPTOB, KOTopas npepanosaraet obMeH OaHHbIMU Mex Oy
CynankaHToMm, ayTeHTudukaTopom (NAS) n cepsepom ayTeHTudUKaumm (AAA). CynankaHTOM 4acTo SBAAETCA NporpaMmMHoe
obecneyeHne KINEHTCKOro YCTPOWCTBaA, HanpuMep HoyTOyka, ayTeHTUdKaTopoM — nposogHom Ethernet-kommyTaTop nan
becnpoBofHasa ToYKa AOCTyMNa, a CEPBEPOM ayTeHTUdMKaumm, Kak npasuso, asnsetcs cepsep RADIUS.

CynankaHTy (T.€e. KJINEHTCKOMY YCTPOMCTBY) HE pa3peLllaeTcsa AOCTYN K CETU Yepe3 ayTeHTU(MKaTOp A0 TEX NMop, Noka ero
JINYHOCTb He BypeT noaTBep)xAeHa. MNpu ayTeHTUGUKaunm no ctaHaapTy 802.1X KIMeHT NpenocTaBaseT ayTeHTUHUKaTopy
yYeTHble flaHHble, Takne Kak UMs Nonb30BaTesNs/Naposib UM LNgpPoBon cepTudmkaT (KJY), @ ayTeHTUPMKATOP HanMpaBIsSeT UX Ha
cepBep ayTeHTUdUKaUMmM ona nposepku. ECn yyeTHble faHHble AeCTBMTeNbHbI (HaxoasTca B 6a3e AaHHbIX cepBepa
ayTeHTUgMKaumm), To CYNINKaHTy (KJIMEHTCKOMY YCTPOMCTBY) pa3peLlaeTcs A0CTYN K CETU.

MpoTokon ayTeHTudukaumm EAP (Extensible Authentication Protocol) nMeeT MHOXecTBO BMAOB. W cynankaHT, n cepep
ayTeHTUdMKauMm AOSKHbI UCMOMb30BaTh OAVH U TOT »Ke BuA npotokona EAP. Hanbonee nonynapHeim BapnaHToM EAP aBnseTcs
PEAP-MSCHAPV2 (nognepxusaetca Windows/Mac OSX/Linux ona ayTeHTUdMKaLnmM C ucnosb3oBaHmnem Active Directory).

B Hawem npumepe AxelNAC siBnseTca cepBepoM ayTeHTU(MKaLUM 1 BO3BPpaLllaeT KOMMyTaTopy cooTBeTcTByoLwyto VLAN, B
KOTOpPbIN A0JKEH ObITh MOMELLEHO KOHEeYHOe YCTPONCTBO.

MAC-ayTeHTUdMKaLuna — 3TO eLle OANH MeXaHU3M, NCMOJb3YIOWMACA B KOMMyTaTopax ANnsa paboTel B ciyyasx, Koraa KJineHTckoe
YCTPOMNCTBO He nogaep>xusaeT ctaHaapT 802.1x. Pa3Hble Npon3BOANTENN Ha3bIBAlOT ero no-pa3HoMy. Cisco Ha3sbiBaeT ero MAC
Authentication Bypass (MAB), Juniper — MAC RADIUS, Extreme Networks — Netlogin n T.n.

Mo ncrevyeHun TaiMayTa KOMMyTaTOp NpekpawiaeT nonbiTKU BbiNnosHUTE 802.1X 1 nepexoant k MAC-ayTeHTUdMKauun. Ee
NnpenMyLLecTBO 3aKJ/II04aEeTCA B TOM, YTO OHa MCMNOJIb3yeT TOT XKe MoAxoA, 4To u ctaHdapT 802.1X, 3a UCKJIIOYEHNEM TOro, 4To
BMeCTO MMeHW Nosib3oBaTesia oTnpasnseTca MAC-agpec n He NPONCXOAMT CKBO3HOro EAP-obmeHa (HeT cTporon ayTeHTudmKaumn).
Mpwn ncnonb3osaHunm MAC-ayTeHTUPMKALUN Takne YCTPONCTBA, KaK CeTEBOW NpuHTep nau IP-tenedoH, He noaaepxmnsatoLime
cTaHgapT 802.1X, MOryT MOAy4YMTb AOCTYN K CETU N HYy>HoM VLAN.

BbecnpoBopnHoe noaknwuyeHue: 802.1X + MAC-ayteHTucdmkaums

AyTeHTudgunkauymsa no ctaHaapty 802.1X n MAC ayTeHTuduKaumnsa ¢ 6ecnpoBofHbIM NOAKOYEHNEM paboTaloT NpakKTUYEeCKUN Tak Xe,
KaK 1 Npu NPpOBOAHOM MoAKM0YeHUN. OTAnYne 3aK/o4aeTcs B TOM, 4TO B CTaHAapTe 802.1X npn HacTponKe Ktoyen
6e3onacHocTm ncnosnb3yetcs wugposaHue WPA2-Enterprise, a MAC-ayTeHTUHUKaLNA MPUMEHSAETCS TOJIbKO ANA aBTOpU3aumnmn
(pa3pelwweHuns nnn 3anpeta) MAC-agpeca B 6ecrnpoBoaHOM ceTu.

B 6ecnpoBogHbIx ceTax obbl4Has HacTpolika AxelNAC npeanosaraeT KOHGUryprupoaHue aAByx SSID: OTKPbITOro 1 3allMLLIEHHOrO.
OTKPbITbIA UCNOSIb3YeTCA AN TOro, Y4Tobbl MOMOYb MOJIb30BaTENSM NPABUSIBHO HAaCTPOUTL 3aLLULLEHHBIN 1 TpebyeT
ayTeHTUgukaummn Yyepes Captive-nopTan (koTopblin paboTaeT B HTTPS).

Ha cxeme HM>Xe nokasaH Npouecc B3aMMoL4encTBNA MOBUIbLHOIO KJIMEHTCKOro YCTPOWCTBA, To4kn goctyna Wi-Fi, koHTponnepa Wi-
Fi n AxelNAC:
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ANropuTM B3aUMOOENCTBUS CleyIOLLINIA:

1. Monb3oBaTenb MHULMNPYET NOAKIOYEeHNe K To4yke fgocTtyna Wi-Fi n nepepnaet MAC-agpec. Ecnv nonb3oBaTens noayyaeTt
[OCTYN K CceTun 4yepes 3apernctpmpoBaHHoe B AxelNAC yCcTponcTBo, nepengnTe K wary 8.

2. KoHTponnep Wi-Fi nepenaeT MAC-agpec no npotokony RADIUS Ha cepsep AxelNAC ans ayTeHTudukaumnn/asTopusaumm
3Toro MAC-agpeca Ha TO4Yke 4oCcTyna.

3. Cepsep AxelNAC npoBoauT ayauT agpecoB B cBoen ba3ze aaHHbIX. Ecnm oH He pacno3HaeT MAC-agpec, nepenauTe K wary 4.
Ecnn pacnosHaeT, nepengnTe K wary 8.

4. Cepsep AxelNAC HanpaBnseT koHTponnepy Wi-Fi yepes RADIUS (aTpubyTel RFC2868) 3anpoc Ha nepeBof YCTPONCTBa B
«HeayTeHTUPULUNPOBaHHYO posb» (Habop ACL, KOTopbIn orpaHu4YnBaeT/nepeHanpaBseT Nosib30BaTe sl Ha NopTaJs 3axBaTa
AxelNAC pna peructpauuun. inm xke MOXXHO TakXke NCNonb30oBaTb peructpaumoHHyto VLAN, B koTopoin AxelNAC BbinonHseT
nepeHanpassieHue Tpaduka (blackholing) DNS n sensetcs DHCP cepepomM).

5. YcTponcTBo nonb3osatens ornpasnseT DHCP/DNS-3anpoc Ha AxelNAC (Ha DHCP/DNS-cepsep B 3To VLAN nnu onsa ston
ponun), koTopas nepecbinaeT IP- 1 DNS-nHdopmauymto. B 3ToT MmomeHT ACL orpaHuymBatoT/mepeHanpaBnasaoT Nojb30BaTesNsa Ha
nopTan 3axeaTa AxelNAC ans ayteHTudunkaumm. AxelNAC dunkcupyeT yCTPoNCTBO (aTpubyThbl MOb30BaTENbLCKOr0 areHTa,
nHpopmaumio DHCP n wabnoHbl MAC-agpecoB), MO OTHOLLEHMWIO K KOTOPOMY MOXKeT NpeAnpuHATb pas/inyHble AeNCTBUS,
BKJIlOYasA: coxpaHeHne ycTponcTea Ha Captive-nopTane, nepeHanpaBneHne Ha afibTepHaTUBHbINA NOpPTan, aBToOperncTpauunio
yCTpONCTBa, aBTOONOKNPOBKY yCTPONCTBA M Ap. ECi yCTPONCTBO OCTaeTca Ha nopTasie perncrpaunmn, nonb3osBaTesb
perncTpupyeTcsa U ykasblBaeT UMA Nonb30oBaTeNnsa/naposb, Homep MobunbHoro TenedoHa u ap. B 3to Bpems AxelNAC Takxe
MOXeT noTpeboBaTb OT YCTPONCTBA MPONTU OLLeHKY coCcToAHMSA (C nomouibio WinRM, Nessus, OpenVAS u gp.).

6. Ecnu TpebyeTcs ayTeHTUdMKaLUA (MM Nonb3oBaTens/naponb) Yepes hopMy BXoAa, TO 3TW AaHHbIe NPOBEPSAIOTCS Yyepes
cepsep Active Directory (nnu nobbie gpyrne ncTo4HMkn ayteHTudgukaumm — LDAP, SQL, RADIUS, SMS n gp.), KoTopsbii
npenocTtaBnseT aTpmbyThl nonb3oBaTens B AxelNAC, co3patoLlyio B cBoel 6a3e faHHbIX NPodusb NOANTUKN «MOJb30BaTeNb
+ YCTPONCTBO>.

7. AxelNAC nsmeHsieT aBTopusaumio (RFC3576) Ha KOHTpoJISiepe, a NoJib3oBaTe b A0J/XKEH BbITb MOBTOPHO
ayTeHTUdMUMpoBaH/aBTOpN30BaH, MO3TOMY NPOUCXOAMT BO3BpAT K wary 1.

8. Cepsep AxelNAC HanpasnaeT koHTpoanepy Wi-Fi yepe3 RADIUS yka3saHne NoMeCcTUTb YCTPONCTBO B «ayTEHTUMULMPOBAHHYO
posib» NN B «06bI4HY0» VLAN.

Pe>xum Beb-ayTeHTU(UKauum

Beb-ayTeHTurkaums — 310 MeTo4 ayTEHTUDMKALMN Ha CETEBbLIX YCTPONCTBAX, KOTOpPLIA NepeHanpasnseT HTTP-Tpadunk
ycTponcTea Ha Captive-nopTan. B 3ToM pe)xmme yCTPONCTBO HUKOrAa He N3MeHUT naeHtugukatop VLAN, a nU3MeHUTCS TONbKO
ACL, cBfi3aHHbI C YCTPONCTBOM. MNpuMepbl KoHpUrypaunmn seb-ayTeHTUdNKaLUN NpuBeAeHbl B NPUI0KEHUAX K N1abopaTopHbIM

paboTam.

Port-Security u SNMP

B aTOoM MeToZe ncnonb3ytoTcsa Port-Security SNMP-trap. Bcem nopTaM Ha3HavaeTca NoAAeNbHbIN cTaTudecknn MAC-agpec, TakuMm
obpasom, nwbon MAC-agpec 6yaneTt reHepupoBaTh HapyLlleHune 6esonacHocTu 1 trap 6yaet otnpasneH B AxelNAC. Cuctema
aBTopusyet MAC-agpec n noMeLwlaeT NopT B HY>KHYO VLAN. MNMogaep>xka VolP BO3MOXKHa, HO Co)XHa. OHa CUbHO 3aBUCUT OT
npomsBoanTena kKoMMyTaTopa. Hanpumep, kommyTaTopbl Cisco Nogaep XMBatloTCS yCrnewHo, Ho nsonaums MK 3a IP-tenedoHom
npuBOANT K HeobxoanmocTn Bbibopa: MMHO NPUXoANTCA 3aKPbITb MOPT (1 TenedoH og4HOBPEMEHHO), NMbo naMmeHnTb VLAN
nepefayun faHHblx, Ho MK He BbinosnHAeT npoTokoa DHCP (Tak Kak He cMor 06HapyX1Tb, YTO CBA3b NpepBaHa), MO3TOMY He MOXeT
rnonacTb Ha Captive-nopTan. 3a uckatovyeHnem npobnemsl ¢ nsonsuymen VolP MMeHHO 3Ta TEXHOJIOrUS AoKa3asa CBOK HAaLEXHOCTb U
nMmeeT HanbonbLIyo NOAAEPXKKY CO CTOPOHbLI NPOU3BOAMNTENIEN KOMMYTaTOPOB.

JononHuutenbHaa uHpopmauua 06 SNMP-trap gna msonsuumn VLAN


https://docs.axel.pro/index.php?CategoryID=4

Korna nsonsuyms VLAN paboTaeT Yyepe3 SNMP-trap, BCce NoOpTbl KOMMyTaTopa (Ha KOTOPbIX A0/KHA ObITh BbINOJIHEHA N30AALUSA
VLAN) posxHbl 6bITb HacTpoeHbl Ha oTnpaBky SNMP-trap Ha xocT AxelNAC. Ha AxelNAC B kavyecTBe npnemHnka SNMP-trap
ncnonb3lyeTcs cnyxba snmptrapd. MNonyyas trap, oHa nepedopmaTupyeT Ux 1 oTnpaBnseT B ovepenb redis, KOTopas ynpasnseTcs
cnyx6bon pfqueue.

Cnyx6a pfqueue cynTbiBaeT 37U trap u3 ovepenn redis n NpMHUMaET pelleHne B 3aBUCMMOCTM OT Tuna trap. Hanpumep, oHa
MOXKeT OTBETUTb Ha HUX, HACTPOMB MOPT KOMMYyTaTopa Ha Hy>XHbIn VLAN. B HacTosLLee BpeMsa NoAAep KMBAOTCH KOMMYTaTopb!
Cisco, Edge-Core, HP, Intel, Linksys n Nortel.

B 3aBMCMMOCTM OT BO3MOXXHOCTEN MMeLWnXCca KoMMmyTaTopoB pfqueue 6yaeTt pearnpoBaTb Ha pasnuyHblie Tunsl SNMP-trap.
Heobxoaumo co3natb pernctpaumnoHHyto VLAN (c DHCP-cepsepom, Ho 6e3 MapwpyTusaumm B gpyrue VLAN), B koTopyto AxelNAC
byneT nomeLlaTb HE3AaPErNCTPUPOBAHHbLIE YCTPONCTBA. ECAIM HY>XHO BbIAENNTb KOMMbIOTEPLI C OTKPbLITEIM CObbITEM Be3onacHOCTH
B oTAenbHylo VLAN, HeobxoamMo Takxe co3fnaTtb nsonumpytowyto VLAN.

SNMP

snmptrapd pfqueue

N3MeHeHMe ccbiNIOK (ycTapeBwun MeTon,)

Korpa Kk nopTy KOMMyTaTopa NoAkoyaeTcsa XocT, kommyTaTop nockiiaeT B AxelNAC trap linkUp. MNockonbky KomMyTaTopy
TpebyeTcs HekoTopoe BpeMsi, 4Tobbl y3HaTb MAC-afpec BHOBb MOAKJ/IOYEHHOIO yCcTpolicTBa, AxelNAC HemeaneHHO noMeLlaeT
rnopT B pernctpaunoHHyto VLAN, B koTopyto ycTponcTeo byaeTt nocbinate DHCP-3anpockl, 4Tobbl KOMMyTaTop y3Han ero MAC-
anpec.

3aTem pfqueue 6yaeT nepnoanyeckn nocbisiaTe KoMMyTaTopy SNMP-3anpockl 40 TexX nop, Moka KoMMyTaTop He y3HaeT MAC-
appec yctponctBa. Korga MAC-agpec ycTpoiicTBa nssecteH, pfqueue nposepsieT ero cratyc
(cywecTBylowee/3apernctpnposaHHoe/noboe cobbiTne 6e3onacHocTn) B 6ase AaHHbIX U MOMeLLaeT NOPT B COOTBETCTBYIOLLYIO
VLAN. Korpga yCcTponCTBO OTKJIIO4aeTCA OT ceTn, koMMmyTaTop nockinaeT trap linkDown B AxelNAC, KkoTopbl noMeLlaeT NopT B
perncrpaumoHHyo VLAN.

Mpwu 3arpyske KOMMbloTepPa MHULIMAIN3aLMA CETEBON KapThl FEeHEPUPYET HECKOJIbKO M3MEHEHW COCTOSIHMA KaHana cBA3n. U
Kaxxabl pa3 kommyTaTop nocbinaeT B AxelNAC trap linkUp v linkDown. Mockonbky AxelNAC posiKeH pearmpoBaTb Ha KaXkAbli
Takol trap, 3To co34aeT HEHY)XHYIO Harpy3Kky Ha cny>xby pfqueue. YTo6bl onTuMnsMpoBaTb 0b6paboTky trap, AxelNAC
OoCTaHaBJIMBaeT Kaxkabln noTok Ans trap linkUp, korga nony4vaet trap linkDown Ha ToM >ke nopTy.

OOHaKOo UCMo/b30BaHMe TOMbKO 3TUX trap — He caMblii MaclTabupyemsblii BapuaHT. Hanpumep, Npy OTKAIOYEHUN NUTaHUA, ecan
COTHW KOMMbIOTEPOB 3arpy’KatoTcs ogHoBpeMeHHo, AxelNAC 6yaeT nojyvaTb 60SbLIOE KOMMYECTBO trap NpakTUYeCKM MrHOBEHHO,
4TO MOXKET MPUBECTU K 3aep>KKaM CeTeBOro coeiuHeHns.

Trap yBepomnenun o MAC-appecax (yctapeBwiun Meton,)



Ecnn komMyTaTopbl nogaepxueatoT trap ysegomneHnin o MAC-appecax (MAC learned, MAC removed), pekomMeHayeTCs
aKTUBMpPOBaTb UX B gonosHeHue K trap linkUp/linkDown.

B 3ToM cniyyae nocnie nonyyenus trap linkUp cnyx6e pfqueue He Hy>kHO 6yaeT NOCTOSHHO 3anpallnBaTh KOMMyTaTop, Noka MAC
OKOHYaTeNbHO He byaeT nlyyeH. Mpu nonyveHun trap linkUp ons nopTa, Ha KOTOPOM Tak)XKe BKJIOYEHb! trap yBegomaeHunii o MAC-
agpecax, eMy AOCTaTO4YHO NMOMECTUTb MOPT B PperucTpaunoHHyto VLAN, nocsie Yyero npouecc MoxeT 6biTb 3aBepLUeH.

Korpa kommyTaTop usy4nt MAC-appec ycTponcTsa, oH oTrnpasnseT trap MAC learned (copep>xawunin MAC-agpec) B AxelNAC.

SNMP-Trap ana pab6otbl Port-Security

B camom 6a3oBomM Buae yHkuma Port-Security 3anommnHaetT MAC-agpec, NOAKIOYEHHBIA K MOPTY KOMMyTaTopa, U paspellaeT
B3aMMOAENCTBME Ha 3TOM NOPTY TOJIbKO 3ToMy MAC-agpecy. Ecnm 4yepes nNopT NonbiTaeTcs yCTaHOBUTL CBSA3b Ntobon apyron MAC-
aapec, pyHKUMna Port-Security He pa3peLwunT 3TOro n nowneT trap portsecurity.

Ecnn KoMMyTaTopbl NOALEPXXUBAKOT 3TY (OYHKLNIO, HACTOSITENIbHO PEKOMEHAYeTCsl ucrnosb3oaTh ee BMecTo linkUp/linkDown
n/vnu trap ysegomneHun o MAC-agpecax. 9TO CBA3aHO C TeM, 4YTO A0 Tex nop, noka MAC-afgpec aBToOpM30BaH Ha NOPTY U ABAsSETCA
€ANHCTBEHHbLIM NOAKOYEHHBIM, KOMMYTaTOp He ByAeT nockinaTh trap HeE3aBMCMMO OT TOr0, Nepe3arpy>xaeTcs In yCTPONCTBO,
MOAKJIIOHAETCS NN OTKIIIOYAETCA. ITO 3HAYUTENbHO COKpallaeT KonmyecTso SNMP-B3auMoLeCTBUIA MeXAY KOMMyTaTopaMu u
AxelNAC.

Mpu BkatoveHnn trap Port-Security He cnenyeT BkaoYaTh trap linkUp/linkDown v trap ysegomnenuii o MAC-agpecax.
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