CUHXPOHM3aLMA NPaBU KOPPENALNN

[JaHHble 0 NocnefHel yCnewHon CMHXPOHU3aLMmM NpaBul Koppensuuy B SIEM 1 npaBun puabTpauum B CUCTEME JIOTMPOBAHNS
oTobparkatoTca Ha cTpaHuue HacTpoiku » KOMNoHeHTbl cuctemsbl - NMpaBuna Koppensauum .

P 3anycTuTb CUHXPOHMW3aLMI0

Mpasuna Koppensauuu lMpaBuna HopManuaauum

Mocnepnuii 3anyck CerogHs, 04:00:33 Cratyc CWHXpOHW3auus 3aBeplueHa

QY Ounbtpbl
ID 6pokepa ID SIEM M3mMeHeHo CraTtyc Onucanve
siem_correlation_rules.rb System_API_Calls_from_H... 25.12.2024, 00:08:30 YenewHo
siem_correlation_rules.rb Run_Process_from_Home_... 25.12.2024, 00:08:30 YcnelwHo
siem_correlation_rules.rb Network_API_Calls_from_... 25.12.2024, 00:08:30 YcnelHo
siem_correlation_rules.rb Yandex_Cloud_Virtual_Mac... 25.12.2024, 00:08:30 ycnewHo
siem_correlation_rules.rb Yandex_Cloud_Virtual_Mac... 25.12.2024, 00:08:30 YcnewHo
siem_correlation_rules.rb Yandex_Cloud_Virtual_Mac... 25.12.2024, 00:08:30 YenewHo
siem_correlation_rules.rb Yandex_Cloud_Virtual_Mac... 25.12.2024, 00:08:30 YenewHo
siem_correlation_rules.rb Yandex_Cloud_Virtual_Mac... 25.12.2024, 00:08:30 ycnewHo
YcnewHo

siem_correlation_rules.rb

siem_correlation_rules.rb

siem_correlation_rules.rb

Yandex_Cloud_Virtual_Mac...

Yandex_Cloud_Virtual_Mac...

Yandex_Cloud_Symmetric_...

25.12.2024, 00:08:30

25.12.2024, 00:08:30

25.12.2024, 00:08:30

YcnewHo

YcnewHo

BbinosiHeHue CUHXPOHU3aUKn npasBn KoOppenaunm nponcxognT aBToMaTUHECKN pa3 B CYTKN, OAHAKO aAMUHUCTPATOP MOXET
3anyCTUTb CUHXPOHU3aLNIO B PyHYHOM pexunme.

019 py4HOro 3anycka CMHXpOHM3auumn HeobxoAMMO HaXKaTb Ha KHOMKY 3anyCcTUTb CUHXPOHU3auumio. MNose MocnepHui 3anyck
obHoBUTCA 1 6yneT oTobpakaTbcs Tabnnua pe3ysbTaToB NpoLecca CUHXPOHM3ALUN.

Tabnuua CoOepXuUT cnegywoume nona:

ID 6pokepa — naeHTUdUKaTop HpPokepa, B KOTOPOM XPaHUTCA NPaBUIO;
ID SIEM — 1Ms cobbiTVSi, KOTOPOMY COOTBETCTBYET npasno B SIEM;
U3meHeHO — faTa nociegHero n3MeHeHWs nNpasuna;
CraTtyc — cTaTycC npasuia koppenaunn. MoxxeT NnpuHNMaTb creyoLlime 3Ha4YeHns:
o YcnewHo — npasunio KOppPeaLunmn yCnewHo 3arpy>XeHo;
o OwMbKa — He yasock 3arpy3nTb NPaBUJIo KOppensLuuu.
e OnucaHuMe — onncaHne oWnbKM n3-3a KOTOPOWM He YAaN0Ch 3arpy3nTb NPaBUIIO KOPpPenaumu.

Mo ymonuyaHuio, Ha cTpaHuue oTobparkaeTcs fo 20 3anuceit. s Toro 4Tobbl yBEUYMTL YUCI0 0TOGparkaeMbIx 3anuceit Ha
CTpaHuLe, HaXXKMUTE Ha KOJIMYECTBO 3annceil B MPaBoOM HUXKXHEM Yriy CTpaHuLUbl 1 BbibepuTte 04HO 13 3HaYeHWIA:

YcnewHo
YcnewHo 10
YcnewHo 20

30



Mouck u punbTpauus npasun

Ona Toro 4Tobbl HaNTM onpeneneHHoe npaBuJio B CriMCKe, HaXKMNUTE Ha cbopMy NMONCKa B JIEBOM BEPXHEM Yyrny Tabnnubl 1 BBEAUTE
KJllo4eBoe C/10BO.

MpaBuna Koppensuum MpaBuna HopManU3aumm

MocnenHunin sanyck CerogHa, 04:00:33 atyc CUHXpoHW3a

Q1 Y Ounbtpsl

ID 6pokepa ID SIEM

siem_correlation_rules.rb System_API_Calls_from_H...

B KayecTBe KJIt0YEBbIX C/I0B AJ15 MOUCKA MOTYT ObITb UCMOJIb30BaHbI:
e |ID 6pokepa;
e |D SIEM;
e OnucaHue owmnbku.

Bbl Tak)Xxe MoXKeTe 0T(WIbTPOBATb CMIMCOK MPaBWJI MO UX CTAaTYCy U AaTe M3MeHeHUs. [/1S 3TOro HaXXKMUTEe Ha UKOHKY uibTpa 1
BbibGeprTe NapamMeTp 4N8 UAbTPaLMKM CrINCKA.

MNpasuna KoppensiLum lpasuna HopManusauum

MocnegHuin 3anyck CerogHs, 04:00:33 CraTyc CWHXpOHM3aUWA 3aBeplueHa

siem Q

ID 6pokepa I} Cratyc: Bce > | UameHeHo

MN3MeHeHo: He naMeHeHo

siem_correlation_r 25.12.2024, 00:

Run_Process_from_Home_... 25.12.2024, 00:

ID ctaTbu: 1577

NocnenHee obHoBneHue: 3 anp., 2026

O6HoBNeHO OT: MuxaneBa A.

PeBusnsa: 1

Bba3a 3HaHwi Jlorukop -> [JokyMeHTauus -> Cnuctema xpaHeHmsa n 06paboTkun gaHHbIxX «Jlornkop». Bepcusa 2.7.0 -> Jlorukop.
PykoBoACTBO agMUHUCTPaTOpPa -> CMHXPOHM3AaLMA KOMMOHEHTOB CUCTeMbI -> CYHXPOHM3aLUA Npasn Koppenaumm
https://docs.axel.pro/entry/1577/
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