Tpurrepbl cobbiTnn 6esonacHoOCTU

Onsa Toro 4Tobbl HAaCTPOUTL COBLITUA 6e3onacHoCcTu, NepenanTe B pasnen Kondurypauus —» CooTBeTcTeue - CobbiTus
6e3onacHocTu 1 HaxMuTe HoBoe cobbiTue GesonacHocTH.

MoapobHbI NpoLecc HaCTPOKK cobbiTuin 6e30NacHOCTM onncaH B cTaTbe KoHdurypaums cobblituin 6esonacHocTu.

Onsa Toro 4Tobbl CBA3aTb CObbLITNE BE30MaCHOCTM C MEXaHU3MOM CKaHMPOBaHWs, HeobxoamMo BbIbpaTb CKaHep B
rnone Co6biTue CTpokM TpUrrepbl COBbITUA 1 YKa3aTb NAEHTUDUKATOP COObITMSA CKaHepa.

Tabnuua uaeHTMPUKATOPOB TPUITEPOB U YCJIOBUIA UX cpabaTbiBaHUA BO BpeMA CKaHMPOBaHUA AnsA ckaHepa AxelNAC

ana OC Windows

HauMmeHoBaHue Tpurrepa

“ Ycnosue cpabaTtbiBaHus

ScanlsFailed

He ynanocb Nogkno4nTbLCS K KNNeHTy 4Yepe3 WinRS

ScanlsSuccess

Ynanocb NOAKMOYNTLCA K KIMEHTY Yepe3 WIinRS (Npu 3ToM HeBa>kHO HbI10 I NpoBeLeHo
CKaHMpOBaHWe fganbLie)

OslsNotUpdated

CpaﬁaTblBaHl/le NMpwn BbIMOJIHEHNN XOTA 6bl 0HOr O 13 yCJ'IOBI/IIZ:

e [ocnepgHunn nonck obHoBneHU 6bin BbINOJHEH BoJbLUe 3HaYeHMs nons "JonycTuMmoe
KOJIM4eCTBO AHEeW C MOMeHTa nocnenHero obHoBneHma"

e B cnucke obHOBNEHNI Ha YCTaHOBKY eCTb X0Ts 6bl 04HO o6bHOoBNeHue Tuna "Critical
Updates" naun "Security Update"

OsKBPatchesAreNotlInstalled

Cpenu cnrcka obHOBMEHUI Ha YCTAaHOBKY €CTb XOTsi Obl 0OHO 13 3HaYeHU "OOHOBNEHUS
TpebyeMmble onsa npoBepku”

AntivirusisNotinstalled

He ypanocb HaNTU yCTaHOBJIEHHbIN aHTUBMPYC

AntivirusDefenderlsNotlnstalled

He ycTaHoBneH aHTusupyc Windows Defender

AntivirusKESIsNotInstalled

He ycTaHoBneH aHTusupyc Kaspersky Endpoint Security

AntivirusisNotTurnedOn

HeT HM ogHOro 3anyuweHHOro aHtTmemnpyca

AntivirusDefenderlsNotTurnedOn

AHTnBMpyc Windows Defender He 3anyuieH

AntivirusKESIsNotTurnedOn

AHTunBnpyc Kaspersky Endpoint Security He 3anyuieH

MpoBepKa COCTOSHNA aHTUBUPYCa BbINOMHAETCS Ha OCHOBE CTaTyca npoLecca avp.exe B
cucteme (Hanpumep, Running, Stopped)

AntivirusisNotUpdated

AHTUBUPYC HE COAEPXXNT OOHOBNIEHHbIE aHTMBMPYCHbIE 6a3bl

AntivirusDefenderlsNotUpdated

Cpa6aTbIBaHl/Ie NMpwn BbIMOJIHEHNN XOTA 6bl 0AHOr O 13 yCﬂOBI/IIZZ

e CrtaTyc aHTuBupyca Windows Defender — "He o6HoBNEH"
e [laTa nocnefHero ycnewHoro noncka obHosneHnin 6onblue 3HavyeHNs "JonyCcTUMbINA
nopor ycrapeBaHus aHTUBUPYCHbIX 6a3"

AntivirusKESIsNotUpdated

CpabaTbiBaHWe Mpu BbIMOJHEHUN XOTSA 6bl OAHOIO U3 YC/IOBUIA:

e CtaTyc aHTuBUpYyca Kaspersky Endpoint Security — "He o6bHoBneH"
e [laTa nocnefHero ycnewHoro noncka obHosneHnn 6onblue 3HavyeHNs " JonycTUMbINA
nopor ycrapeBaHusi aHTUBUMPYCHbIX 6a3"

ServicelsNotRunning

OTcyTcTBYET cny>ba co cTaTycoM running (3anyuieHa) B cnucke cny>x6 Windows

ServicelsNotStartAutomatically

®dnar automatic otTcyTcTBYET Yy CNy>Kbbl aBTO3arpy3ku

Tabnuua naeHTudUKaTopoB TPUITEPOB U YCJIOBUM UX cpabaTbiBaHMA BO BpeMsA CKaHUpoOBaHUA ansa ckaHepa AxelNAC

ana OC Unix



https://docs.axel.pro/konfiguraciya-sobytij-bezopasnosti_976.html

HaumeHoBaHMe Tpurrepa H Ycnoeue cpabaTbiBaHus

ScanlsFailed He ynanocb NOAKNIOYUTLCA K KJIMEHTY Yyepe3 SSH

CpabaTbiBaHMe Npy BbINOJHEHWN YCOBUSA:
KernelOutOfDate
e Ma)KopHasi Bepcus aapa MeHblle YKa3aHHOoMN

CpabaTbiBaHVe Npu BbINOJHEHWW YCI0BUS:
ReleaseOutOfDate
o MuHOpHas BepcMs aApa MeHblle YyKa3aHHOMN

CpabaTbiBaHMe Npy BbINOJHEHWW YCI0BUS:

PatchOutOfDate .
e Bepcus naTya MeHbLUE yKa3aHHOM

CpabaTbiBaHME NpU BbINMOJIHEHUN YCI0BUSA:
KlnagentNotRunning
o [pouecc cnyx6bl kinagent He 3anyuwieH (!= running)

CpabaTbiBaHMe Npu BbINOJHEHWW YCI0BUS:
KESKernelOutOfDate
e Bepcus aapa aHTusmpyca KES MeHbLUe yKa3aHHOMN

CpabaTbiBaHMe Npu BbINOJIHEHWW YC10BUS:
KESDatabaseOutOfDate
e [laTa obHoBNeHWs 6a3bl aHTMBUPYCa B KES npeBbilwaeT fonyCcTUMbIA Nopor

CpabaTbiBaHWe Npu BbIMOJHEHUN YCNIOBUS:
GoupsNotAllowed
e [lo/sb30BaTeNb HE MPUHAAJEXMNT Fpynne

CpabaTbiBaHWe NPy BbINOJHEHWMN YCIIOBUS:

ServicelsNotRunning e CTtaTyc cnyxbbl != active

Cpa6aTb|BaHme npun BbINOJIHEHNWN YCNOBUA:

ServicelsNotStartAutomatically
e Cnyxba He BKJIlOYeHa B aBTO3arpysky !=enabled

CpabaTbiBaHMe Npuv BbINOJHEHUN YC/IOBUA:
FileNotFound
e dainn oTcyTCcTBYET B MecTe $path_file

CpabaTbiBaHVe Npu BbINOJHEHWW YC/I0BUS:

HashDoesNotMatch e X3, yKa3aHHbIN NOsIb30BaTENIEM, HE COOTBETCTBYET MoJlyyeHHoMy $target_hash !=

$hash_file
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