Bknagka «pynnbl CETEBbIX YCTPONCTB»

Ha LaHHOW BKNagKe co34aloTCa rpynmnbl CETEBbLIX YCTPONCTB, COAEpIKaLLne HaCTPOMKUN A4St CETEBbIX YCTPOWCTB 3TON rpynmbl.

Mo ymon4yaHuio B Tabnuue otobpakatotcsa 4 ctonbua:

NpeHTuduKaTop — 1Ma rpynnbl CeTEBbIX YCTPONCTB;
OonucaHue — onvcaHve rpynmnbl CeTeBbIX YCTPONCTB;
Tvn — npodunb ceTeBbIX YCTPOWNCTB B rpynne;

Pe>XuM — pexxum paboTbl ceTeBbIX YCTPONCTB B rpynne.

YnpaBneHue Tabnuuen

Habop oTobpaxkaeMbix cTonb6L0B B Tabanue MoXeT 6bITb U3MEHEH, A1 3TOr0 HAaXKMUTE Ha MKOHKY . B BbimadatoLlem crvcke
HaXXMUTe Ha Ha3BaHWe cToNbua, oTobparkeHne KoToporo B Tabnuue Heob6Xo4NMO UIMEHUTD.

Mo ymon4aHuio Ha cTpaHuLe oTobparkaeTcs 25 3anuceit, ogHako Bbl Mo)xeTe BbibpaTb oTobpakeHue 10, 50, 100, 200, 500 n 1000

3anucen Ha cTpaHuue. 115 3TOro HaXxMuTe Ha nose B NMPaBOM BEPXHEM YrJly CrcKa 1 BbibepuTe B BbiMaAaloLeM Crnucke
Heob6Xx0AMMOoe KOIMHECTBO A1 0TOBparkeHus.

Bbl MOXXETe oTcopTupoBaTh Tabanuy no UaeHTudukaTopy, Onucanuio, Tuny, PexxumMy B nopsake angaBuTHOro BO3pacTaHUs uim

ybbIBaHMSA C MOMOLLbIO MKOHKM | |. [0 yMOn4aHUto BCe 3anucy B Tabnnue oTobpakaloTcs B Mopsiike andaBUTHOro BO3pacTaHus
no UpeHTudukaTopy.

[na nepeknoveHns Mexxay CTpaHULaMn UCnonb3yinTte 610K B MPaBOM BEPXHEM YIy CMMcKa.

Co3paHue HOBOM rpynnbl CeTeBbiX YCTPOUCTB

Ons Toro 4Tobbl CO34aTb HOBOE CETEBOE YCTPONCTBO, HaXXMUTe HoBas rpynna ceTeBbiX YCTPOWUCTB B JIEBOM BEPXHEM YI iy
CTpaHuubl. [ocsie 3TOro 0OTKPOETCH MEHI0 KOH(UIypaLmMmn rpynmbl CeTeBbIX YCTPONCTB.

OnpepneneHue

Ha paHHOW BKNlagke MOXHO yKa3aTb rnobanbHble HaCTPOMKM KOMMyTaTopa A1 ceTeBoro obopyaoBaHus.

B nesBom BepxHeM yry, cnpaBa OT Ha3BaHWA BKIaOKK Onpep.enel-me, 0To6pa>KaeTc;| KOJIMYECTBO OCTaBLUMXCSA 06si3aTeNbHbIX ANS
3anoJiHeHUs nonen.
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OnpepenexHue Ponu Pexm Inline RADIUS SNMP CLI Beb-cnymbebl
PaciumpeHHbId pexamM ()
@ MaeHTudukatop ‘ l (0] |
Tpebyetca yKasaTe MAEBHTUDMKATOP.
o Onucaune | i @ |
TpefyeTcs yKa3aTk ONUCaHHE.
0 Tun Huawei ACG605 -
o Pemum -

o Meton peayTeHTUdMKALMA -

e PeayTeHTU(hUKaLUKMA Ha HeT

NPentAyLUEn CBTEBOM  napyi napaMeTp NO3BONAET BHNONHATL PEEYTEHTMHWKALMI, COA Ha NPe/lBIAYLLEM KOMMYTATOPE, K

YCTPOMCTBE KoTopoMy Gbino paHee NoJKIIOMEHO YCTPOACTED.

o SSID rocTesoi ceTi

SSID rocTeBbIX CETEN ANA Ay TEHTUQMKALMK Yepes nopTan (pa3geneHHbIe 3HAKOM +)

© o6ecneyenie pabot Mo yMonuakuio (Het)
BHELUHErD NOPTaNa MpuHyguTensHO MCNONB30BATE BHEWHWIA NOPTAN, BCNW 3T0 NOAAEPMUBAETCH CETERLIM 0BOpYA0BAHMEM.
© vwr Mo yMonuakuio (Her)

@ OBuapywenne VolP LLDP D Mo ymonuannio (Nla)

OnpefenwTh VoIP no SNMP-3anpocy B LLOP MIB.

@ o6uapywenve Vol COP D Mo ymonuakuio (Aa)

OnpegenuTs VolP no SNMP-aanpoey B CDP MIB.

@ 06Hapymenwe VolP DHCP (D Mo ymuonyatmm (a)

OnpenenwTe VolP no otnedatky DHCP.

@ AuHamuueckre Uplink D Mo ymonuaruio (IuHamueckwi)

AsTOMaTH4ECKOE onpeaenetue Uplink-nopTos

MpumevaHue: HekoTopele HacTpoiiki, cBa3aHHble ¢ RADIUS, nepeHeceHsl Ha Hoeyto Bknaaky RADIUS

ChpocHTb

é

B BaHHOM MeHI0 [OCTYMHbI Cnefytowme HacTPoONKu:

1. NpeHTudMKaTOp — NAEHTUPUKATOP FPYNnbl CETEBLIX YCTPONCTB, KOTOPbLIV ByaeT oTobpa)kaThcs B Tabaunue co CMcKom Bcex
rpynn ceTeBbIX YCTPONCTB;

2. OnucaHme — onucaHve rpynrbl CETEBLIX YCTPONCTB, KOTopoe byneT oTobpaxaTbcs B TabsvLe Co CIMCKOM BCEX rpynn
CceTeBbIX YCTPOMNCTB;

3. Tvn — npodunn cetesoro obopynosaHus. MoapobHee o NPOGUIAX Bbl MOXKETE NPOYMTaTb 34eCh. 115 HEKOTOPbIX TUMOB
YCTPOWCTB AOCTYMHa BO3MOXHOCTL MpocMoOTpeTh WabsoH ceTeBoro yCTPoMcTBa. [py HaXaTuu Ha KHOMKY

OTKpbIBaAeTCS CTPaHMLA, rae MOXHO MPOCMOTPETbL N U3MEHUTb HAaCTPONKMN YXKe CyLLeCTBYIOLEro
wabnoHa ceTeBoro yctponcTtaa. MoapobHee o Npodunaax Bbl MOXKETE NPoOYMTaTh 34€Ch;
4. PeXXuM — pexxum paboTbl ceTeBbIX YCTPONCTB B rpynne. BO3MOXKHbIe 3HaYeHns:

o TecTupoBaHMe — peXxuM paboTbl NO3BONAET y6eanTbCA B KOPPEKTHOCTY BbIMNOJIHEHUA NPaBUA ayTeHTUMUKaLmnm, Ho
KJIMeHTCKaa ceccus He ByaeT HaCcTpoeHa B COOTBETCTBUMN C HUMU;

o Perucrpaumsa — pexum paboTbl No3sonseT ybeanTbCsa B KOPPEKTHOCTM BbINOJIHEHNSA NPaBUa ayTeHTUMhNKaLmm, Ho
KJIMEHTCKas ceccma He ByeT HaCcTpoeHa B COOTBETCTBUMN C HUMU, 3a UCKJIIoYeHeM VOIP-yCTpONCTB, yrnpaBaseMblxX Yepes
SNMP-trap;

o MPOAYKTUBHBIA — PeXNM paboTbl MO3BOSET BbIMONHATL HACTPONKY KJIMEHTCKNX CECCUI 1 ABNSeTCA
NOSIHOYHKLMOHAIbHbIM PEXNMOM PaboThl.

5. MeTtop peayTeHTU(PUKaALUM — METOJ, C MOMOLLbIO KOTOPOro MPOUCXOAUT peayTeHTUdUKaumsa. Bo3MoXHbIe 3HaYeHuns:

o Telnet — KomaHpAa Ha peayTeHTUdMKaLmMo nepegaeTcs no npotokony Telnet;

o SSH — KoMaHpa Ha peayTeHTUhUKaLNIO NepetaeTcs no nNpoTokoay SSH;

o SNMP — KoMaHfa Ha peayTeHTUMUKaLMWIO NepefaeTcs no npoTokosly SNMP ;

o RADUIS — KomaHAa Ha peayTeHTUdUKauMo nepefaeTcs no npotokoay RADUIS;

o HTTP — KoMaHpAa Ha peayTeHTUdMKaumMo nepegaeTcs no npotokonay HTTP;


https://docs.axel.pro/profili-setevyh-ustrojstv_947.html
https://docs.axel.pro/stranica-shablony-setevyh-ustrojstv_1179.html

o HTTPS — KoMaHAa Ha peayTeHTUdUKauno nepenaeTca no npotokony HTTPS.

6. PeayTeHTU(MKauua Ha NpeabifyLLEM CETEBOM YCTPOUCTBE — [aHHbIN MapaMeTp No3BOJISET OTNPaBIATb KOMaHAY Ha
peayTeHTUMMKaLMIO CeCCMM YCTPONCTBa UK NOJIb30BaTesNA Ha CeTEBbIX YCTPOMCTBAxX AaHHOM rpynnbl, ecan MAC-agpec 6bin
paHee onpefesieH Ha APYyroM CceTeBOM yCTPONCTBe, KoHTpoanpyemom AxelNAC;

7. SSID rocTteBoM ceTu (NosIBASIETCS TOJIbKO Npu Bbibope Tna ycTporcTBa Huawei AC6605) — nmeHa rocTeBblx ceTen, ons
KoTopbIX ByneT paboTaTb MexaHM3M NepeHanpas/ieHNs Ha NopTa C ncnosib3oBaHueM npotokona China Portal Protocol
(BOMKHbBI BbITh pa3feneHbl 3HAaKOM +);

8. ObecneuyeHue paboThl BHELWWHEro noprana — NpMHYAMTENbHO UCNOJ/Ib30BaTh BHELUHUIA NopTan ASia perucTpauumn, ecam stTo
noanep>XxuBaeTca ceTeBbiM 06opynoBaHNEM;

9. VolIP — 3apaeT oTnpaBky ocobbix RADIUS-aTpubyToB ana HasHaveHus Voice VLAN ansa yCTpoWCTB, AN KOTOPbIX aKTUBUPOBaH
napameTp VolIP;

10. O6Hapy>xeHue VoIP LLDP — aBToMaTun4yeckoe 3agaHune atpubyTta VolP onsa ceTeBbiX YCTPONCTB Ha ocHoBe SNMP-3anpocos B
LLDP MIB;

11. O6Hapy>xeHue VolP CDP — aBTOMaTu4yeckoe 3ajaHue atpubyTta VolP ons ceTeBbiX yCTPONCTB Ha ocHoBe SNMP-3anpocoB B
CDP MIB;

12. ObHapy>xeHue VolP DHCP — aBTOMaTu4yeckoe 3anaHue atpubyTa VolP gns ceTeBbiX YCTPOWCTB Ha OCHOBe oTrnevyaTka DHCP;

13. AuHamuyeckme Uplink — aBTomaTn4eckoe onpenenenmne Uplink-nopTos. MNpu BKAOYEHUN OTNPaBaseT MHPOpMaLnIo O
nogHsBLeMcsa nopTe ncnonb3lys SNMP-trap.

Ponmu

Ha paHHOM BKNagKe MOXHO 3a4aTb U NepeonpeaenMTb NapamMmeTpbl paHee CoO3AaHHbIX Posiel A1 AaHHOW rpynnbl CETEBbIX
YCTPOWCTB.

B LaHHOM MeHI0 [OCTYMHbI Cnefytolme HacTPonKu:

1. HasHauvatb VLAN ID — f0/1)KHO I NPpU NPUMEHEHUM PONen K CeCcCUaM nosib3oBaTenen uan yCTponcTs NpoucxoanTb

Ha3HayeHune VLAN. Mpun akTUBaLUM SAaHHOr0 NapaMeTpa NosABAAETCA BO3MOXHOCTb 3adaTbh VLAN a5 paHee co34aHHbIX ponen.
OTcyTcTBuMe 3HavyeHus VLAN ID y ponu npu ee Ha3Ha4yeHUM O3Ha4vaeT, 4To 3HavYeHne VLAN He BypeT oTnpaB/ieHO Ha ceTeBoe
YCTPONCTBO M 6ONbLLUNHCTBO CETEBbLIX YCTPOMNCTB NPUMEHNT K ceccum nosb3oBaTtens VLAN no yMOnY4aHUIO, yKa3aHHbIN B
HacCTpoWKax AaHHOro nopTa (To4YHoe noBefeHune Ballero CeTeBOro yCTPONCTBa YTOYHANTE B LOKYMEHTaLn Npon3BoanTens
BalLlero cCeTeBoro ycTponcTaa). 3HavyeHune -1 ona VLAN ID kakon-nmbo ponn 03HayaeT, 4To BMecTo coobLieHns Access-Accept
npv NPUMEHEHNN OaHHOW POan CceTeBOe YCTPONCTBO Noay4uT coobuieHne Access-Reject n ceccma 6yaet 3abnoknposaHa. Y
HEKOTOPbIX MpeayCTaHOBJIEHHbIX POJie €CTb 3HAa4YEeHMS N0 YMOJTHaHUIO;

2. HasHauaTb Local ACL — [00/>KHO JiM NPY NPUMEHEHUUN posieit K CecCUsM Nosb30BaTeNell UM YyCTPOWCTE NMPONCXOANTb



Ha3HavyeHue nokanbHoro ACL. MNMpu akTuBauMm OaHHOro NnapamMmeTpa B nose Ajs posen Heobxoammo 3agaTtb nma ACL, koTopoe
CO3[4aHo Ha ceTeBOM obopynoBaHuu. laHHoe nMs ByaeT npuciaHo ceTeBoMy obopyAOBaHMIO A1 MPUMEHEHUS K KIIMEHTCKON
ceccum RADIUS no utory asTopu3sauumn. Ecam ACL ¢ yKka3aHHbIM MMEHEM He Co34aH Ha CETEBOM YCTponcTBe, HObLUMHCTBO
ceTeBbIX YCTPONCTB ByAyT MrHOpMpoBaTb BCe NapaMeTpbl, nepefaHHble B RADIUS-oTBeTe, Takme kKak VLAN ID unum URL-redirect;

3. HasHa4yatb VPN — Hy>XXHO 51 Ha3Ha4vaTb poau VPN. MNpun akTnBauum oaHHOro napameTpa B Nons BnucbiBatoTca RADIUS-
aTpmbyT. OH BypeT npucnaH cetesoMy obopynoBaHUIO 05 KAneHTCKonm ceccum RADIUS no ntory aBTopusaumu;

4. HasHauyaTtb Downloadable ACL — Hy>XHO 1 Ha3Ha4vaTb poau 13 Downloadable ACL. lobaBneHune cnucka goctyna (ACL)
3amMeHseT cobo CnMCoK, KOTOPbI onpefeseH HenocpeaCcTBEHHO B KOHUrypauum poan. OH 6yaeT npucnaH ceTeBomy
obopynoBaHMIO ANa KaneHTckon ceccum RADIUS no utory aBTopusauunm;

5. HasHavaTtb URL BebG-ayTeHTUUKaUUM — HYXXHO NN Ha3HadvaTb posan URL Beb-ayTeHTUdMKauumn. MNpu akTuBaumym AaHHOrO
napameTpa B NoJsis BNUcCbIBaloTCS agpec B opmaTe RADIUS-aTpubyTa, Ha KOTOpbLIA Nnosib3oBaTenb OyaeT nepeHanpasJsieH nNpu
Beb-ayTeHTU(UKaunmn. Ccbisika yKasbiBaeTCs B 3aBUCMMOCTM OT obopygnoBaHus (Mpumep: http://10.10.0.205/Cisco::ASA). OHO
6yneT npnciaHo ceTeBoMy 060pyA0oBaHMIO AN KAMeHTCcKon ceccum RADIUS nmo ntory aBTopmsaunm.

Pe>xum Inline

Pexxnm Inline B AxeINAC no3BonisieT KOHTPOIMPOBaTb CECCUN MOJIb30BaTeNeNn N YCTPONCTB Ha ceTeBOM 060pyAOBaHNN, He
noppep>xusatoLiem npotokon 802.1x n apyrne meToabl MHTErpauum ¢ cetesbiM obopynosaHveM. [ina paboTel faHHoro pexuma VLAN
noJib30BaTeNen/yCTPONCTB A0/KHLI TepMUHMPoBaTbCA Ha AxelNAC, koTopbln 6yaeT obecnedynBaTb MapLUPYTU3aLMIO U MPUMEHEHNe
OrpaHNYeHU K NoJib30BaTes/IbCKOMY TpaduKy (TpadunKy yCTPONCTB).

B naHHOM MeHIo J0CTYMHbI cneayouime HaCTpOI7IKI/I:

1. YcnoBusa pnsa pexxuma Inline — yctaHoBuTb pexxum Inline, ecnn BoinosiHaeTca noboe n3 ycnosuin. KonnyecTso ycnosui
MOXeT 6bITb HeorpaHMYeHHo. BO3MOXKHbIe yCcnoBus:

o Bcerpa — pexum byneTt NnpyMeHATbLCA ANA No60ro NoaKIYaeMoro ycTponcTBea;

o MopT — pexxum bynet NPUMEHSATLCA TONIbKO Ha OnpefesieHHbIX NopTax. B AaHHOM ycnioBun HeobXxoanMo Tak>Ke BbibpaTb
HOMep nopTa;

o MAC-appec — pexum byaeT NPUMEHATLCA TONIbKO A8 onpedeneHHbix MAC-agpecos. B naHHoM ycnoBumn Heobxogmmo
TakxXe ykasaTb MAC-agpec;

o SSID cetn Wi-Fi — pexxum bygeTt NnpuMeHAaTbCSA TONbKO ANs onpeaeneHHbix SSID. B naHHOM ycnoBumn Takxe Heobxoammo
yKa3aTb SSID ceTu Wi-Fi.

RADIUS

Ha paHHOM BKNagke MOXHO HacTpouTb uHTerpaumio RADIUS.



B LaHHOM MeHI0 [OCTYMHbI CnefytoLme HacTPonKu:

1. CekpeTHas pasa — yKa)KuTe CeKpPEeTHYI0 (hpa3y, KOTOPYIO Bbl HACTPOUIIN HA KOMMYTaTope;
2. Ucnonb3oBatb COA — ucnosnb3oBaTb COA, ecnim OH OOCTYyNeH, AN peayTeHTUdMKaunum nonb3osaTtens. MNpu oTKAOYEHUN
naHHOro napameTtpa byneTt ncnonb3oBatbcsa RADIUS Disconnect, ecnm OH JOCTYNeEH;

[aHHoe 3HavyeHune byaeT Ucnosib3oBaTbCA CUCTEMON B CJlyyae, eC/in Ha Bkaake OnpepeneHue B none Mertop
peayTeHTUdUKauum BoibpaHo 3HavyeHne RADIUS. B nHoM cny4yae 3afiaHHOe B 3TOM MoJie 3HavyeHne He ByaeT NnpuMeHeHo.

3. IP-appec KOHTponnepa — AaHHbIN IP-agpec 6yneT ncnonb30BaTbCs A 3aNpPOCOB Ha peayTeHTUpukaym. Obbl4HO
npumeHsieTcs Tonbko gns Wi-Fi-coeanHernuni;

4. Disconnect-nopT — yka>kute nopT Ans nepeagpecauum 3anpoca Disconnect;

5. CoA-nopT — yKaxkuTe nopT Ans nepeagpecaumn CoA-3anpoca;

6. Banupauus nocne MFA — no6aBuTb A0OMNONHUTENLHYIO MPOBEPKY B NoTok RADIUS, 4Tobbl onpenennTsb, yCneLwHo an
nonb3oBaTenb noaTeepaunn MFA;

7. Boctyn k CLI/VPN pa3spelweH — pa3pelwnTb faHHOMY ceTeBoMy obopynoBaHuio ncnonb3osaTb AxelNAC B kayecTBe RADIUS-
cepsepa ana goctyna K CLI unn VPN.

SNMP

Ha paHHOM BKNagke HaxoAATCS HaCTPOMKM NHTerpauum ¢ cetesbiM obopyoBaHMEM.
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Onpepenexue Ponu Pexum Inline RADIUS SNMP cLI BeG-cnmybsl Ba308bIA PEHMM

o Bepcua
Community Read
Community Write
o Engine ID
User Name Read
Auth Protocol Read
Auth Password Read @
Priv Protocol Read
Priv Password Read @

User Name Write

600009 o0

0 Auth Protoc

e Auth Password Write @
@ Priv Protocol Write

0 Priv Password Write L

@ Bepcua Trap -

Community Trap
User Name Trap
Auth Protocol Trap
Auth Password Trap @
Priv Pratecel Trap

Priv Password Trap @

@ MakcHMansHoe KonwiecTeo MAC-anpecos

MakcumansHoe ywcno MAC-agpecos, nonyyaemeix oT nopTa

©000gp

WHTEpEaN OMMASHWA

©

MHTEpBEAN OMMGAMMA MEMAY 3anpocamia MAL

[ CHpocuTe Im

B naHHOM MeHi0 AOOCTYyNnHbI cnenywouine HaCTpOI;IKI/I:

1. Bepcusa — Bepcus npoTokosia SNMP (v1, v2c, v3), ucnonbsyemas ans obmMeHa faHHbIMU;
2. Community Read — cTpoka coobuiectsa SNMP, koTopas npefocTaBaAseT AOCTYMN AN8 YTEHWS K AaHHbIM ycTponcTBa B SNMPv1
n SNMPv2;
3. Community Write — cTpoka coobuiectsa SNMP, koTopas npefocTaBnaseT AOCTYN AAS 3anuUcK AaHHbIX ycTponcTBa B SNMPv1 n
SNMPv2;
4. Engine ID — npeHTudmnKaToOp MexaHn3Ma ayTeHTudnkaunm B SNMPv3;
5. User Name Read — vMs nosib3oBaTens oas YteHus AaHHbIX B SNMPv3;
6. Auth Protocol Read — ncnonb3yembin npoTokon ayTeHTudukaumm (MD5, SHA) ans yteHnsa 8 SNMPv3;
7. Auth Password Read — naposib ayTeHTUdUKauum ansa 4reHns B SNMPv3;
8. Priv Protocol Read — ncnonb3yembii npoTokon wugpoBanus (DES, AES) ans yteHna SNMPv3;
9. Priv Password Read — naposb wudposaHus ansa 4yreHms 8 SNMPv3;
10. User Name Write — nmsa nonb3oBaTens Ans 3annucu AaHHbix B SNMPv3;
11. Auth Protocol Write — ncnonb3syemsblli NPOTOKON ayTeHTUnKaunm gns sanmcu B SNMPv3;
12. Auth Password Write — naponb ayTeHTudmnkauum gna 3anucm 8 SNMPv3;
13. Priv Protocol Write — ncnonb3yemsbii npoTokon wndposaHusa ans sanncm s SNMPv3;
14. Priv Password Write — naponb wudgposaHus ons 3anmcu B SNMPv3;
15. Bepcua Trap — Bepcus npoTokona SNMP (v1, v2c, v3), ncnonbsyemas ons SNMP Trap-coobLueHnia;
16. Community Trap — cTpoka coobuwecTtsa ansa npmema SNMP Trap-coobwieHun B SNMP v1/v2c;
17. User Name Trap — 1Ms noJsib30oBaTens ans npuema Trap-coobueHuii B SNMPv3;



18. Auth Protocol Trap — ncnonb3yembii NPOTOKON ayTeHTUgnkaumm gns Trap-coobweHnn B8 SNMPv3;

19. Auth Password Trap — naposb ayTeHTudunkauum ana Trap-coobuieHunin 8 SNMPv3;

20. Priv Protocol Trap — ncnosib3yeMbli NPOTOKO WwudgpoBaHua Ana Trap-coobuieHnii B SNMPV3;

21. Priv Password Trap — napoJib wugpoBaHusa ansa Trap-coobuieHunin B8 SNMPv3;

22. MakcuMmanbHoe Konuyectso MAC-apgpecoB — MakcuMalsbHoe Yynucno MAC-agpecos, nosly4aeMblx OT MOpTa;
23. NUHTepBan oXXupaHua — VHTEpPBan OXXnaaHus mexay 3anpocamm MAC-afnpecos.

CLI

Ha paHHOM BKNagke MOXHO HAaCTPOUTb NOAKIIOHEHUA K ychOVICTBaM rpynnbl Hepe3 KOMaHOHYH CTPOKY.

B naHHOM MeHio AOOCTYynHbI cnenyoune HaCTp0I7IKI/I:

1. TpaHCNOPTHLIA MPOTOKOJZI — NPOTOKON AJ15 YyNpaBieHNs NOAKAIYEHNEM Yepe3 KOMaHAHY CTPOKY. BO3MOXHble BapnaHThbI:
o Telnet — nepenaeT faHHbIE B BUAE TEKCTA;
o SSH — nepepaeT faHHble B 3alWMppPOBaHHOM hopMaTe Mo 3alUULLLEHHOMY KaHasy.

2. Ama nonb3oBaTensa — VM4A rNoJsib30BaTesNs;

3. Maponb — naposib Nosib3oBaTens;

4. Naponb Enable — naponb ana nony4eHns 6osbliero KoaM4ecTsa Npas, BBOAMTCSA NPU NOAKIIOYEHUN HAa KOMMyTaTope.

Beb-cny>x6bl

Ha paHHOWM BK1aaKe MOXXHO HAaCTPOUTb MOAKJ/IOYEHNS K YCTPOWCTBaM rpynmbl Yepes APIL.

B naHHOM MeHI0 [OCTYMHbI Cnefytolme HacTPoONKu:

1. TpaHCNOPTHLIN NPOTOKOJI — MNPOTOKOJ AJ151 yNpaBaeHns noakatoyeHnemM vyepes APl. Bo3MO)XHble BapuaHTbI:
o HTTP — npoToKosn nepedayn AaHHbIX Mexay Beb-6pay3epom n cepepomM;
o HTTPS — npoTokon 6e3onacHo nepefayn faHHbIX Mexay Beb-bpaysepom n cepeepom.

2. Uma nonb3oBaTtensa — MA NnoJjib3oBaTens Aasa noaknoydeHuns K API;

3. Maponb — naposb Nosb3oBaTens ANa NnoakayYeHns K API.

[nsa Toro 4Tobbl CO34aTb HOBOE CETEBOE YCTPOWCTBO, 3aMO0JIHUTE NapaMeTpbl KOH(Urypaumum n HaxmuteCospartb. 115 Toro 4Tobbl
cbpocnTb BBEAEHHbIE MapaMeTpbl Ha CTaHAAPTHbIE 3HAYeHUA, HaXXMUTe COPOCUTB. [111 TOro 4To6bl BEPHYTLCS Ha NpeablayLLyo
cTpaHuLy 6e3 coXxpaHeHUs BbIMNOJIHEHHbIX Ha CTPaHMWLe OeACTBUIA, HAXXMUTE OTMEHUTD.

35eMeHThbIl

Ha gaHHOM BKNagke MOXXHO yBnaeThb CceTeBble yCTpOVICTBa, Bxoadalwme B 3Ty rpynny. laHHasa BKNagka NosBnNaeTcsa npu npocMoTpe



y>Ke CYLLeCTBYoLEeN rpynnbl.

TEKyLIJ,IIIe 3JIeMEeHThbI

Cnncok ceTeBbIX YCTPONCTB, HAXOAALWMXCA B 3TON rpynne. Ha HUX pacnpoCcTPaHATCA HaCTPOMKMW, KOTopble yKa3aHbl B rpynne. B
Tabnuue otobpaxkatoTcsa cnegyowime nNons:

s UWpeHTUdUKaTOpP — UMA rpynbl CETEBbLIX YCTPONCTB;
e OnucaHue — onncaHune rpynnbl CETEBbIX YCTPONCTB;
e Tun — npodunnab ceTeBbIX yCTPONCTB B Fpynne.

HoBbIn 351eMeHT

Mone pobaBneHns ycTpoicTBa, NprMHaAexxalero agpyrov rpynne. [Ans nobasneHns ycTpoicTea B 3Ty rpynny BBeAUTE ero HasBaHue

[N06aBVTb HOBbIN 3NIEMEHT

nnn BbIGepuTe ero 13 BbiNaLaloLero CN1cka, Noce Yero HaXKMUTe KHOMKy . YCTPOMCTBO yaanseTcs us
npeablayLlen rpynnsl U nepeHocuTcs B Tabnuuy TeKkywiue 351eMeHThI.

Mpwn nobasneHnn B HOBYIO rpynmny HaCTPOMKN HOBOW rpynmbl MPUMEHSOTCA K YCTPOWCTBY Y MOJIHOCTbIO Nepe3anuncbiBaloT BCe
HaCTPOWKWN YyCTPOMNCTBA.

Mouck rpynnbl ceTeBbIX YCTPOWUCTB

Onsa Toro 4To6bl HANTW ONpefeNieHHYI0 FPpynny CeTEBbIX YCTPONCTB, MOXKHO BbIMOJIHUTL MOWCK MO KPUTEPUAM:
NpeHTndukaTop, OnucaHue, Tun nin Pe>xuMm. Beeante nHTepecyowmnin Kputepuin B nosie nomcka n Haxxmute Mouck. Haxxmute
O4YMCTUTD, 4TOOBLI COPOCUTHL KPUTEPUM MOUCKA.

Tak>Xe MOXXHO BbIMOJIHATb MOUCK MO HECKONIbKUM KpuTtepuam. Onsa 3TOro HaXXMuTe Ha WKOHKY Jynbl cnpaBa OT KHOMKN Moumck.

B MeHI0 pacliMpeHHOro novcka Bbl Mo)xeTe BbibpaTb onepaTopbl U u UJIUN 1 yKa3aTb HECKONIBKO KpUTepreB A noncka. MNonck
MO>XHO BECTU MO KPUTEPUAM:

NpeHTUdUKATOP — NOUCK MO AEHTUPMKATOPY rPynnbl CETEBbLIX YCTPONCTB;
OonucaHue — MNouck Mo onNMcaHunio rpynbl CETEBLIX YCTPOWNCTB;

Pe>XUM — MoUCK Mo pexxumy, BbiBpaHHOMY A5 FPYNMbl CETEBLIX YCTPOWCTE;
Tun — nouck no Tuny, BeIGpaHHOMY ANS rpynnbl CETEBbLIX YCTPOMNCTB.

Tak>xe BaM LOCTYMHbI CeayioLe onepaTopsbl:

* paBHO;
* He paBHO;
* HayMHaeTcs ¢ (HefoCTYNHO Ans KkpuTepus Tun);



* 3aKaH4YMBaeTCcs Ha (HefoCTynHO ANna kputTepus Tun);
* comepXMUT (HeJoCTyrnHO Ana Kkputepusa Tum).

Onsa Toro 4106bI U3IMEHUTL nopAanok Bblpa)KeHI/IVI, Ha>XMunTte n yﬂ,ep)KI/IBaVITe NKOHKY Y nepeTawinTe BblpaXkeHue. [ns Toro 4TOObI

YOaNNTb Bblpa>XeHne, HaXXMNUTe Ha MKOHKY

Bbl MOXKeTe COXpaHUTb 1 3KCNOPTUPOBaTb CyLlJ,ECTByIOU.I,I/IIZ 3anpoc, 4T06bI BOCMOJ/Ib30BAaTLCA UM NO34HEE NN MMMNOPTUPOBATb yXXe

CyLLEeCTBYHOLLMIA 3anpoc. Bce 3Tu AeilcTBMS MOXXHO BbIGpaTh 13 BbiNMaAatoLlero Crncka rnocsie HaxxaTus Ha UKOHKY

PepakTupoBaHue rpynnbl ceTeBbiX YCTPOUCTB

Ons Toro 4Tobbl OTPEAAKTUPOBATbL FPYNMY CETEBbLIX YCTPOWCTB, HAXXMUTE Ha CTPOKY B Tabanue C Ha3BaHUEM HY>XHOW Fpynnbl
ceTeBbIX YCTPOWCTB. Ha OTKPbLIBLUENCA CTPaHMLLE MOXKHO M3MEHUTb BCE MapaMeTpbl FPynnbl CETEBbIX YCTPONCTB.

KnoHupoBaHue rpynnbl ceTeBbiX YCTPOUCTB

Ons Toro 4Tobbl CO3A4aTb KONUIO ONpeesieHHON rpynnbl CETEBbIX YCTPONCTB, HaxxMnTe KnoHupoBaTb. [Mocsie 3Toro Bam bynet
npeaJsioXkeHo oTpefakTUPOBaTb CKOMMPOBaHHYIO rPynny ceTeBbiX YCTPONCTB.

Takxe B peXxxnme pefakKTupoBaHMA rpynnbl CeTeBbIX yCTpOI?ICTB Bbl MOXXETe B KOHLLe CTPaHNUblI Ha>XaTb KHOMKY KﬂOHHpOBaTb.

YpaneHue rpynnbl ceTeBbiX YCTPOUCTB

Onsa Toro 4Tobbl YOannTb rpynnbl CeETEBbIX yCTpOI7ICTB, HaXXMmnTe Y panutb. [locne 3Toro noareepanTe yaganeHue.

TakXXe B pe)xnume peflakTUPOBaHWA rpynnbl CETEBbIX YCTPONCTB Bbl MOXXETE B KOHLLE CTPaHMLbl HaXKaTb KHOMKY YaanuTb. Mocne
3TOro NOATBEPANTE yAaNleHUe.

FpynnoBbie AencTBus

[ns Toro 41o6bl BbINOJHUTL AEACTBUS C HECKOJIbKUMU rPynnaMun CeTEeBbIX YCTPOWCTB, OTMeTbTe He0OX0oAMble FPYMNMbl CETEBLIX

YCTPONCTB. YTOObI BbINONIHUTL AEACTBUS CO BCEMU FPyMnamMm CETEBLIX YCTPOMUCTB B CMUCKE, HAXXMUTE Ha CENIEKTop B LIAnke
Tabnnusbl.

HTU(UKaTop

O

dkcnopt B CSY

-~
[ N
default

1 BbibpaHo ~

Ha faHHbIN MOMEHT eAMHCTBEeHHOe AO0CTYMNHOE rpynroBoe AeNCcTBMe B cucteme — dKcnopT B CSV. Mpwu ero Beibope, dain B
dopmaTe .Ccsv, coaepKaluum 3anucu Tabanubl, NonagaeT B MEHEAKEP 3arpy3ku sawiero 6paysepa.

MMnopTupoBaTh rpynn ceTeBbiX YCTPOUCTB

MoapobHee 06 NMMNOPTE Bbl MOXKETE NPOYNTATh 34ECh.
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