Bknagka «lMpocunm TLS»

Mpodunb TLS — Habop HacTpoek, onpeaensowmnx napamMmeTpbl NCNOJIb30BaHNA NPoToKosa Transport Layer Security (TLS) ons
ayTeHTudurKaumm B pamkax pabotbl RADIUS-cepsepa. MNpocdunnib no3sonseT ykasaTb UCMOJIb3yeMble CEpTUPUKATbI, aJITOPUTMbI
wngpoBaHus, Bepcumn TLS n gonofHUTeNbHbIE NapaMeTpbl 6@30nacHoOCTy.

Bxknapka «Mpodcdunmu TLS»

Ha paHHOW BKNagKe BbINOMHAETCSA HAacTpovika napameTpos npodunen TLS.

OCHOBHbIE HACTPOMKM Npodunu EAP Mpodunun TLS Mpodunu EAP FAST SSL-cepTUdUKaThl PKI Npoduns OCSP

Mpodwunu TLS
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[ HoBelii TLS-npoduns H @@® radiusd-auth 25 & « < n > o»
£ WUma MNpodune cepTuduxara Mpodune OCSP m
TLS-test_AxelDemo EAP-TLS-AxelDemo default I Ypanute H KnoHnposats ‘
tls-common radius default ‘ KnoHupoBaTh ‘
tls-eap-fast radius default ‘ KnonuposaTtb ‘

Mo ymon4yaHuio B Tabnuue otobparkatotca 3 ctonbua:

o Uma — uma npodumns TLS;
s Mpodunb cepTucpukarta — npodusib, cogepkalmn CepTUPUKaT N 3aKpbITbIA K04 A8 TLS-ayTeHTudukauum;
o Mpodunb OCSP — npodusib, NCMOJIb3yeMbI A5 NPOBEPKUN CTaTyca 0T3biBa CEPTURMKATOB C MOMOLLLI npoTokosna OCSP.

YnpaBneHue Tabnuuen

Habop oTobpakaeMbix cT0N16L0B B Tabnnue MoXKeT 6biTb U3MEHEH, A1 3TOr0 HAaXKMUTE Ha UKOHKY . B Bbinajatowem crnmcke
Ha)XMUTe Ha Ha3BaHWe cTonbua, oTobpa)keHne KoToporo B Tabnvue Heo6XoANMO NU3MEHUTb.

Mo yMmon4aHuMIo Ha CTpaHuue oTobparkaeTcs 25 3anncein, o4HaAKO Bbl MOXXeTe BbibpaTbk oTobpakeHue 10, 50, 100, 200, 500 n 1000

3anucen Ha CTpaHuue. 1na 3Toro Ha)XXxMuUTe Ha none B NPaBOM BepXHeEM yray cnmcka un Bb|6epv|Te B BblNagawuwieM Cnnucke
HeobxoaMMoe KONMYecTBo Ans OTOﬁpa)KeHI/IFl.

Bbl MOXKeTe oTcopTupoBaTb Tabauuy no Umenu, Mpodunio ceptucdukara, NMNpodunio OCSP B nopsake BoO3pacTaHNA Uan

y6bIBaHNS C MOMOLLBIO MKOHKK . 1o ymon4aHuio Bce 3anucy B Tabnuue otobpaxkatoTcsa B nopsiake aadaBuTHOro Bo3pacTaHus
no MmeHum.

[ns nepeksiloyYeHns Mexay CTpaHnUamMm Ncnosb3lyinTe 610K B MPaBOM BEPXHEM YIJly CMIUCKA.

Cnyxb6a radiusd-auth
Cnyxba radiusd-auth oTBevaeT 3a ayTeHTU(MKaLNIO N aBTOpU3aLMIO.

@@@® radiusd-auth ~
YT106bI rnoo4yepenHo nepe3anyCcTtuTb CJ'Iy)K6y Ha BCeX y3/1lax, HaXXMUTe Ha none n Bbl6epI/ITe 13 BblMagatoLwero

cnucka €' MepesanycTutb Bee Mo 04EPeaV, [1q nposepky paboToCMOCOBHOCTM HOBbIX HACTPOEK MPUMEHITE X TONILKO Ha O4HOM

y3Jie, BbibepuTe 13 BbiNagatowero cnucka c MepesanycTnTe  Y1o6bI 0TKAOUYUTL CNyxOy radiusd-auth 1 ocTaHOBNTL ee paboTy Ha
Bcex y3nax knacTepa AxelNAC, HaxmuTe [l OCTaHOBUTB BCe MO 0YEPEAN | Y106k Ha 0AMH M3 YIOB KNAcTepa He MPUXoanA Tpaduk

(HanpuMep, ANS BbISBNEHNA BO3SMOXHbIX NpobnemM) — HaxMnTe . OCTaHOBUTb,

Co3spaHue HoBOro npocgpunsa TLS

Onsa Toro 4To6bl CO34aThb HOBLIN Npodub TLS, HaxxMuTe HoBbi Nnpocdunb TLS B IeBOM BEPXHEM YrJly CTPaHULbI.



Hoebld TLS-npoduns X

o WpentudukaTtop

o MNpoduns cepTudukara
o DH-daiin

o MyTb kK CA

o Cnucok wwdpos

o Kpusas ECDH

o MuHMManeHan sepcua TLS

o MakcuManeHan sepcus TLS

o MNpodwmns OCSP

! 0]

TpebyeTcA ykazaTe WeHTUDUKATOP.

B naHHOM MeHIo [0CTYMHbI cneayoouime HaCTp0I7IKI/I:

1. Wpentudukarop — nms npocdunsa TLS;

2. Mpocdunb cepTudukata — npoduib, cogepxallnn cepTUuUKaT 1 3aKpbiTbin KoY ansa TLS-ayTeHTudrkaumm. MoXKHO HanTwm
Ha cTpaHuue KoHdurypaumsa -» HacTtponku cuctemsl » SSL-ceptudukartol PKI. 3HavyeHune radius — 310 3Ha4veHune no
YMOJI4aHMI0, KOTopoe HacTpanBaeTcs B KoHdurypauumsa » HacTtpoukmu cuctemsl - SSL-ceptudpukartel » RADIUS ;

3. DH-dann — cdann c HacTporikaMu NpoTokona Anddun-XennmaHa, NCNosib3yembln AN19 YCTAHOBJIEHNS 3aLLULLLEHHOIO
coefNHEeHUs;

4. Nyt K CA — NyTb K CEPTUPUKATY LEeHTpa cepTudmnKaLmm, KoTopomy L0BepsieT cepBep rNpu npoBepkKe KIANEHTCKUX
cepTudnKaTos;

5. Cnucok wugpos — nepeveHb AONYCTUMbIX airOPUTMOB LWNMPOBaHNSA, NOAAEPXKMBAEMbIX NPKU YyCTaHoBAeHUN TLS-ceccuu;

6. KpuBas ECDH — kpuBasi 415 aAropMTMa aJIIMNTUYECKON KpUNTorpagum, ncnosblyemas npu yCTaHOBJIEHMN 3aLLULLEHHOIO
coefHEeHUS;

7. MunHuMmanbHasa Bepcua TLS — MnHUManbHasa Bepcus NnpoTokona TLS, pa3peleHHas Ans8 NCNOb30BaHNSA B paMKax npoduns;

8. MakcumanbHas Bepcua TLS — makcMManbHas Bepcus NpoTokona TLS, pa3pelueHHas 415 NCNONb30BaHWSA B paMKax npouns;

9. Mpocdunb OCSP — npothusb, NCNONb3yEMbIN OJ151 NPOBEPKN CTaTyCa OT3blBa CEPTUDMKATOB C NOMOLLbIO MpoTokosa OCSP.

[nsa Toro 4To6bl CO34aTh HOBBIN Npoduab TLS, 3anonHUTe NapamMeTpbl KOHpUrypaunn n HaxmmTeCospaTtb. YTobbl cOpoOCHTH
BBeJleHHble MapamMeTpbl Ha CTaHAAPTHbIE 3HaYeHMA, HaxxMuTe COpocuTb. 1719 BO3BpalLeHNs Ha NpeablayLLyo cTpaHuuy 6es
COXPaHeHA BbINMOJIHEHHbIX Ha CTPaHWLUe AeNCTBUN, HaXXMUTe OTMEHUTD.

Mouck npocdunsa TLS

Onsa Toro 4To6bl HANTW onpeaeneHHbI NpPodusb TLS, MOXXHO BbINOJHUTL Nonck no kputepusm: Uma, NMpodcdunb cepTudukara,
Mpodunb OCSP. Beeante MHTEpeCYOLWNN KpUTepUin B nose noncka n Haxxmmte NMomck. Haxxmmte OYUCTUTB, 4TOObLI COpOCUTL
KpUTEepum noncka.

Tak>Xe MOXXHO BbIMOJSIHATbL MOUCK MO HECKOJIbKUM KPUTEpUAM. N1 3TOro HaXKMUTE Ha UKOHKY ynbl cnpaBa oT KHonku Moumck.

B MeHI0 pacliMpeHHOro noncka Bbl MoXkeTe BbibpaTb onepaTopbl U v UJIN 1 ykasaTb HECKOJIbKO KpUTEpueB Ans noucka. Momck
MO>XHO BECTU MO KpUTEPUAM:

o UMma — nma npocdung TLS.
Tak>xe BaM OOCTYMHbI criegyolime onepaTopsbi:

paBHO;
He pPaBHO;
HaYuMHaeTcH C;
3aKaH4YMBaeTCA Ha;
COnEepPXXMUT.

Ons Toro 4106bl U3MEHUTbL NOPALOK BbiPaXKeHUW, HAXXKMUTE U YAEPXKUBANTE NKOHKY 1 nepeTaLlinTe BbipaXkeHne. YTobbl ynanmtb



Bblpa>XeHne, HaXXMNTe Ha MKOHKY

Bbl MOXXeTe CoOXpaHUTb 1 3KCNOPTUPOBaTb CyLlJ,ecTByIOLLI,I/IIZ 3anpoc, 4T06bI BOCMOJ/Ib30BAaTLCA MM NO34HEE NN MMMNOPTUPOBATb yXXe

CyLLEeCTBYOLLMIA 3anpoc. Bce 3Tn AelncTBMS MOXXHO BbIGpaTh 13 BbiMaAatoLLero CrNCKa, Ha)kaB Ha MKOHKY

PepakTupoBaHue HacTpoekK npodcdunsa TLS

Lnsa Toro 4Tobbl 0OTpenakTupoBaTb Npoduab TLS, HaXKMUTe Ha CTPOKY B Tabanue ¢ Ha3BaHMEM Hy>XHOro npodwunsa TLS. Ha
OTKPBbIBLUENCA CTPAaHULIE MOXXHO U3MEHUTL BCe NapaMeTpsbl npodunsa TLS.

KnouuposaHuue npocdpunsa TLS

Lnsa Toro 4Tobbl Co34aTh KOMMIo onpeaenieHHoro npodunsa TLS, HaxxmuTe KnoHuposaTts. [locne 3Toro Bam byaeT npeasioxxeHo
oTpefaKkTnpoBaTb CKONMPOBaHHLIN Npodunb TLS.

4 Uma MNpodunb cepTudUkaTa m—— PO OCSP m

TLS-test_AxelDemo EAP-TLS-AxelDemo default ‘m’[ KnoHWposaTh I

Tak)xe B pexxmMme pefakTUpoBaHUs Npoduns TLS Bbl MOXXETe B KOHLLE CTPaHWLbl Ha)XaTb KHOMKY KloHUpoBaTh.

YnaneHue npodpuna TLS

Onsa Toro 4To6bl yoanuTe npoduns TLS, HaxxmuTe Y pganuTsk. [locsie 3Toro noATBEpPANTE YaAaNleHMe.

4 Uma Mpodunb cepTUPUKATA Mpogune OCSP m

TLS-test_AxelDemo EAP-TLS-AxelDemo default _‘+ [ Ypanuts l KnoHupogeaTs

Takxxe B pexxume pefakTupoBaHus npoduns TLS Bbl MOXXeTe B KOHLLe CTpaHULbl Ha)kaTb KHOMKY KnoHupoBaTe. [1ocsie 3Toro
noaTeBepauTe yaaneHue.

FpynnoBbie nencTeus

[na Toro 4To6bl BINOMHUTL AEACTBUA C HECKOJIbKUMU Npodunamm TLS, oTMeTbTe Heobxoaumble npoduan TLS. YTob6bl BEINOAHUTL

LencTBusa co Bcemu npodunaaMm TLS B CMNCKE, HAXKMUTE Ha CeleKTop B Wanke Tabanubl.

.:Huﬂ

TLS-test_AxelDemo

tls-common

tls-eap-fast

3 BblibpaHo ~ L 4
3Jxkcnopt B CSV I Yo

Ha pnaHHbI MOMEHT eAMHCTBEHHOE AOCTYMHOE rpyrnnoBoe AelcTBMe B cucteMe — 3kcnopT B CSV. lMNpu ero Boibope, daiin B
cdopMaTe .csv, coaepalunn 3anncu Tabanubl, NonagaeT B MeHeAXXep 3arpy3ku Ballero bpaysepa.




ID cTaTbu: 2048

NocnepHee obHoBneHue: 20 aHB., 2026

O6HoBNEeHO OT: UnbunHa B.

PeBusns: 3

Ba3a 3HaHuin AxelNAC -> [JokymeHTauus -> CucteMa KoHTpoas goctyna Kk cetu «AxelNAC». Bepcus 2.2.0 -> AxelNAC. PykoBogCTBO Mo
1ncnosib30BaHuio Beb-nHTepderica -> MeHio «KoHdpurypauua» -> Pa3gen «HacTponku cuctemel» -> CtpaHuua «RADIUS» -> Bknagka
«Mpodunn TLS»

https://docs.axel.pro/entry/2048/


https://docs.axel.pro/entry/2048/

	Вкладка «Профили TLS»

