Bknanka «SNMP»

Ha cTtpaHmue SNMP npoun3BoaunTCcs KOHUIrypaumsa napamMeTpoB, PEryNPYOLWNX MeXaHN3Mbl 3anTbl 1 06paboTkn SNMP Trap-
coobueHnn oT ceTeBoro ob6opynoBaHus, a TakXXe ynpaBsieHUa 4enCcTBMSAMY, BbinoaHaeMbiMn AxelNAC npu npeBbIleHn 40NYCTUMbIX
noporoe. 3TV NapaMeTpbl UCMOJIb3YIOTCS A9 NMOBbLILUEHNS YCTONYMBOCTU CUCTEMBI K NMEPErpy3ke, BbI3BaHHON N36bITOYHLIMU
yBeAOMJIEHNAMUN OT KOMMYTaTOPOB, N HACTPONKN BpeMeHM 3aep KKK Npun Bounce-onepauunsx.

SNMP (Simple Network Management Protocol) — ceTteson npoTokon, ncnonb3yembin ons obmeHa nHgopmaunen mexay AxelNAC
1 ceTeBbiM 0bopyaoBaHMEM (HanpuMep, KOMMyTaTopaMu) C Lesiblo MOHUTOPMHIa 1 ynpaB/ieHns. B KOHTekcTe faHHoM BKnagku SNMP
NCnonb3yeTca ANA NoayyYeHns ysenomneHun (Trap-coobieHunii) o cobbiTuAX, MPONCXOAALWMX Ha MOpTax KOMMyTaTopa. BcTpoeHHble
MexaHu3Mbl No3BoAs0T AxelNAC orpaHn4MBaTb KONNYECTBO NPUHMMaeMbIX Trap, CHUXXasa PUCKK Neperpys3kun cMcTeMbl n3-3a
M36bITOYHON aKTUBHOCTY YCTPONCTB UM OLINBOK KOHUrypaumm.

SNMP

o Bpema geAcTeMA Bounce 4 CeKyHa

33}133)—(}{6 MEMQY 3aKpbITHE! ‘4..'rDT<ph ITWEM NOpTa. ,:LI'IF HEKOTOPBIX ONEPAUMOHHDIX CUCTEM MOMET noTpeboBaTecA Gonbluee 3HaYeHME 3aQepHKEM,
YEM ANA APYTHX. IHEYEHWE MO YMOM4YEH M0 NOAX0AMT NOYTH ANA BCEX ONEPALMOHHBIX CHCTEM, HO ANA NPONPUETAPHLIX CHCTEM MOHET ObiTh
MEHBLUWM.
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VnpasneHue akTuBaunei dyHkywel trap limit. JaHHan dyHKUMA NoSBONAET orpaHHunTE yiepd oT AefcTEMIA SNoYMBILLNEHHUKOE UK
HEKOPPEKTHOM paGoTel KOMMYTAETOPa, KOTODLIA OTNpaEnaAeT AxelNAC n3GeToOUHOS YACNO trap, MPHECOR K NEPErPY3KE. Trap-MMMUT KOHTRONMPYIT
napameTphl trap limit threshold v trap limit action. Mo yMonyaswo yHKUWA SKTHBHS.

o Mopor orpaHuyeHua Trap

MakcumansHoe yncno SNMP-Trap, koTopoe NopT KOMMYTETORE MOMET 0TNpaeMTe AxelNAC B TeveHWe MUHYTHI, He Byayyn oTMeueHHbIM Kak DoS.
Mo yMonYaHWe 3Ha4edHne pasHo 100,

o [NeificTBME No OCTMXEHAM NMMKUTA

JeicTeNe, KOTOPOE BLINOAHKT AXelNAC No GOCTHMEHWM Nopora snmp_traps.trap_limit_threshold. Mo yMON4aHWKD WCNONB3YETCA 3HEYEHWE NONE.
Moka Nopor AOCTUMEETCA, KAKLIA YAC HE SMEKTPOHHYI NouTy GyeT oTNpaBnATeCA coobweHre. Mpu 3ToM shut ByQeT 3aKpLIBATE NOPT
KOMMYTETOPE W TEKMHE OTNREEMATE CODGLIEHWE HA 3NEKTPOHHYH NOMTY, AaXE ECNW afpec HE Goln yKasaH.

CbpocuTe

Ha faHHOW CTpaHuue AOCTYMHbI CleayoLmne HacTPONKN:

1. Bpems penctBusa Bounce — 3azepxxka MeXAy OTKJOYEHMEM M MOBTOPHbLIM BKJIIOYEHUEM NOPTa KOMMyTaTopa npu
BbIMOJIHEHUN KOMaHAbl Bounce (B cekyHAax). Heobxoamma nss KoppekTHOM 06paboTKM KIMEHTCKUM YCTPOMCTBOM CMEHbI
COCTOSIHUA MopTa. 3Ha4YeHUe No yMoa4aHuio NoAXoAnT g 6onbwmHcTBa OC, HO MOXXeT noTpeboBaTb KOPPEKTUPOBKY NpU
MNCNOJIb30BaHUN HECTAHAAPTHbIX N NPOMPUETapPHbIX CUCTEM;

2. OrpaHuyeHme Trap — Npu akTUBaLMW AaHHOrO NapaMeTpa BKJIOYAETCH MexaHn3M KOHTPons YacToTbl SNMP Trap-coobLieHun,
nony4aeMbix OT ceTeBoro obopynoBaHuns. 3To NO3BONISIET NpefoTBpaTUTbL Neperpysky AxelNAC B ciy4vae, eCim KOMMyTaTop
Ha4yMHaeT OTNpaBAATb U3bbITOYHbIE YBEAOMJIEHNS (Hanpumep, U3-3a HEKOPPEKTHON KOHpUrypaunm nnm ataku). No ymondaHumio
rnapamMeTp aKTUBUPOBaH;

3. Mopor orpaHuyeHusa Trap — MakcUMasnbHoe fonycTuMoe Konnmyectso SNMP Trap-coobuieHunin, KoTopoe MoXeT bbITb
nosy4eHo OT OAHOro NopTa B TeYeHne ofHON MUHYThI. [peBbilLeHne 3TOro Nopora pacueHnBaeTCs Kak noTeHumnanbHasa DoS-
AKTUBHOCTb. 3Ha4YeHme rno ymonyaHumo — 100 coobLieHnin B MUHYTY;

4. [leMCTBME NO AOCTUIXXEHUM IMMUTa — [eNcTBue, KotTopoe BbiMoAHUT AxelNAC no JOCTMXKEHUM 3HAYEHNS, YKa3aHHOro B
napameTpe Mopor orpaHuyeHus Trap. [Tpy OTCYTCTBUM 3HAYEHNSA NapaMeTp He Ncnoab3yeTcs. ECam nopor gocTuraeTcs,

KaXX bl Yac Ha 3/1eKTPOHHYI0 NoyTy ByneT oTnpaBnaaTbcs coobueHne. [encTBne NPUMEHSETCSA NPU KaXkA0M MpeBbILLEHNN
nnMmnTa. cnonb3lyeTca A1 aBTOMaTUYECKON 3alnThl MHPPACTPYKTYpPbl N YBELOMAEHNSA aAMUHNCTPaTOPOB. MNpu 3TOM
cny>x6a shut 6yneTt 3akpbiBaTb MOPT KOMMyTaTopa 1 Tak>XXe OTNPaBsATb COOOLLEHNE Ha JIEKTPOHHYIO MOYTY, AaXke ecaun agpec
He 6bIn yKa3aH. [locTynHble 4eicTBMUS;
o email — oTNpaBMTb yBEAOMJIEHNE MO 3JIEKTPOHHON MOYTE;
o shut — 3aKpbITb COOTBETCTBYIOLWMA MOPT KOMMYyTaToOpa 1 OTNPaBUTb YBEAOMJIEHNE MO 3JIEKTPOHHOM NoYTe (faXke ecnun
ajpec He yKasaH).

Y700bl COXpPaHUTL NapaMeTpbl, OTBEYaloLLNE 3a onpeaeneHne CMeHbl YCTPONCTBA B XPaHUNLLE OTNEYaTKOB, HaXKMUTe COXPaHUTb.
YT106bI COPOCUTHL BBEAEHHLIE MAapPaMeTPbl Ha NOCNefHNE COXPAHEHHbIE, HAXXMUTE COPOCUTD.
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