Windows

B paHHOI cTaTbe onncaHo, Kak co3aaTbh areHT uHnymanmsauum Windows.

Co3paHue HOBOro areHta uHuuuanusauum Windows

[Onsa Toro 4T106bl CO34aTh HOBLIN areHT UHMLnanm3aunumn, Haxxmmte HoBblM areHT UHULLMANIM3ALUKU B JIEBOM BepXHeEM yray CTpaHuubl
1 B BbiMajaoweM Cnmcke BblﬁepVITe Tun areHTa Windows. MNocne s3Toro OTKPOETCS MeHI0 KOHpUrypaLumum HoBOro
areHTa nHnunannsaunn.

HOBBIiA areHT HULMaNV3aLun e X

1.

2.

o 1D MHMLMENK3aLMK

° Onucaxue
o 0OBecne4MTs BhINOMHEHWE

° ABTOpErMCTpaLMA
o MPMMEHWTL POk
e MpUMeHAEMas PoNb

o Ponu

o ssID

o OTKpbITHIA SSID
@ Tun GesonacHocTM

a WinRS scanner

TpebyeTcq yrasat vaeHTwdrkaTop.

O Braw4eHo

MpW BKTWBAL MM JAHHOND NaPaMETPE BrEHT HHMLWANKMIELHA GY0ET NpUHYLUTENBHD MCNONBI0EETRCA NMPH NPOBEPKE COOTEETCTBMA
YCTPOMCTEA NOAMTHKAM GESONACHOCTH BO Bpema RADIUS- wnu NOPTANsHON 8y TEHTMDMKELIN.

OTKMIO4EHD
MpW SKTWBALMM LEHHOND NEPEMETPE VCTPONCTES, BETOPWE0EAHHBIE B ATEHTE MHMLWENUZELMK, By OYT 38perwCTPHPOEEHEI B CETH
ABTOMAaTHYECKK.

OTknK4eHo

MpK SKTHEAL MW GEHHOID NapaMETPa HACTPOSHHARA pons ByOET NPUMEHATECA K KOHEYHOMY YCTPORCTEY, ECMW OHD GETOPWI0BAHO B areHTs
MHWLMANNIELNA.

Ecnw onums “TIpUMEHWTE poNe” BKTMBHE, OHa OyOeT ONpegensTe po/b, KOTORaA GyYOeT NPUMMEHATECH NDW GETOPM3ELNH YCTRONCTES ¥
npoEaigepa.

WameHeHus KOCHYTCH Y3noB . BhlsDaHHDIMH PONAMA.

TpebyeTca yrasats SSI0.

O Braw4eHo

MpK aKTWEAL MW GaHHOro napamMeTpa GecnpoBogHan ceTe GyAeT OTOGPEMETECA B CTIMCKE QOCTYNHBIX MNOGKMOYEHNA.

BirifepWTe TN 38WMTEI, NDMMEHAEMEIA ANA Bawero 5510,

Select the winrs scanner to setup. Leave empty for no scanner.

CBpocuts OTMeHa

B naHHOM MeHI0 OOCTYMNHbI cheaytowme HaCTpOI7IKI/I:

ID MHMUManu3auum — naeHTUPUKaToOP areHTa NHMUNanmM3aunm, KotTopeli byaeT otobpakaTbcs B Tabanue co CNMCKoM Bcex
areHToB. 3ajaeTCs Npy CO34aHUM areHTa UHMLManm3aunm u He MoXeT BbITb N3MEHEH B AaJibHeNLeM;

OonucaHue — onNucaHwe areHTa nHMUMnanmnsaumm, kotopoe byaeT oTobpakaTbCcs B Tabanue co CMMCKOM BCEX areHTOB;
O6ecneuyunTb BbINOJIHEHUE — MPU aKTUBaLMW AaHHOrO NapaMeTpa areHT uHNUnanmsaunm 6yaet NnpuHyanTebHO
NCNob30BaTbCA NPU NPOBEPKE COOTBETCTBUSA YCTPONCTBA NOJNTMKaM B6e3onacHOCTM BO BpeMs nopTanbHon nam RADIUS-
ayTeHTudpmnKaunu;
ABTOperucrpauusa — rnpu akTusauum JaHHOro napaMeTpa YCTPONCTBa, aBTOPU30BaHHbIE C MOMOLLbLIO areHTa nHnuumnannsaumm,
6yayT 3aperncTpupoBaHbl B CETU aBTOMaTUYECKN;

MpuMeHUTb posib — NPY aKTUBaLUKM JAHHOIO MapaMeTpa yKa3aHHas HKe posb byaeT NpUMEeHATHCSA K KOHEYHOMY
YCTPONCTBY, €C/IN OHO aBTOPU30BAHO C MOMOLLbIO areHTa MHuumnann3saumm;

MpuMmeHseman ponb — eciv napameTp MpUMEHUTL PoNb akTMBeH, OHa ByaeT onpefensaTe posb, KoTopas byneTt
NPUMEHATBLCS NMPU aBTOPM3aLIMMN YCTPONCTBA Yepes areHT UHuLManm3aumm;

Ponm — cnncok posen, K KOTopbiM ByeT NPUMEHATLCA areHT MHULManu3aunumn. U3MeHeHns 3aTPOHYT TOJIbKO Y3/ibl,
OTHOCSALMECH K BbIOpaHHbIM ponsm;



8. SSID — naeHTUunKaTop 6€CNPoBOAHON CETU, A1 KOTOPOM ByaeT NCNONb30BaTbLCS areHT MHULWANn3auum;

9. OTKpbIThIN SSID — Npu akTMBaUMK AaHHOro napameTpa becnpoBofHas ceTb ByaeT oTobpaxkaTbCsA B CANCKE AOCTYMHbIX
NOAKI/IOYEHNN;

Tun 6e3onacHOCTU — TWM 3alUUThI, NMPUMEHSEMbIV B YKa3aHHON 6ecnpoBoAHON ceTn. BO3MOXXHble BapuaHThbI:

o OTKpbITbIE — NOAKJ/04YeHNe 6e3 NpMeHeHNs MexaHM3MOB LUNMPOBAHNS;

o WEP — Tun 3awmTbl ¢ 6a30BbiM ypoBHEM LwindposaHus. Mpn Bbibope AaHHOrO TMMNa 3alnTbl MOABASIOTCA
OOMoJIHMTEeNbHble NoNa ANs 3anosiHeHus: Bknwuute DPSK, Ucnonb3oBaTb IoKanbHbiA naponb ana DPSK
noBTopHo, Kniou Wi-Fi;

o WPA — nNpoTOKOJ 3au1Thl C YJyYLEHHON KpunTorpaduen no cpasHeHno ¢ WEP. Mpwu Bbibope AaHHOro Tvna 3alnThbl
NosABASAIOTCA AOMOJHUTESbHbIE NMOAA AN 3anosHeHna: Bkaouute DPSK, Ucnonb3oBaTh NOKasibHbIA Naposib AN
DPSK nosTtopHo, Kniou Wi-Fi;

o WPA2 — aKTyaJlbHbIl 1 HAAEXHbIN TN 3aWNTbl, NCNOAb3yowmnin AES-wndgpoaHue. MNpun Beibope 4aHHOro TMNa 3alnThl
NoABASAIOTCA AOMOJHUTESNbHbIE NMona AN 3anonHeHus: Tun EAP, Bknounte DPSK, Ucnonb3oBaTbh NOKasibHbIA NapoJib
ana DPSK noBTOpHO;

10.

o WinRS scanner — none gns Bbibopa NpeABapuTeNbHO HACTPOEHHOr0 MexaHn3Ma CKaHUPOBaHUA, AN KOTOPOro areHT
VHULMaNM3aLmMm Co38acT y4eTHYI0 3anucb. B naHHoM none 6yayT AOCTYMNHbI MEXaHW3Mbl CKaHMPOBaHMWSA, Y KOTOPbIX B
KayecTBe MeTola ayTeHTudMKauum BeibpaHo 3HavyeHne Mo cepTudukaTty niv basosbin 4yepes HTTPS.
11. WinRS scanner — noJie aas Bblbopa npenBapnTeslbHO HACTPOEHHOIO MeXxaHW3Ma CKaHUPOBaHWS, A1 KOTOPOro areHT
WHULManM3aLmm co38acT y4eTHYo 3anucb. B naHHoM none 6yayT AOCTYMNHBI MEXaHW3Mbl CKaHMPOBAHMWSA, Y KOTOPbIX B KayecTse
MeToAa ayTeHTudmrkaumm seibpaHo 3HaveHue Mo cepTudukary nnvn basosbin yepes HTTPS.

JdononHuTenbHbIE HaCTPOﬁKM, nospnsalowinecs npm Bbl60pe onpeapesieHHbIX napaMmeTposB

Tun 6e3onacHocTu — WEP, WPA

Tun GezonacHoCTH

o Br4UTE DPSK

Wcnons30eaTe NOKaNEHLIR napone ona

DPSK noeTopHO

o Knoy Wi-Fi

Tun Ge20nacHoCcTH

o BKMD4YMTE DPSK

MCNonb30BaTh NOKaNEHLIA napone ona

DPSK noetopHo

o Knwoy Wi-Fi

WEP

<=

BulfepTe THN 3a8WWMTEI, MDHMEHAEMLIN ANA Bawero S510.

OTKNIOYeHD

IEHHEIN NBPEMETP OTEEYAET 38 reHepalmo PSK.

OTKNIO4YeHo

Ecnwn srkmodeda @y HKLUWMA DPSK My NONE30EATENA BCTE NOKaNEHER YYETHERA 3aN1ch C NApoNeM B BUAS NPOCTOND TEKCTA, BMECTO FEHEpaLMK
Hosoro PSK 2707 naponk ByAsT MCNoNb30EaTECR NOETORHO. JaHHan dyHKUMA OyaeT paboTaTh TONLKD C NOKANBHEIMK NONLS0BATENRMM, ANA
KOTOPGLIX CYWECTEYET Naponk B BMAE NPOCTOND TEKCTA.

WPA

-

BrifepyTe TN 3aWUMTEI, NPMMEHAEMEIA AnA Bawero SSI0. —

OTKnKHeHD

DaHHbIil NapEMETD OTBEYEET 38 reHepaumia PSK.

OTKAK4eHD

Ecnw BkmioueHa ¢2'}'HKLI,D1F! DPSK u Y MNONE30BATENA BCTE NOKANBHAR YYETHER 38aNWCE C NaponeM E EMQE NpOCTOND TEKCTA, EMECTO FrEHEpaU MK
Hosoro PSK 2707 napone By4eT MCNoNL30BaTECA NOBTOPHO. JaHHan fyHKUKMA OyaeT padoTate TOALKD C NOKaNEHEIMK NONE30BATENRMK, ANA
KOTOPLIX CYWECTEYET Napons B BUMAE NPOCTOND TEKCTA.

1. Bknwouutb DPSK — npu akTvBaumm gaHHOro napameTtpa reHepupyetcs PSK;

2. Ucnonb3oBaTh JIoKaJsbHbIA Naposb Ana DPSK noBTOpHO — npu akTuBaLuM AaHHOIo napaMeTpa He 6yaeT NnponsBogmThCS
NMOBTOPHasa reHepauns Napos OJia nosib3oBaTess, y KOTOPOro ecTb JIoKaJibHas y4eTHas 3anuncb C MaposieM B OTKPLITOM BUAE;

3. Knou Wi-Fi — naponb ot Wi-Fi-ceTun, K KOTOpoI Nogkao4aeTcs nosib3oBaTesb.

Tun 6e3onacHoctu — WPA2, tTun EAP — No EAP



Twvin Ge20NacHOCTH

o Tun EAP
e BrmouuTs DPSK

Mcnonb20BaTh NOKaNLHLIA Maponk AnA
DPSK noeTopHo

o Ko Wi-Fi

WPA2

BriSEpUTE THN 2ELMTE, MPUMEHAEMEIR Ona Bawero SS10.

NoEAP | il

BuiGepure TN EAP gna sawero SSID. OcTaesTe 310 none nycTeiM, ecnk EAP He ncnonbsyeTca.

OTKAWHEHD

[EHHbIM NEPEMETP OTBEYSET 38 reHepaymio PSK.

OTKAWHEHD

Ecnu BrxnioueHa gyHrUMA DPSK 1 ¥ nonb3oBaTens eCcTh NOKANLHEA YYETHEA 3aMMCk C NaponeM B BWGE NPOCTOND TEKCTE, BMECTO
reHepalyn Hosoro PSK 3ToT napont GyQeT MCnonb3oEaTeCA NoBTOpHO. JaHHas @yHKUwWA ByaeT paboTaTe TONBKO C NOKaNbHbIMK
MONb30BETENAMM, [ANA KOTOPBIX CYUECTEYET Naponk B BUOE NPOCTOrD TEKCTE.

1. Tun EAP — Tun EAP ona Bawero SSID. OcTaBbTe 3TO noJjie nycTbiM, ecsim EAP He ncnonb3yeTcs;

N

Bknounte DPSK — npu akTnBauum AaHHOro napameTpa reHepupyeTtcs PSK;

3. Ncnonb3oBaTh sIoKaJbHbIA Naponb Ansa DPSK noBTOpHO — nNpu akTuBaLWy AaHHOr0O NapamMeTpa He 6yaeT Npon3BoaNTbLCS
NOBTOPHas reHepaumnsa Naposas AJ8 Nosib30BaTeNs, y KOTOPOro eCTb JIOKaJlbHas y4eTHasa 3anncb C MaposieM B OTKPbITOM BUAE;
4. Knwou Wi-Fi — naponb oT Wi-Fi-ceTn, K KOTOpOW NOAKJIIOHaeTCSA NoJib30BaTE b.

Tun 6e3sonacHoctu — WPA2, Tun EAP — PEAP

Twun GezonacHoCTH
Tun EAP

@aiin cepTigUKaTa cepeepa RADIUS

e Maiin CA cepeepa RADIUS

WPA2

BoIDEPHTE TN 2ALWMTLI, MPUMMEHAEMEIR BNA EaWwero SSI0.

—
PEAP -

BuiGepute TMN EAP gna sawero SSI0. OcTassTe 210 none nycTeiM, ecny EAP He wcnonesyeTca.

1

TpebyeTch CEpTUDMKET.

MyTe K cepTuduraty RADIUS-cepeepa.

1

TpebyeTcs cepTUdMKET.

MyTe K ueHTpy cepTidukaumn RADIUS-cepeepa, ras nognycad ceptidukar RADIUS-cepeepa.

1. ®ann ceptudpukata cepsepa RADIUS — nyTb k cepTudukaty RADIUS-cepBepa;
2. ®aun CA cepsepa RADIUS — nyTb K LeHTpy cepTudukaumm RADIUS-cepBepa, rae noanucaH ceptudukat RADIUS-cepBepa.

Tun 6e3onacHocTu — WPA2, tTun EAP — EAP-TLS.

Twun GezonacHocTH

Tun EAP

o PK|-nposaigep

WPA2

BriGepyTe TMN 38LUMTEI, NPMMEHAEMEIR ANA Bawero SSI0.

—

EAP-TLS *—

BriGepure Tin EAP gna awero SS10. OcTaesTe 370 NONE NYCTeIM, 2N EAP He MCNoNL3yeTCA.

1. PKI-npoBanpep — nposanigepbl 4S9 ynpasieHus nHPpacTpyKTypon oTKpbITbix katoven (PKI). PKI-npoBanaepa MoxHoO co3paTb
Ha Bknagke Kondwurypauusa - NMoauTuka m KOHTPOJsb AocTyna - PaclumpeHHble HacTpolku pgoctyna - PKI-

npoBanaepsl.

[nsa Toro 4To6bl CO34aTb HOBbIM areHT UHMLMANM3aLUum, 3anoJIHUTe NapaMmeTpbl KOHDUrypaumum n HaxxmmuteCospatb. YTobbI

C6p0CI/ITb BBeleHHble NapaMeTpbl Ha CTaHOAPTHbIE 3Ha4YeHnda, HaXXKMUTe CGPOCMTb. [Onsa Bo3BpalleHnsa Ha npeabiayLyo cTpaHnuy

be3 COXpaHeHUA BbINOJIHEHHbIX Ha CTpaHuue DencTBuin, HaXXMuUTe OTMEHUTD.

ID cTaTbun: 1118
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PeBusns: 3

basza 3HaHum AxelNAC -> [lokymeHTaumsa -> Cuctema KoHTpons goctyna k cetu «AxelNAC». Bepcua 2.1.0 -> AxeINAC. PykoBoaCTBO Mo
1Mcnosib30BaHuo Beb-nHTepdelica -> MeHio «KoHpurypauusa» -> Pasfnen «PaclumMpeHHble HacTPOMKKM AocTyna» -> CTpaHuua «AreHTbl
MHUUnanusaunm» -> Windows
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